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Infrastructure

as a Service (laaS)

Platform

as a Service (PaaS)

AH Ml AXH - SaaS / PaaS / laaS

Software

as a Service(SaaS)

People People People
Data Data Data
Applications Applications Applications
Runtime Runtime Runtime
Middleware Middleware Middleware

Operating System
Virtual Network
Hypervisor
Servers
Storage

Physical Network

Operating System
Virtual Network
Hypervisor
Servers
Storage

Physical Network

Responsibility

*Gartner Research Paper: Mind the SaaS Security Gaps Published: 19 May 2016

Operating System
Virtual Network
Hypervisor
Servers
Storage

Physical Network

Customer
Responsibility
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Percent of Installs by Risk

FILES FILES FILES APPS
USERS OWNED SHARED EXPOSED INSTALLED

Si

BN 81%
319 $28Himes . ‘ 99%
11% 528

27%

~

156,796

Source: CloudLock CyberLab
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CASB

Cloud Access Security Broker

Source; Gartner, 2016
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¢¥CloudLock QP a

Incidents by Severity

All Platforms

A Incidents

% Activities

Document Search

ol Reports

B Policies

Encryption 1,842 Total Incidents

All Platforms
Apps

8 Audit log

Settings

Integrations

Security Score, % Users Objects

All Platforms 715 10.2K

0 Google Drive

50 8K
50 228
6 0
27 0

5

a ServiceNow

e Google 0 0
AWS 0 0
[] Office 365 12 0

wn

. Salesforce

Incidents

1.8K

267

138

59

47

52

42

389

165

4

663

Critical

166 19
29 0
9 0
0 0
0 0
3 0
0 14
9 4
0 0
2 1
98 0

demouser1@cloudlockdemo.com

Warning Alert

1.2K

130

48

42

31

48

18

375

165

1

300

-

Incidents

cloudlockdemo.com

LL

A
E Policies with most incidents

Info
499
Confidential/Password Regular... 460 incidents
108 CCN exposure 369 incidents
81 SSN 338 incidents
. Public Exposed files1622 250 incidents
New Unclassified App Installs 170 incidents
16
1
10 & Users with Most Incidents
! jennifer@cloudlock.com 728 incidents
0 eric@cloudlockdemo.com 201 incidents
0 ayse@cloudlockdemo.com 167 incidents
demouseri@cloudlockdemo.c... 166 incidents
265

prashanth@cloudlockdemo.com 148 incidents
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PII PHI
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= J‘—:?:I ‘;H H2 Health Identification numbers (global)
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a7g E2
Admin Accounts Risky Countries Login Failures Login Challenges Daily Logins
= =3 &y =
N N, N
4 ) 4 ) ' 4 ) 4 ) 4
i i n /ﬁ i [ i 0 n /ﬁ

8 23 12 2 25

................

1. 2|23 HX|[0 3

X5
o|ad 7A . 2. Unusual behavior for user Tz2QzwWgK]JJUj5I512vC9fpkEKekHt8Hu4vsOc= 3 . 3 OH A|-—Tl—
10une2016 @ &123@gmailcom 4 suspicious logins 2 _I_l H o-1- Activity breakdown for this user: El. Ol E_l_ Ol
- —
London | 1
4
Timestam ount i Activi IP Address IP Ris! 1
X-” o i P Country  City ivity dd isk g
30May2016 @)  &456@gmailcom 1 suspicious login
Indonesia | May 11th 2016, United States New York user login 162.243.XX.XX 71 (Bots)
23:20:16.000
27May2016 )  &789@gmail.com 97 suspicious logins
fe P 9 May 11th 2016, United States New York user 162.243.XX.XX 71 (Bots)
public of Korea |
23:15:21.000 logout

© a234@gmailcom 5 suspicious logins
Netherlands |

Reason: Bots | Confidence: A

o i | May 11th 2016, United States Raleigh  user 107.13.48.36
& 345 il. iviti
@gmail.com 6 anomalous activities 22:34:21.000 logout
Lagos, Nigeria |
Reason: *Z Spam | Confidence:
May 11th 2016, United States Raleigh  user login 107.13.48.36

22:27:02.000 33
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® A= 800 OrYZ 9.2A|7t9| HIZMA|ZHO| A~ Q =l

North America

9:00 AM ET
= Login to:

~ Docusign would like to:

Google Apps

M View and manage your mail

View your email address

View your basic profile info

Manage your calendars

View your calendars

" View and manage the files in your Google Drive

B Manage your contacts

10:00 AM ET

- = Data export © Mensge your s
o|MAR2 21013} ¥EISS Hlo|E ALt from:
A|AE Ziisio|2 B O 2 AW EHA = A L
ctn Zngg =it -~ =
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¢ ¥CloudLock
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i J Check Point

@ Fi re Eye SOFTWARE TECHNOLOGIES LTD.

N @atchGuard
ﬁ reSIght<g
'”]A o M paloalio

‘ ‘ClOUdLOCk NETWORKS

[> ForcEPOINT

b |

Q
o
-4

airwatch

by VIMWare

cxePo M virustotal
) Check Point

=3 SOFTWARE TECHNOLOGIES LTD.

2 A

Third-party Reports

Generate a new report

Date and Time (UTC)

Jul 27, 2016 9:05 PM

Source

Check Poin

ﬂul 27,2016 9:05 PM

Jul 27, 2016 9:05 PM
Jul 27,2016 7:28 PM
Jul 27, 2016 5:47 PM
Jul 27, 2016 5:47 PM

Jul 27,2016 5:47 PM

\_

Cisco Firh

Cisco Firep
Cisco Firep
Cisco Firep
Cisco Firep

Cisco Firep

/
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loudlock 0| H|Zs5t= &

ot 7| 5(E35| office365 t2)0]| CHal RO = M

@ Office 3650 U= =L HEE HAMSID @
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Monitoring Scope

The monitoring scope for a platform is the set of user accounts to be monitored by
CloudLock policies. For Office 365, the monitoring scope is established by specifying
groups established in your Office 365 platform. The monitoring scope defaults to

monitoring your entire platform. To change this setting to monitor only specific groups,

use the Monitoring Scope tool in the Settings panel:

0l

Office365 - Monoring Scope

SEI0CL A et ol usees 10 mentar
Montorng 10ope defnes the et of ULrs 10 manage, (OBt Ntarmation SBout, 3nd Parionm oper stons for

2 00 VM )

Office365AtE A7t 67X (57t EE(

EXMIEM ETYAEXZE HAAESE E2AQX|, 8 =09l
(XII)O| O|7<|:|I-O A|.EI-0"7-|| -5.| 'é'l-;—glOd | _)o| I—IE I—I:L |:|I
e S5 HoE Rostl oo 2 E"*AF*COHHI
AHEJI S/E0E BLEHASHK] A E7-0| 7ts

| "*EL%*—T- A=A,

Exposure in CloudLock for Office 365 Policies

Exposure refers to the kinds of users who can access information, ranging from specific internal
individuals to internal groups, people external to a domain (and organization), and so on. CloudLock
offers the following exposure categories for policies specific to Office 365:

e Public with link means a link to the content has been made public (this can result in content
being even more widely exposed, as links themselves can be easily exchanged).

e Shared with everyone means the content is available and searchable by anyone.

« Shared with everyone except external users means the content is available to anyone
inside your domain.

e Shared exclusively with internal users means the content is available to anyone outside
your domain, but not to anyone inside the domain.

e Shared with any external user means at least one user |D outside your Office 365 domain
has access to the content even though sharing may not be completely public.

e Specific shares can include both internal and external users, listed by ID and/or domain.

o Exceptions are specific user IDs that do not trigger incidents even when the content is shared
with them. This list is also known as a whitelist.
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The activities page includes two components: a map display indicating (approximate) geolocations

In the Select Policy dropdown, enter the first few characters of Credit Card Number, then
events, and an activity list:

select that policy type.

Add Predefined Policy

Al Locatons

Al industries

Crom

Credit Card Number
Policy Description (optional)
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