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| E2 2|3 XI=HOoSI Model)

e Insight, Browser Protection, SONAR, Virus and

Application Spyware Protection and Application Control

e Browser Protection and Insight

Presentation
! Session
a ‘.. Transport

Data link { e Firewall and Custom IPS

Physical { e Device Control
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< Incident: 100008

(ATP: Endpoint)

Multiple attacks have been detected targeting Low - 2016-10-21 03:50:15 UTC
C2011-703. Sara .
False 10 2016-10-26 1500:20 UTC

Remove any software that attempts the malicious actvity 1 Open
Also, consider contacting the computer's user about o iy 20'6‘1_0'26 15:05:06 UTC
browsing activily that can result in mahicious downloads '
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& Advanced Threat Protection Admin ~

b9he3flh2aace824482c10ffa422f72h| Endpoint Sweep

Al
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DBZ M
Endpoin
¢ b9bc3flb2aace824482c10ffad22f78b 2
e Search Overview Results Overview
2015-10-13 10:23:45 UTC Found

1 0 0

DOMAING

Delete Search e Re-Initiate o

Search Results

= lafl show al

Type Results

rad485ed tmp.exe -CEIDL_SYSTEM/bad_folder/rad485ed tmp.axe 12

_. b9bc3flb2aace824482¢c10ffad22f78b 2015-04-27 12:55:50 UTC 2
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6ff86acead1a3126442a5e0349e31fa21862adcbaBcb10cd05a1ae. ..

SHAZSE

a8b27548a4466a4c06c0bT 198959¢chHb2

MD5
Mot Signed
CERTIFICATE
applicationfjava-archive
Bad FPET«=F y
DISPOSITION
Cynic . .
REASON File Overview
Mo 5 ] 0
TARGETED ATTACK RELATED EVENTS RELATED INCIDENT S EMAIL DETECTIONS
188 1
CYMIC MODIFICATIONS EXTERMAL DMAINS ACCESSED

Global Reputation

MNot Available Fewer than 5 users
FIRST SEEN PREVALENCE

Local Reputation

Weeks ago 3 internal endpoints
FIRST SEEN FREVALENCE

Add 1o Blacklist g Add to Whitelist 9 Submit to Cynic Submit to VirusTotal @ Downlead from file store @
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Network Forensic

NG IPS

NG Firewall

Network APT

User Group(1)
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