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hacktivism = ZEFOmCIEy
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el 849l H(Ransomware) + J -

1. Ransom + Software : =2 A|AE0|LI HIO|EE a2 &) 2HES 232
2. Email, & J| B} Drive-By-Download) &A1 2] 2+H A

=
3. Endpoint & 0l EXHol= FHUYE =S AIE0tH LD E Al M

Email

Heay

Mo A3 i oLy Ho|2E WAY0]
BE c teze u

Exploit Kit 3 2™
A o|x| ™2

ZSHALOIE )
==

4. \|=XHO 2 Koot D 102013720148 & A E HEYHeE 2F 250% SO

5. HERNHS RE2 &H(36%)2F D& E(64%)010H A E2 HIE0| SOt =AML
6. A E 2 3.00| 6{E SOt 2 3AH25002HE 2 =2 FAHER 4022 &G}

7.9l 42 J1J1, 10T DI J| 2 =t &, RaaS(Ransom-as-a-Service) = &
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Endpoint 20t & &

MZ & AF=E & (Cloud, Mobile, BYOD S) 2| (&2 & &

HOI_.C_E Sl

A UERKAIS U S
1CHOH 28K ClBtol A

=4 DIGITALGUARDIAN®

C Et2al AQIEZ ST}

& 2 Endpoint Device= 0|

A

AE XL 28 UER D

20 CHet 18l

of organizations

30 S 2042 FE=201E

AQIEZO| ATEE AIE

12

2S5 QA0 SHED UD
ERUOIN AFRED US

?
aQ
&

of organizations
AHUERKI E20 CHet
ClELOI A DAl E O] =&

300 = 20H<] 0FOI 20
Touch IDE A2

SOURCES: Duo Labs, CVE Details, Adobe, AndroidCentral, Cnet
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Endpoint 29t & &

Endpointtl AIE &= Bt M 2

IH XI & Al &

Ot ool B2

Flash, JavaZE AlE

Windows XP Vista

08

[0

0

Nlo

el HES Bt N,

+ < /=
A S A2t QaHE 2HS AFRSHH L
BR5t0 S

61% Ssafari

In 2015 alone,

100+

critical vulnerabilities were
found on older versions of
Internet Explorer.

®

57% Internet Explorer

33% Firefox

L0

33% Chrome

® QOutdated W Current

SO0 ||

<10.8 10.8-
Apple OSX 10.8.5 109.5

10.10- 10.10.5&
10.10.4 10M

6000 | ——

~=< DIGITALGUARDIAN’
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Why Endpoint? + / -

APT S42| F= EtA 2 7? (1) Database
= Phishing EfZl ? (2) Network Devices
= Injected Bad File EfZll ? (3) Server
« RN ERA 2 (4) Web Application
" SE/FESWHAE EEL?  (5) Endpoints
= Watering Hole &4 E}Z ? (6) Security Devices
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Why Endpoint? + / -

ol EA(BYOD)= ¢lot YEE o 0F SA|Q| oA ZAY

HEREU Aol HRA2 A2 K& (apr 22191 69%It Endpoint2 2H A2 2 ALS -Bi2H0I =)

Visibility Insight
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021 2=2 EndpointsE QHEEHLIDF? + / -

2359 22A [(JAE? Information & Data

DRM

OK X| &l O
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021 2=2 EndpointsE QHEEHLIDF? - / -

Data security threat detection

18"

== DIGITALGUARDIAN' 17 Ho|& MY (R)EM|Of|AZ|



021 2=2 EndpointsE QHEEHLIDF? + J —

Visibility security with threat detection
without data-awareness

=2 A BAS

SR

Unknown Malware EfX|

DATA AtX| EQtat= HIH
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021 2=2 EndpointsE QHEEHLIDF?

Only Data Security -

A oA
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HOolH H& &<

Content | Of :
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=222 Endpoints QHEEHL|DI? + _

Only Threat Visibility — 11 2{Ag

Signature

Behavioral

Sandboxing

Event / Traffic Correlation

~
7| &

Threat Visibility
1 ALt
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021 2=2 EndpointsE QHEEHLIDF? + J —

oll E{ Z 2}0| =
BA

NGFW, UTM, IPS, VPN,
DRM, Encryption,
SIEM, NAC, ATP, Forensic ...

Cl| O Ef, It A[AH
I M2, A,

Of Z2[#0M, o2 e
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EDR (Endpoint Detection & Response) + / —

ETDR 7|2 H9
(tndpoint hreat [etection & i‘esponse)

Endpoint — not network & not server
Threat — not only malware, but also incidents

Goal — Tools for detection and incident response

= DIGITALGUARDIAN’ 23 Holg dE0IY (F)EM 0| AZ]



EDR (Endpoint Detection & Response) + / —
EDR =& 82

(“ndpoint [etection & ;‘esponse)

Continuous detection and response to advanced threats
Security monitoring, threat detection and incident response
Record many detailed endpoint and network events

Store all information in a centralized DB

for deep detection analysis, investigation reporting and alerting

Analytic tools are used to continuously search
Early identification of ongoing threats

Rapidly respond to detected attacks

Should include Inside threats and Outside threats

= DIGITALGUARDIAN’ 24 Holg dE0IY (F)EM 0| AZ]



EDR (Endpoint Detection & Response) + / —

7tE L4 EDR HZ]

Gartner “ndpoint Letection Fesponse

Investigation Detection Remediation
(Collection)

- AEZQlE OOlH =8/M% « L& E Anomaly Bl R - HESHZR 42| &
(registry, process, read, INESIPN g B s Process Kill
write, upload, call &) = Rogue Scripts & = Alerts

= X|&X™Ool FLEHE HZ22 QHEM 7= = Mitigation response

= Event Triggered = Intelligence Feeds & = 3 Party HA &
A2AZ 7| AL A0S IOC 8¢5 7|&

= Future Attacks &0 7|=
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EDR (Endpoint Detection & Response)

EDR Echo Systems MZ

)
<O Fi reEye

FireEye and Digital Guardian

Next-Generation Defense to Protect Your Most

Sensitive Information

~=< DIGITALGUARDIAN’

Automatic Analysis
of all suspicious files

Submit suspicious files
to AX for detonation

Internet

Router

:—ri Firewall

)
<OFireEye

FireEye AX,
Forensic Analysis Platform

I
<O FireEye

H Real-time multi-flow
- — — —] analysis of web traffic
FireEye NX,
Web Protection Platform

26

Digital Guardian

HTTP POST of XML data |

= Pricritize netwaork alerts
= Investigate scope of the threat

Corporate
Users

Endpoints with
Digital Guardian

HObI|S ME27|Y () EM 0| AR



EDR (Endpoint Detection & Response) + / —

EDR + SIEM & &1}
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EDR (Endpoint Detection & Response)

Security Eco-Systems 9-& O}7|HlA

IOC Connector Summar

[

ArcSngh'r%:

AHPprJ

splunk>

J

Radar |

N\ (

)
) <O FireEye"

(

‘MHI.DFIRE
L

paloa lto
INESESK

g 10C ¢=

\\§

%2)
>
o
+—
©
)
S
L=
—

{ 10Cs: \

Digital Guardian Management Server

Cyber Defense Console

Threat Correlation Bus
Incident Alert & Management

Forensics — Investigate, Export

Policy Engine — Contain, Prevention

- Rule Creation Script

- File name
- MD5
- 1P

\ " URL y

/7

DG Rules constantly updated to
validate & block IOCs from 3 party

+nnlc

l
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Endpoint0l CH8t 22t Visibility 2t Insight 24 + / -

AemolE AemolE AemolE

Malware Prevention Full Visibility Data Protecton
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Beyond the Security Solutions
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Digital Guardian?

Founded

Leader — Gartner Magic Quadrant for Enterprise DLP

Over 20 patents » TOYOTA
Global presence

Headquartered Waltham, MA ( E?M]E:E% @

* London, Amsterdam, Paris, Munich, Tokyo, office w

Deployed in 54 countries v @KYUSHU Mercedes-Benz
Leader in Data-centric Security DAIMLER EADS*;— _

2.5 million agents deployed AISIN

vt TOYOTA group Ferrari
Delivered on-premise or managed service

Persistent Data Protection
, ; , offline/online
Protects data independent of the threat or the system
Encryption, Application Control, Device Control, Forensics

GE Aviation

@) AIRBUS

| SECURITY'S
S~ | CHANGE
DIGITALGUARDIAMN | AGENT™
= DIGITALGUARDIAN® g (F)EMAAZ|

© DIGITAL GUARDIAN INC.




Digital Guardian?

"TERABYTES

AGENTS TRUSTED OF THE LARGEST
DEPLOYED DAILY BY BRANDS IN THE
WORLDWIDE MORE THAN WORLD
SECURITY'S
ﬁ%ﬂw X(H]QHE‘E © DIGITAL GUARDIAN INC.
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Digital Guardian?

ONEOFTHELARGESTA!\DI\/‘OSTRESPECTED
ACROSS COUNTRIES ‘ , | THE WORLD HAS DEPL .

\\K: _x_l:: \JQ
OF THE TOP 10 PATENT HOLDERS AND & OF THE TOP 10 AUTO COMPANIES

THE ONLY AGENT-BASED

TECHNOLOGY COVERING

250,000 EMPLOYEES USING A
SINGLE MANAGEMENT SERVER

PROTECTOR
OF CHOICE IN ENERGY FINAN

1AL GOVERNMENT TECHNOLOGY HEALTHCARIE MANUFACTURING
S & LIFE SCIENCES

a‘@i | SECURITY'S
| CHANGE

© DIGITAL GUARDIAN INC.
DIGITAL i AGENT™
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Digital Guardian?

Humana. QPOND mxr D2 ision “omen

BainCapital United cadence QO ROGERS OKI

Technologies

AISIN
s TOYOTA group Va | Spa r W

citibank @9 .. ThermoFisher

e @

SCIENTIFIC TOYOTA g > 3 ~=
GE Capital @@KYUSHU
’ ¢ MERCK HITACHI
. . : . technicolor
Metlife Panasonic W WM J§ FERROVIE % -
) ) Ll vodafone
ﬁ BNP PARIBAS E @’  AIRBUS T
ANDRITL. SILICON LABS @ Honda Racing
British Energy

m MOTOROLA
w SIEMENS 0 "’ GE Aviation .!.ugugsl;!)!gmAs ,A PART OF %3 €DF ENERGY |
ING 4 NBC  Microsoft CAE  SamiskZ
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Digital Guardian? —Case Study

Dl O:| &= |j| %Ij Federal Reserve Bank

Finance / Banking 25,000 Core & ACI

United States 20104 AIZH2D0IA 1,500 ) OIOI M ESZ Z2HE A|Z
25,000 41 AIEZOIE C|BH0IA 2013301l 1300 XIAH, 25,000 JHCel OOl M EZ &K
1390 KI At = L= PII/PCl E S0 A

a | SECURITY'S
| CHANGE

[ © DIGITAL GUARDIAN INC.
DIGITAL N | AGENT™
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Digital Guardian? —Case Study

DuPont

CIXIE JIC| &

Use Case Coverage

o K& THARA Ei&éﬂo—l

o FEAQ AFZS

— HA

Ol LH&
s/ 2 el e
Future Coverage
. ZEto|8l 22

Critical Differentiators
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Digital Guardian? —Case Study

4+ —_—
JEREE

== |G I o

| FBI Security Division

Users will make good

, : decisions given timely
: guidance
0 825 45 FBI = 1042

S0l 125,000 JHel GOl E
JASH CIAIEICIS

'FBI Security Division
ATTENTION
Transfer to Removable Media Detected

Remindar: Data transfer to removable mady (USS, CO/DVD, Tape, and Mamory
Card) ed on FB] Pleass moke sur

« that the data transferred is
o \rha <c hcmccaraxn 2¢0d, the mecia < ciearly marked, and that you
= safoguard It
15,000 ¢ OIBIEE ==
4

=

Click Accept to Continue or Abort to Concel

ATTENTION
[Abot] [ Accept

Personal Electronic Device (PED) Detected

PEDs are Prohibited on FBI Information Systems.

Risk reduction with no o

o9 prohiditec from connactng to
o System. PEDs include (but ore not limeed to) ¢

impact to workflow, etc

‘ SECURITY'S

CHANGE
DIGITALGUARDIAN" | ACENT™
=4 DIGITALGUARDIAN"

© DIGITAL GUARDIAN INC.
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Digital Guardian? + / -

Operating System Support

[ - windows XP
- vista (32 Bit/ 64 Bit)
b - windows 7,8 (32 Bit/ 64 Bit)

Ny B - Mac OS X

Fﬂ

redHat &am@:*fedoro

—

- - Linux OS(#1& 2.6~3.2)
se.suse ubuntu (redhat/ CentQOS/ fedora/ Ubuntu &)

- windows Server 2003/2008/2012(R2)

- Linux Server — *1(;'15,1“%?}
& £
vmware ) -
L’}’;gdvows - 7tatst MY (Virtualization Server)
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v NI 2E=9 XE

Digital Guardian =2 J|s 24

|'3|> | | A&
v ASOIAD|BHIOIEH 22, 82 JIs 7 GlOIE ZA = DIGITAL
-EH2 TI0IE 20K 2LIE2 D

PO HH 1
- EDR, ATP 25 913 @ @ G
v OOoIH &35t
- USB, File, Mail

-

FE tl—.|3|O|E1
-39, HEE

- IR (Incident
Prioritization)

EDR
(DV&C)

v 1oc 2%

v' Context J| Bt - Indicators Of Compromise
TaIA JIAIA

@ -ELATP SR8 SYS AS X &
9.“,3*, = e v S8LXZ]] a”§+OIEE|*'5'

o
-%%J% ol b v B8 g9 2= e
(=) KA =
Y -HYO AlY DLIEE Y SO
- & 2 False Positive = U0IE B2 =2t 7ok
o e -_g SECURITY'S
DIGITAL JAF \N 22@[@']9[_": © DIGITAL GUARDIAN INC
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Digital Guardian 7|5 22 (Endpoint Data Visibility & Control)
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Digital Guardian JIs 24 (Endpoint Data Loss Prevention)

18l E (Content) 7|82 H|O|E & 3 MO
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- Alert (22X} 2& 410 21)
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: Block (Kt / HEIHY HAH)

: Justification (RX AAE AR 2H4)
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Digital Guardian JIs 24 (Endpoint Data Loss Prevention)

* Kernel Level Data Visibility

» Deepest visibility to all events at point of risk/egress (Endpoint,
Network, and Servers)

* Broadest coverage of systems (Windows, MAC OS X and Linux)

* Broadest coverage of environments (Network, Cloud, Virtual,
Online and Offline)
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Digital Guardian JIs 24 (Endpoint Data Loss Prevention)

e Automatic Content & Context Driven Data Classification
* Classify based on context, content, and user-definition
* Classify ALL data types (structured, unstructured, MSOffice, CAD,
source code, media, video, and more)
* Apply persistent and inheritable classification tags

New Blank Document
Open
Close
Save

TYPE

Save As — ODQ(c meiam (G][F
Page Setup ... * !
Print ...
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Digital Guardian JIs 24 (Endpoint Data Loss Prevention)

Auto & User Classification

Example: Contains SSN?

Upload/Download Source/Destination
" Use e
: Application
462-81-54000 Computer Network State
PROTECTED
Classificatio o b .
Operation
‘ n =
MP:
- e Drive
Ema” CONTEXT AWARE
Type
Sessio :
7 Time of Day
N SECURITY'S
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Digital Guardian JIs 24 (Endpoint Data Loss Prevention)

The Context Advantage

Threat
Vector

Messaging
Website
Physical

Network

User
Awareness

Executive
Engineer
Admin
Finance
Contractor
Supplier
SEIE

System

~=< DIGITALGUARDIAN’

Access

Desktops
- Win
- Linux
- Mac

Servers

Network

Offline

Virtual

System Ops

App Starts
Drivers
DLL

PID

File Type
File Hash
Registry

Net Ops

DIGITAL

Formerly VERDASYS

Data
Awareness

# Strings

Key Words
CAD Files
Source Code
Video/Images
Customer
Classification

Application
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Event Awareness

Rename
Dropbox
Attach
Archive
Move
Copy/Paste
Executable

Screen Cap

Network
Drive

USB Device

Web

Local Drive

E-mail

Print

Create

CD/DVD

Policy

Monitor
Block
Warn
Justify
Encrypt
Allow
Classify

Control
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Digital Guardian JIs 24 (Endpoint Advanced Threat Protection)
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- 10C (Indicator of Compromise) & X AEZQIE J|dHt X}Et K|S
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Digital Guardian 2 I

DG for Data Visibility 7tA|st .
& Control EXx :
o CIO[Ef/A| A M| A THA[Z)

- H|O|E| O] S/Z2 M A HE|H|E| 7HA| S}

» Data operations & classification of Pll, PHI and PCI

Data Loss Prevention (DLP)

HOIH Ats 27 -
AHE XL 7|8 2 F (add-on licenses required)
TEZEMAIX], £ S0 Ciet ZAIZE AFEXSHERH
HEZ

L—=
. I}Q/0|H Y L= 3} (add-on licenses required)
« O{Z2|AH 0| ¥/AMEXTA S = Ef(Block)
Systems: Windows, OSX, Linux, VDI

A vs. HIHY

- HIO|E 20| & PII, PHI, PCI2| &7

» Device Control for removable media

« 0|54 7|7|(USB ) HEE

« Alert Triage — 21/ #0|A &7

« Systems: Windows, VDI (OSX/Linux Partial Support
* Required license for DLP &/or ATP upgrades

Advanced Threat Protection (ATP)

o|&4 ZtK|
T2 MA S22 IO M A HHX| Ol E Ol EJAFR A}
41, 017PEIXI B MRXPI e EX

Alert and Triage — 21 / A O|A E2&F
AEZOIE O|H1IEO1| CHSH 0 ZF AbababA| Z4X|

Systems: Windows, Linux/OSX (Q2 2015)

All offered as On Premise Perpetual Software License or as a Managed Service
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Digital Guardian @IHZ& A JH

Flexible Deployment Models — CHoF = @ 2F5

“By selecting the option, we were able to be up and running in a matter of
weeks. The added visibility into how our confidential data is being used is invaluable.”

On Premise 2= 3|0 A Managed Service Hybrid sloj2z2|=
I:||'| LI xlE kl Hlﬁ Managed Service On Premise
AN /2 9/EE| =AM fRE ZE20|8l SR E = AW A= 2
= MM DL|EHEZ 2ZE MM E LHofl M 2 = CIX|Z7IC) A MH| A BEXLOf
RE TZMAZ T 2| X}7} = CIX|Z7IC) A MH| A BEALOf SlofficfE =50
PSSPl ol 23 = OO|H= ALY ER
= ot ZR0Tt = SAyoa|e| el S0 tliot =
OX|HA/MHA MBI I8 el 2F Mdotx| S
= 7| 2ol St & YOI0|E
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Beyond the Security Solutions

LI E7HH

Data Protection Demo
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Beyond the Security Solutions
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Digital Guardian 3%
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Digital Guardian S + / -
Gartner.

Ga rtner Magic Quadrant

Figure 1. Magic Quadrant for Enterprise Data Loss Prevention

As of January 2016
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Contact Us!
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Our website:
http://www .tocsg.co.kr

Facebook:
http://www .facebook.com/tocsg2008

pod (O L

E-mail: Telephone: BLOG:

sales@tocsg.co kr 02-320-5000  http://tocsg.tistory.com
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Thank You
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