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Ransomware

Local PC

Ahnlab

Pear Customer:

It 1z time to pay for your zoftuware lcaszse from PC Cyboryg Corporation,
Complete the INVOICE and attach payment for the lcase option of your choice.
If you don’t use the printed INVOICE, then be sure to refer to the important
reference nunbers below In all corvespondence. In return you will recelve:

« & rencwal softuware package with easy-<to<follow, complete instructions:
an automatic, self-installing digkette that anyone can apply in minutes

Important reference numbers: 2 @'\ % b b T A

The price of 365 user applications is USS189. The price of a lcase for the
lifetime of your hard disk is US5378. You must enclose a bamkers draft,

cashier's check or international money order payable to PC CYBORG CORPORATION

for the full amount of $189 or $378 with your order. Include your name,
company, address, city, state, country, zip or postal code. Mail your order
to PC Cyborg Corporation, P.0. Box 87«17-44, Panama 7, Panama

Press ENTER Lo comtinue
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Ransomware

CryptOLOcker 2015.04 Web Local PC C&C Bitcoin
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Ransomware
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Ransomware &
Cerber 2016.03 Web, 2 HEO| & Local PC Local (YNHIZE LHE) Bitcoin
"@C‘ERRR-WMMW =N ECR "<
(. J0.) - | 8] CAUsers\tester\Desktop\# DECRYPT MY FILES #htmi [ 2] x || £ ging o -l

Corder Decrypiar

S @ € & tronprorbu, oo I

a CERBER DECRYPTOR #omepage  @rac

)
n
Q

files have been encrypted!

To decrypt your files you nAh ﬂkabe - «Cerber Decryptor».

All transactions should be performed via ©bitcoin network only.

After 5 days the price of this product will increase up to: B1.500 (= $632)

The special price is available

04 . 23:59:09

E2 9 HAlOH H o
(bitcoin 2 2tLH)

Within 5 days you can purchase this product at a special price: B0.750 (= $316).

' CERBER

her important files have been encrypted!

Your documents, photos, databases and other important

er» from https://www.torproject.org/ VBSE &%t 24 ¢t

irc.onion/FEOD-94

B # DECRYPT MY FILES #.vbs - 2% =03

IEE BIE A8Q =AY =8%H

Set SAPI = CreateObject("SAPI.SpUoice")
SAPI.Speak “Attention! Attention! Attention!"
For i = 1to$

SAPI.Speak "Your documents, photos, Ahnt«abportant files have been encrypted!t"
Next

em facit »
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Firewall & NGFW
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Response
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