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The Top 10 Cloud Myths

Cloud is always about money

You have to be cloud to be good

Cloud should be used for everything

"The CEO said so" is a cloud strategy

We need a one-cloud solution

Cloud is less secure than on-premises

Cloud is not for mission-critical use

Cloud = Data center outsourcing or hosting

Migrating to cloud means you automatically get cloud
characteristics

10.Virtualization = Private Cloud — David Mitchell Smith, Gartner
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http://www.gartner.com/newsroom/id/2889217

Myth #6: Cloud is less secure than on-prem’s

* The Reality
— Cloud is often more secure,
but the risks are different

e Recommendations
— Address cloud security
perceptions
— Avoid generalizations
— Set high standards for all
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SctRCE A

Broadly Applicable

United States
Government

Industry Specific

Region/Country
Specific

Regulatory and
Compliance Domain

1SO 27018:2014

1SO 27001:2013

SOC 1 Type 2 (SSAE 16/ISAE 3402)
SOC 2 Type 2 (AT Section 101)
CSASTAR 1

FedRAMP Moderate

CJIS Security Policy, Version 5.3
DISA SRG Level 2 P-ATO

FDA 21 CFR Part 11

ITAR

IRS 1075

HIPAA BAA

PCI DSS Level 1

FERPA

CDSA

EU Model Clauses

UK G-Cloud v6

Australia Gov ASD

Singapore MTCS

Japan FISC

Al - lawmd ~CLO
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https://azure.microsoft.com/en-us/support/trust-center/
https://products.office.com/en/business/office-365-trust-center-cloud-computing-security

DG-01

Data Governance
- Ownership /
Stewardship

Microsoft 2| CSA/CCM

All data shall be designated with stewardship
with assigned responsibilities defined,
documented and communicated.

M E S At

Microsoft Online Services has implemented a formal policy that requires
assets (both data and hardware) used to provide Microsoft Online
Services to be accounted for and have a designated asset owner. Asset
owners are responsible for maintaining up-to-date information
regarding their assets.

“Allocation of information security responsibilities and ownership of
assets” is covered under the ISO 27001 standards, specifically addressed
in Annex A, domains 6.1.3 and 7.1.2. For more information review of the
publicly available ISO standards we are certified against is suggested.

DG-02
Data Governance
- Classification

Data, and objects containing data, shall be
assigned a classification based on data type,
jurisdiction of origin, jurisdiction domiciled,
context, legal constraints, contractual
constraints, value, sensitivity, criticality to the
organization and third party obligation for
retention and prevention of unauthorized
disclosure or misuse.

Microsoft Online Services standards provide guidance for classifying
assets of several applicable security classification categories, and then
implements a standard set of Security and privacy attributes.
“Information classification” is covered under the ISO 27001 standards,
specifically addressed in Annex A, domain 7.2. For more information
review of the publicly available ISO standards we are certified against is
suggested.
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Security for the Cloud
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http://download.microsoft.com/download/1/5/A/15ABB577-BD3C-4CC4-9AA2-0EE1337714DE/msft_SAFE_handbook.pdf

Risk Consequence / Impact

Strategic

Operational

Compliance

SAFE 7| & =0 Q!
Assurance Domain

Trustworthiness

Large data breach of sensitive,
private customer data

Confused responsibilities between
customer and cloud provider
leading to operational incidents

Provider committing to security
practices but failing to do so
causing a compliance problem

Loss of encryption keys possibly
enabling interception of encrypted
customer data

Disruption of service significant
enough to cause revenue loss
and departure of customers

Unpredictable downtime during
business hours causing loss of
productivity

Disaster preparedness of the
cloud service provider
inadequate to satisfy regulators

Highly integrated nature of the
cloud infrastructure enables one
failure to cascade into disaster

Adaptability

The service is inflexible to
changes in business needs,
limiting strategic options

Changes to the service
configuration require downtime
that impacts productivity

Service provider is unable to
comply with new regulations or
other compliance obligations

Tools used by the customer and
service provider are incompatible
causing interoperability problems
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Data Classification Wizard (Microsoft)

e = https://www.microsoft.com/security/data/ O ~ & Microsoft Corporation [US] € = Data Classification Wizard

Data Classification Wizard

Business Data Examples

HBI - MBI LBI Public MY SELECTIONS

Non-User Data Supplier or Vendor Keys and Certificates
Management Data

"Announced" Corporate Financial Data Hardware ar Software Tokens

JUuliveld

Bank Account Numbers

I Material Financial Data Private Cryptographic Keys
Receipts and Payment Data
yource Code Product Keys (Individual)
Sales Account Data
de or Binaries Public Cryptographic Keys

Documentation
Source Code, Symbols, Binaries, or Employee Data
Specifications Current Systems Configuration Data

Trade Secrets Personal Employment Data
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Security by the Cloud
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Risk Management: An Example
[ inwal | compensatingcontrons

Risk Name Lilelyhood Impact Mitigate Likelyhood Impact Likelyhood Impact
Financial Data Protection Risks Likely Serious _
Governance Degradation Highly Likely Serious _
Compliance Degradation Highly Likely Serious _
Operating Loss of business reputation Likely Serious [ ]
Service Termination or Failure Likely Serious _
Inaccurate Modeling of Resource Usage / Resource Exhaustion Not Likely Serious [ ]
Market Isolation Failure Not Likely Severe _
Human Resource Constraints Not Likely Serious _
Malicious Activities from an Insider Highly Likely Serious _
Strategic Sensitive Information Leakage Highly Likely Severe _
Subpoena and e-discovery Likely Serious [ ]
Environment Agility / Time to Market Not Likely Serious [
Compliance Agility / Time to Market Not Likely Serious |
Natural Disasters Not Likely Serious _
Backup Lost, Stolen Likely Severe _
Unauthorized access to premises Highly Likely  Serious [ ]
Theft of Computer Equipment Likely Serious [ ]
Audit and Certification Highly Likely Serious _
Inadequate Resource Provisioning and Investment in Infrastructure Not Likely Serious [ ]
Storage of data in multiple jurisdictions without transparency Expected Severe _
Poor Provider Selection Likely Mild _
Lack of Supplier Redundancy Likely Serious _
Vendor Lock-In Expected Mild _
Integration of identity management systems Likely Mild _
Security of the endpoint Not Likely Serious [ ]
Impact on current internal operational procedures Expected Mild _
Operations management Expected Mmild _
Adequate Data Classification Expected Mmild _
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