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Business in 32 countries

2,000+ channel partners worldwide

44% market share in Secure Web Gateway
132 patents & 63 patents pending
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The web delivers over
80% of all malware attacks

* Source: Verizon 2014 Data Breach Investigations Report

23% of recipients now open
phishing messages and
11% Click on attachments

* Source: Verizon 2015 Data Breach Investigations Report

70-90% of malware are unique to
an organization

* Source: Verizon 2015 Data Breach Investigations Report

B Web ®Email mNetwork mOther ®mUSB
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One-day Wonders
0 660 Million

Total Hostnames

S57

410 Million

Existed 24 hours or less
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Shadow Data
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Bluecoat Lifecycle Defense

Fortify &
operationalise
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EDR(Endpoint Detection & Response)
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Application

® Google Drive

® Salesforce

® Windows Azure

Message

Wtser logpped in
Carlle Dinz | Feb 22, 2013 9:14:03 | Informational

User viewred Chatter page
t | Fel 22, 2013 12:24:43 | Informational

User viewed “Account” n
Prte Sands |k
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8 2 HEER K ploomaton

o] Jipffe]e

22 =0l M
7| =< oilo|Efofl CH St
A o

Copyright © 2016 Blue Coat Systems Inc. All Rights Reserved.

/

- /

SRS

o] E A A

=
- 1= 1

InvalidLegin
oo g

Tami Macdonald
84

Iggngsessfan
HAIZIS = W 5tst=
AtEAte| =5 mf ol A
SIE 24 B4

. ‘Wark time of day or week
76
Long session
47
Surprising Geography
20

Sudden Location Change
B




N S N - |
A4 2t - 2at2E ofZaj7o/ M| 2182 24

A '
719 Lol RolAHoz ALBE|0l £ 2atec ofSalAolel Ho| LECSISIDAVS @ rrosee
& Flie Shari Hide Summary | Edit Tags

7" =L E_l-_?_ — OH = El ;-" Ol AZI O| _I__l O'I _|__'— _LLl.Ol- g?:Dnve prov‘:ges cloud storage and flle management services.

O ALRAIL Of 22t E ofZ2|H oM S & Zalec of=a|#H 0| BA

o 1

A
EY 28R 88 TN 3QEE T %‘ 60 7 ol&te| @A~F JrA[1L 7

HEEXIL|IC
o= .
Your Audit Score i
= ACCESS ALTERNATE SERVICES COMPARE SERVICES
28G8
38%
at medium or higher risk A
. ADMINISTRATIVE SERVICE Storage
19G8
2 Top Risky Services ~
953.7MB Amazon S3 @
BriteVerify [[=0) 2 :
S Contact Dats Verification Users 0 OneDrive @
el gt ] i Fi08 Oct1l Tuetld Thuis Satf] Dropbox
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Instant Messaging, Consumer Users BUSINESS INFORMATIONAL Amazon EFS @
Email Yak [0 1
Email Users 2 ) v
File Sharing
COMMIANCE D EasyBib [EJ 1 E» Export CSV
COMPUANCE  DAT
e Oriine Services Users COMPLIANCE DATA
Access 64 Livedrive [ 1 Select all 2 services
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Search

Home Chatter Files Leads m Contacts Opportunities  Reports

§
~
~
5
§
§
|
§
~

Recent ltems

' Hogan Consulting

| Jenkins Sporting Goods
| Blake Landscaping

| Sawyer Metal Works

' Foley Sporting Goods

¢ Schultz Computer Repair

Frye Fine Food

' Holman Holzfak
. Collier Trucking
&% Thanks

W Recycle Bin

Account

“J Hogan Consulting

Jpl Show Feed

« Back to List: Accounts

Contacts [1]

QOpen Activities [0] Activity Hist

Account Detail
Account Owner

Account Name

Parent Account

Edit || Delet]

B Gary Wong [Chanae
Hogan Consulting [View Hierarc)

v Additional Information
Type
Industry

Description

Founded in 1991, Hogan Consu

¥ Address Information
Billing Address

3155 Farnam Street, Suite 144
Omaha, NE

L

25}

CDP

SCf?E HO|H £
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W S UL Account Detail Edit | | Delete | | Sharing
d Account Owner  [E] Gary Wong [Change!
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T R Y 2f [View Hierarchy
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W 2 g e ¥ Additional Information
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W M #HEcoJoTrcJig Industry

f

Parent Account

B Description  ZFRM R HEE IS S H I BER T B 51
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o|= | ol oo
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e

¥

secret
key +
cipher

encryption

“John”

p .

, tokenization
John = ABCD

6117323d2
cabbcl7d4
4c2b44587

£f682c4d4c2..

ABCD

mapped in the
token vault

e L=k
1

Encryption

* Protection via
“transformation”

« Mathematical link

Tokenization

* Protection via
“replacement”

« No mathematical link
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GLOBAL INTELLIGENCE NETWORK @& URL/IP Research (8 Threat Map
URL: )
7’/ \ N\ — 3 g
i= Batch Lookup e o
® &
. -3 2
INTRANET URLe. ‘ , éﬁ'
HTTPS ,,/ & File Research W %
// 2 s USTRALIAS
/", HASH: “.’ ;
ADVANCED SECURE GATEWAY MALWARE ANALYSIS APPLIANCE
o|540] FL=Adi 0| Ol = OF Emulated Virtualized
/,,' 1% LE| Y T°-.§'§ EI'OOEI% MAAE 25 Sandbox Sandbox
/’/ . o . . i Real-time
yd S o oo o o i border
,/ : - . .
0 » FILE AV — Ay —Ptatic Code —Pi-------==--- ; 2ol ol ol
WHITELIST ENGINET ENGINE2 Analysis | i Static Code Dynamic Reputational
= i ! Analysis Analysis Analysis
: i >
ASG On Whitelist: ALLOW DELIVERY | : : | e 0 e
. . . FILE HASH DB . L I Y -
Block Known Malicious Sites 4 N | T YARA Rule
(unencrypted & encrypted glf-\gvéflz MSII;’;IDCXTeIé GIN ‘ WebSockets i Analysis
. & ____________________________________________________________________
fraffic) 77| S 47T ASGO IS E UM 0|E
8= 7|HHEFX] O] 2 Unknown Malwaredi| CHsAM 2Z Cached| X% U GINS 2 HH|0|E
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Global Intelligence

15,000+ Enterprises 7 Multiple

80 Million users *Knowledge Whitelists
| dail base of 50+ :
1 Billion+ daily requests AV vendors : .
y req 7 /7T Security Rap|d

Research

~ Identification
| of Millions of

Proactive Malnet/ 3" party fﬁ'l Threats Every

File Reputation & Risk Scoring "=—G—G—_g_mee |§eﬁﬁzé§§n feeds P Day

Dynamic Real-

IP/DNS/URL Categorization Time Ratings
& Risk Scoring »

L/

Malware Analysis Risk Results

Real-time Cloud-based Zero-day Response Machine Learning Unrlva:;?el(\:ltetwork



ot SFIRE HOF £ 74

(2 6,@
INTRANET vV 1.01E{ 4l A O]

NMHo= 5188 Ha
GIN o
2 B|18E CH2RE 2y

3.GINC R La{Tl E2 0t F2 €82 Lr THEo| Cheh 1A XA

0.0 [ 4. Dual AV A% EfX|
] @\ 5. 2R 3E ZEREE S% A|O40|X DBC| F7|XQl YH|0|E
b 6. STX|Z|X| &2 OS2 MAAZ TS50 s 7|HHEX]
a 7-1. HS7|HEX] Al ALEXIS| ¥ H O X|0f= EQtAAISO|2t= QLT AIX] ©E
0 = E'Eﬁrlyﬁimaﬁeﬁfzj?jhl% L 7-2. HE7|HEEX| O 2|8 =2l =l Unknown Malware= HashOfl |8 A ApE Kbt

EE H7o| 225 W Cre 2 7t B E LT}

Copying "Pi 2013.1080...LLIANCE.mkv" to “Desktop

GIN (Global Intelligence Network) : 228 2t & =&/HE UER A
ASG (Advanced Secure Gateway) : XtAf|CH &l A 0] E¢||O|
MAA (Malware Analysis Appliance) : & 7|8t Bt X| &2 M
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AAIZE 7|8t 2 EpfE =
SMStE X232 B9t A|AHRI2 FE|=
UAOILI FEE = LHEXAIES
ZAFS A (Audit Trail) St 282 XS5t
OFA |__| |:|-

LS H
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D= E2fH0f Cfet ®A| 22 7HAE XS

Full Security

Visibility of All
Network Traffic

nEso| izl EA gle 2t Ec|® =% (24/7 - all ports/all traffic)
24000] 7f o|&ef o{Z2[# 0|

O|HIE THH XS (full packet, flow, session & file reconstruction)
Cifor Hot ZH|[efe| HAE o‘PJ O|HIE AF

(SIEM, IPS, Sandbox, FW, NGFW &)

Chot HEje] &8 M ML= R 2 XS
(appliance/software/wrtuaI appliance)

Anomaly Detection (Rule 278 % HX9| Rule 78 ¢10]
Machine Learning 7| &2 %%?ﬂ@ A )

M 27 NS (Layers 2-7 indexing)
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seton youth shelters Search
‘About 495,000 resutts

Seton Youth Shelters - Changing Lives, Building Futures

Every year Seton Youth Shelters takes in local youth who don't possess food, clothing, or a
roof over their heads: who are in such despair o crisis that the street ...

- Similar

M8 Z[2re] HO|HOff CHet Chet EHE M&

Seton Youth Shelters - Mentoring
The Seton Youth Shelters Mentoring Children of Prisoners (MCP) program

« Search by MD5 or SHA1 hash
» Filename, size, file type, etc.

ch tools Seton Youth Shelters | Facebook

Seton Youth Shelters - We provide a safe haven, counseling, and outreach senices, 24
hours a day without charge, to assist youth in crisis throughout Hampton ...

- Cached - Similar

Seton Youth Shelters ' Safe Place Program (Safe Place

di elp please call Seton Youth Shelters at 757-498-HELP -
d in 1985, Seton Youth Shelters is a non-profit,

Archive files (zip, rar, rpm), Images (bmp, gif, jpg, png),
Multimedia (avi, flash, mov, mpg, wav, wmyv), Office files (doc,
docx, ppt, pptx, wpd, xIs, xlsx), PDF, DLL, EXE, HTML, Java,
FTP, email...more

“l view an email as an email and a Word doc as a Word doc.

Not just a bunch of packets. Nice!”
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Anomaly detection

using machine learning technology

R x|_ % 2 E 7o:| __Il_ % |:|E|_ ACID-I BLUE COAT Sy s G+ St + el T
- SfLEC| dst IPOI|A Crot S/ T2 EFZO0[Lt O{Z2|#[0[M0] ArE -
- SFLEO| dst IP2} B2 Al[ZtSOF B2 %*EI s110] HdE= E2 -
- 82 Ho|E7t FRE &= F2 — e
(A7 S HolH E2E A7t S{=0l, LXAt7| drop box SO T SR
ngs g2 ot ”°I7r 'ﬂe“ét'Ele O|HIE 2 ) — ——mwr
- ssh, telnet 50| HAA] SUATE src IPE Sof| HEE 2 O|HIE LA ’ R ———r
Anaiyss Vindow - " 000 (]
b P rsporde 216.8.20 184 g e aslatons wR2016 1400 ol
. J|BHOoZ Qo 22 O|HELE HEo| Rule MY 20|, - T = .t
TH[7F AP BOF S5 HBE J|HOR SHE HOH 2HS [t ————
-6-H %AOI-A|9|- El-% O|AOI- EHE|_-|O| %AOHElg Xl-%gg 7c:)|_| = %FACQ Wﬂ_
Excessive data transfer by IP responder 23.12.232.168 while using hitp, tcp 5 /\
Analysis Window: 03/02/2016 16:20:00 - 03/02/2016 16:50:00 Function: high_sum Toule ] T N W :
Field: total_bytes COT I CET T U
Over Field: responder_ip ( 23.12.232.168 ) o ol ) s :
Partition Field: application_ids { http, tcp )
cor i P 224.0.0.22 and multiple initiator_ips == ==
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splunk>

SOURCEf ¢
éuidance‘

Fortify &
operationaﬁse

ArcSight<t

SOFTWARE

LogRhythm
McAfee
)
<O FireEy
L] CounterTack

Bit9 + silack

ARM YOUR ENDPOINTS.

tripwire

#B paloalto Labs

Total Security Intelligence
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(Network + Security + Cloud)

/7 L\
) INTRANET .®= C:-}LIN(SIobOoIOIrl’rie!i\gIelnce_ Ne’rwcc))rk)
( \\ | 2/ ==3 EJT'% TI:I/HHjJ—' L-”ET-IE-
CASB (2212 E HOot 28 M)
(ELASTICA, Cloud Data Protection)
T Q l(VC\)ITEHOI HOotR|e TH-8) .
NGFW/IPS |- ~ 5 =B "9 >
I I e !
A e ASG MAA ALY 2L A4 4
B oS (E-TAP) nU (REMICH 22 A O] E 9 0]) @] (A
A5 (ETAR) I
””””””” SSL VA
= [ (2s3 =am o ~C it
' (0 o000
L 1
HE HolE 2 M ESM / SIEM / BIG Data
(IPS, Sandbox, DLPS)

BRI 2 )

EDR(Endpoint Detection & Response)
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Network + Security + Cloud
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