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Current Security Solutions ...
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NETWORK
SECURITY

HOW DO | CONNECT SAFETY
TO THE WEB?

« Firewall, intrusion prevention
and protection

+ Remote SSL VPN

 ldentify and access management

CONTENT
SECURITY

HOW DO | DEAL WITH THE
SOCIAL MEDIA TREND?

« Email, web and data content
security

 Secure web gateway

' Application security

HOW DO | DEAL WITH THE
BYOD TREND?

« Mobile device security

« Data loss prevention and protection
« Data encryption

« Anti-malware / SPAM protection
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The Challenge: How to Detect and React Quickly
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The Challenge: How to Detect and React Quickly
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Attack vector Security challenge
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The Solution : User Behavior Analytics
Security Analytics 7+ =7
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ldentity
Applications)

Activity
(Events &

HPE User Behavior Analytics Overview
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UBA User Behavior Analytics = AF Slg| 8l B M I 2 M| A
Calling out the abnormal behavior based on identity & behavior

context

ldentity Context

I+

.

Detecting the
abnormal
—
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Behavior Context

3
el

Peer Outlier

Event Rarity

*+ Amount Spike

Frequency Spike

Risk Scoring
&
Prioritization

N

J

Visualization
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Behavior Based Analysis
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Step 1: MA (D) U WL context 7|gHo| HITHA 2| =&

a Encrypted User Information

ldentity context + Behavior context @ g

— Peer outlier

| oot o — Risk scoring &
Detecting the - ey — prioritization

abnormal —  Amount spike
— Frequency spike \ \/—/

Decrypted User Information

Visualization
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Step 3a: |8 AIEX} B

SR HX| R o|HIE
Frequency Spike Event Rarity

FEd A=Y
Behavioral Analysis

Behavior profiles
Peer group
profiles
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Rule Based Analysis
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Step 1: Understand the User

Users

Apps

Host

Cloud

Perimeter
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IF

Full Time
Employee Contractor

Type

: : . Part Time
Identity correlation Over 150 Identity
and attribution - Properties Division
30003509
Shared | Department
Division Dept. Properties| \janager
SECURITIES INVESTMENT
OPS " MGMT Hire Date
Jane Doe Employee| Term Date
Data Contract
Manager Title End
J.Smith SECOND VP IP metadata
Lookup ‘ User Watchlist
Data ‘ Asset Criticality
Active I
: SailPoint Aveksa Oracle
Directory .
Sentiment
_ Human ‘ Phone/Address
Courion HR
Resources Data ‘ Last Review
THEN ELSE AND WHERE



Microsoft Windows Rule-Based Policies

—

Rule-based policies
Policy Name

Activity Conducted by Terminated
Users

After hours login using privileged
account

Audit Log Tampering

Interactive Logon by Privileged
Account

Password changed on privileged
account

Privileged Activities by Non Privileged
User

Privileged Logon by Non Privileged
User

Security Access Granted by Non
Admin Accounts

Security Configuration Changes by
Non Admin Accounts

Hewlett Packard
Enterprise

Description

Detect activities done by users that have status=0 and Activity Date
greater than User Termination Date

Accounts on Privileged Accounts watch list performing Security:528
and Microsoft-Windows-Security-Auditing: 4624 event after 7pm and
before 6 am.

Detect Windows Eventid: 517 or 1102

Detect interactive Successful Logons by Accounts tagged as service
accounts. Account Type in (“high privileged”,"service”,"firecall”) and
Logon Type in (2,10,11) and Transaction is a successful Logon
Detects password changes to Accounts in the Privileged account
Watch list

Accounts performing privileged activities is not in approved
Privileged Users list. Approved privileged users must be set with
high criticality

This alert is triggered when a user account logs on with Privileged
Access and the user account is not tagged as critical user.
Account Type is not in (“High Privileged” or “Service” or “Firecall”)
and Windows Event Id In (632,4728,636,650,4732,4746,660,4756)
Account Type notin (*high privileged”,"service”, firecall”) and
Windows Event ID IN (612,4715,4719,4739,643)

Criticality
High

High

Medium
Low

High

High

High
Low

Medium



Examples of Behavior and Peer Detection

Unusual Activity Inappropriate Activity

1) Build Context

Unusual Transaction

2) Classify Normal

3) Detect the

» User/peer profile of normal volume of
database files accessed and removed

activities

) )
. . . o Multiple user names to identity correlation User name to identity correlation
. Eg?a:bglzeRues,V;:;r#gf:Egg]r?ti:[retr:r:rlrneellgggn High privileged account to identity IP address to user mapping
y correlation User IP to threat intelligence feeds

» User profile of frequency and time of DB ) N\

access User profile of normal privileged account User profile of normal IP addresses
» User/peer profile of common database activities accessed

commands Peer profile of normal privileged account User profile of normal VNP geo-locations

and times

Anomaly

4) Classify, S

* Behavior: Monthly increase in DB access

* Peer: Anomalous DB command-clear logs,
wire transfer, select *, Anomalous DB
access activity

Peer: Anomalous high privileged account
entitlement & commands

Behavior: Never before seen IP address,
VPN geo-location

core & Visualize, Investigate

—

» Toxic combination, amplify risk score
» Trace user activity on separate systems and
accounts

Hewlett Packard
77 Enterprise

Prioritize privileged account violations,
Three Strike rules, Multiple Indicators
Visualize user association with privileged
accounts

Investigate compromised account, IP
associate with other users

Identify activities associated with account
after compromise
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UB A User Behavior Analytics L ='kl AI-E_:" - Use Case
T2l 7| dt o] Akl -?—I E?J =M - What HP UBA can do!

D AL TR B2 S 2 SHERNO| £o X2 A R HIEH2 It L EEISH SHXHE O] E 0|83l AL S8 XX XHt(1P)0| = tHE et AL

A E"P K| & Xt What Was Seen What was missed | HP UBA Z{H{ 2| X]|
'IT

B v Am|0] 7|4 0|
CABEL ATOIME . g1zof ALg Al B IP, YEK|K| e
VL) T Ee IPEEE =2 At HS AIXI M2
Target >> \l/ LI E(R+1)
IAM HR AD LDAP v XS A2 X}O] _
! o e ome - BAACHE HIAZ Y HE
What >> HIAE IEI—IE(R"HL)
. @: | - 0| M1} CHE AL XLO| of E2|# 0| M
o MO U AR B EMTM(R+1)
ArcSight<t v HH3E AR X}O = -
Zary Aamozo - SEHTASIHID A B} CHE,
l X3 &7} atchet Cheo] oY & A E(R+1)

How >>

@ O . BIZt3H BJO|E{o| (8 L} 2E
e NE(R+1)

 — Behavior Anomaly Peer Anomaly  Suspicious Activity

Hewlett Packard
Enterprise



UBA Yser Behavior Analytics _E_L_-II AI.;_I_:" Use Case
Event Spikes 7| = ALEX A% £ Y

Stuart Bowden<= 22 &22| normal basellne Z "f 18 Sharepoint I 0f
oy

Behavior Anomaly in Sharepoint Document Access Policy Details

®
= Threat Indicator Datasource Resource Name Hostname Hujolpee bl — Account Transaction BB ~ LED., | S
ID d Name Name Date/Time Score IP
- EVENT: View
- | :'c%:s:"'"me of Document oo} AREPOINTO3 SECSHAREPOINTO3 2866 Stuart  Bowden 2866  OBJECT g;fg;ﬁf“ 0.09 Q  -select s
TYPE: o
Check Name Freq Y B. line Raw Score *  Generated Date
Check for Daily Usage Threshold 18 2 0.09 2014-07-31 17:14:26.0 View Violations Details
Watchlist User Uploading Files Symantec DLP Endpoint Policy Details x
) i i
= Viclatign | Evant | Rasource | . POLICY CONDITION NAME EVENT TYPE ID ENDPOINT CONTENT D ENDPOINT INCIDENT D AGENT RESPONSE
~ Date Date/Time Name
Mon Aug
04 Mon Jul 14 Symantec
(RN +] Q 18:55:32 19:46:16 DLP NT\SBOWDEN US Social Security Numbers  HTTP/SSL 15720 1468 Action Blocked
coT CDT 2014 Endpoint
2014
Maon Aug
04 Tue Jul 15  Symantec
e Q 18:55:32 00:20:17 DLP NT\SBOWDEN C Source Code HTTP/55L 16070 1477 Action Blocked
CcoT CDT 2014 Endpoint
2014
2O | H A4 Ol |-‘c'>‘ |_|-OI'=O |. 1A 7 22 M EF | | E
Ol LHOE I—E"‘n_ﬁ x~ = EAPN _,_,O Urs=T— confidential =L, DLT =511 = A OHni—
e
AAO|EO| Y2E = LS =0l =
= o H — = o= /| L-d3d
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UB A User Behavior Analytics _E_L_'II Al-E:" - Use Case
Rick Scoring | Prioritizing the Results in Business Terms

Employee First Last o _ Job i
Manager Department Division Title Risk Score™ Grade GPA
Id Name Name 9 n Code
ROBERT WELLINGTOMN ) Associate-Database .
@ 2866 Stuart Bowden [1013] Data Services Global Technology Administrator M1 20.96 Critical 0.0 Q

Threats [8] Watch List [1]

# of Detected Date Threat Name Policy Name Account Name Risk

Cases Score
2014-08-04 - )

0 12:54:38.0 Suspicious Process Detected Behavior Anomaly C5-SBOWDENS [SecDCDALO1L] 1.0

0 i e High Volume of Document Behavior Anomaly in Sharepoint Document Access 2866 [SECSHAREPOINTO3] 0.09
17:14:26.0 Access

0 2014-07-31 Anomalous DLP Violations Behavior Anomaly in DLP Violations SBOWDEN@SEC.COM [Symantec DLP 0.07
18:18:29.0 Network)
2014-07-31 o

0 17:09:57.0 Suspicious Document Access Peer Based Anomaly 2866 [SECSHAREPOINTO3] 17.0
2014-08-04 Possible Data Exfiltration . . . . .

1 16:55:32.0 Attempt Watchlist User Uploading Files Symantec DLP Endpoint NTVSBOWDEN [Symantec DLP Endpoint] 1.0

0 2014-07-31 Possible Data Exfiltration Watchlist Users Sending Attachments to Personal Emails Symantec DLP SBOWDEN@SEC.COM [Symantec DLP 0.6
18:57:45.0 Attermnpt Network Network) :
2014-07-31 ) : " ) SBOWDEN@SEC.COM [Symantec DLP

0 20:03:30.0 DLP Violation Pattern Observed Frequent Violations Detected Networld 0.6
2014-07-31 Possible Data Exfiltration : :

0 21:35:14.0 Amemn Files Uploaded NT\SBOWDEN [Symantec DLP Endpoint] 0.6

—
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UB A User Behavior Analytics _E_L_'II Al-E:" - Use Case
Visualization 7|82F Workbench | Data Driven Discovery

Stuart Bowden [2B66]

Employeeld: 2866 [
Firstname: Stuart
Lastname: Bowden

Title: Associate-Database Administrator

Department: Data Services
Division: Glebal Technology
RiskScore: 20.96

Associated Objects

Activity Accounts [Total: objectsList]

Organizations [Tetal: 1]
Policies Violated [Total: 8]

Policy: Behavior Anomaly

# of Cases: 0 Create Case

Detection Date: Mon Aug 04 2014

14:54:38 CMT-0500 (CDT)

Threat: Suspicicus Process Detected

Resource: 5ecDCDALDL
Account: C5-SBOWDENS
Risk 5core: 1

Policy: Behavier Anomaly in Sharepoint

Document Access

# of Cases: 0 Create Case

Detection Date: Thu Jul 31 2014
15:14:26 CMT-0500 (CDT}

Performed Account Name

Account: SBOWDEN

(-]

Stuart Bowden [2866]

Risk Score: 20.96

Title: Assoclate-Database Administrator
Dept: Data Services

/

Account: C5-SBOWDEN$

- Risk Score: 1
SecDCDALO1

SecDCDALOL

L

Symante

Case #: 20018

Account: NT\SBOWDEN

Risk Score: 1.6
| [Py

ec DLP Endpaoint

o Account; 2866

- Risk Score: 17
SECSHAREPOINTO3

SECSHAREPOINTO3

L
o Account: SBOWDEN@SEC.COM

- Risk Score: 1.2
Symantec DLP Network

Symantec DLP Metwork

CONDITION VIOLATION

Network Address EVENT TYPE ID ENDPOINT CONTENT ID POLICY NAME EOn FILE NAME
Date/Time I .
Enter a search criteria to search for transactions.
Select transaction and click on Apply to include it in
the filter.
Tue Jul 15
© 00:20:17 NT\SEOWDEN HTTP/S5L 16070 Source Code 87.0 sockets.c|TextBufferComponent: 1| TextBuffer
CDT 2014
Mon Jul 14 Americas Pll (DCM)|Credit
© 19:46:16 NTV\SEOWDEN HTTP/SSL 15720 Card Data|HIPAA and 380.0 CustomersForProcessing_West.xls
CDT 2014 HITECH (including PHI)
—
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User Behavior Analytics Use Case Of| A|

Key Use Case Areas

Insider Threat Intelligence
« Data theft detection and prevention
* Fraud detection and prevention

* VIP Snooping

» Sabotage detection and prevention

Fraud Intelligence

* Enterprise fraud detection

* Web fraud detection

« Customer Service Rep fraud
detection

Cyber Event Intelligence
 Targeted attack detection

* Low and slow attacks

» Advanced malware detection

* Investigation & response

—

Hewlett Packard
Enterprise

Data Exfiltration Analytics

« Data theft detection and prevention

« Signature less and correlation analysis of
Network DLP and Host DLP data

* Risk ranking of incidents and case management

Identity & Access Intelligence
* Access risk monitoring & cleanup

* Risk-based access requests

* Risk-based access certifications

Application Security Intelligence

* Privilege account misuse

* Unusual view/download of sensitive
information

» Account takeover

« Off the shelf and custom apps

Big Data Analytics

» Data mining for security intelligence

* Purpose built security analytics on
Hadoop, Cloudera other data big
data stores

* Visualization of linkages in large
datasets

Continuous Risk Monitoring
» Continuous risk monitoring

* Organization risk scorecard

* User risk scorecard

» System risk scorecard



Investigate Highest Risk Users through UBA
Dashboards

I‘D Dashboard v Manage v Run ~ Respond v Repoets ~ Configure « ¢ QO ¢ B e -
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Summary
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Monitor user behavior
Analyze anomalies
Enforce by activating

forensics and
investigation
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Thank you

HPE Security
danny.chang@hpe.com



