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We cannot solve our problems with the same
thinking we used when we created them...
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Antivirus
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Firewall

Malware
Sandbox




Ransomware

Now targeting data

Dridex

850 unique mutations
identified first half 2015

Malvertising

Mutating to avoid detection
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SPAM

Rombertik

Evolves to evade
and destroy

.
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Angler
Constantly upgrading
and innovating

Domain

Shadowing

On the rise
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Threat Intelligence Point in Time Continuous



@ Client applications
Operating systems
@ C & C Serv
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File transfers Mobile Devices
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Application
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: | NG FW Network Servers ‘I@

VOIP phones
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e 19 5HOF 7| O]AL A=K XpCh Dynamic AnalysisOf| A
RIETES . 407}X| O] Ato] O10] O 2 dM8El= 180 7 o AMPOO
- 60082 AX|L|O, 7| =AY, o O x=AISE= 1108 7| 9f * Microsoft 3 2AEEE HX Advanced Malware Protection
A OLMIALC MZ S
Sapm H g Cisco AMP 7{ & L|E] L]

- HIZM/S7 ¢ HE T =
Al e & | * AEGIS™ Program



H$o| 271K| 7|2 a9l




JEO AEZ|E &Yl



Tell the story
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VISIBILITY
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User Identity

Username
Authentication Protocol
First Name

Last Name

Email

Department

Phone

v Host History

10.4.10.117
10.5.32.75
10.4.10.116

10.4.32.60

cagillian
LDAP
Charles
Gillian

O ALEXt7L AH| At

charles. gillian@sourcefire.com
SF (ron)
B67-5309

I.

KFAL

|LI

Host: L8 & 4L 3%

Hostname

NetBIOS Mame
Device (Hops)

MAC Addresses (TTL)
Host Type

Last Seen

Events

Intrusion Events
Current User

Operating System ~ 7

Microsoft

Servers (3) »

tcp 1189
tcp 1077
tcp 22

Applications (28) ~

] ons ] ons —T
[] Google [ Google L} &
D Google Safebrowsing D Google Safebrowsing Q E
[ ire [ ire L &
[ wrTe [ internet Explorer Ef &
] vt [] internet Explorer Lr &
D HTTP D Internet Explorer || Blogger Q E
] wTTR [] Internet Explorer [ bropbox L &
[ wrTe [] Facebook Ef &
] HrTe - [] Google Q &
] HTTR = [] Google E &
] wrTR [] chrome 15.0.874.120 Google APIs L &
] wrre [ internet Explarer 6.0 [T Google APIs Ef &
] urre [] chrome 15.0.874.120 [] Google Analytics L &
[Tl HTTP [l internet Explorer 6.0 [ Gooale Analvtics. |

Windows

| Scan Host || Generate White List Profile |

o wimbig chl MM—M

mango (1)
MR A L (VMware, Inc.) (127)
Host

2011-11-15 16:06:05
View

Source Destination
] T——

2000

pending
pending

[ ssH

OpenSSH 5.1p1 Bebiascubus




Overview WELEUSTEN Policies Devices Objects | FireAMP @ Health System Helpv admin ¥

Context Explorer Connections » Intrusions = Files » Network File Trajectory Hosts » Users » Vulnerabilities Correlation Custom = Search
Network File Trajectory for 0517f034...588e1374
File SHA-256 0517f034...588e1374 & First Seen 2013-12-06 10:57:13 on (E2F 10.4.10.183 SAMPLE
File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on [Ef 10.4.10.183
File Type MSEXE Event Count 7
File Category Executables Seen On 4 hosts
Current Disposition {F Malware & Seen On Breakdown 2 senders —» 3 receivers
Threat Score see- High &b
Trajectory
Dec 06,
2013
10:57 17:40 18:06 1B:10 18:14 18:17
10.4.10.183 £ = £y
10.5.11.8 b - - ) (@)
10.3.4.51 3 ) Time 2013-12-06 18:17:27
il . —
10.5.60.65 T & Event Type File Sent 71 < 8A| 7|-O| xl L} Al S O.”
IP Address =i 10.4.10.183 B
- —_
Blocked Recipient =I|10.5.11.8 e Y E 7| XL | Ol |'9J:|k Ij
S SRR L L s t) Create () Move Z File Name WindowsMedialnstaller.exe " =
Dispositions Unknown Q Malware 'E::E' Clean Custom Disposition {} Malware = O H IH A| E Ol- E:I 1= Ol- L|-
Action Malware Block
= I @) C
Application Protocol || HTTP __T—'__E |_| x E |_|- l
Events Client [ | Firefox
Time Event Type Sending IP Receiving L rie name LISP... Action
2013-12-06 10:57:13 Retrospectiv... Malwa...
2013-12-06 17:40:28 Transfer 10.4.10.183 10.5.11.B WindowsMedialnstaller.... Unkn... Malware Cloud L... HTTP Firefox Retrospective Event, Fri Dec &6 ...
2013-12-06 18:06:03 Transfer 10.5.11.8 10.3.4.51 WindowsMedialnstaller.... Unkn... NetBIOS-.. Retrospective Event, Fri Dec & ...
2013-12-06 18:10:03 Transfer 10.5.11.8 10.5.60.66 WindowsMedialnstaller.... Unkn... NetBIOS-.. Retrospective Event, Fri Dec 6 ..
2013-12-06 18:14:10 Retrospectiv... Malwa...
2013-12-06 18:14:23 File Quaranti... 10.5.11.8 WindowsMedialnstaller.... Malwa...

2013-12-06 18:17:27 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Malwa.. Malware Block HTTP Firefox
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Ended 8 B
Duration 0:06:38
Sandbox  nipah (pllot-d)

tORID s

aeZbeadef6d91162e0f0f34568b949238a2cee2c
3a2e0bl?7edd4b5d491cdb.

o~ B8
Warnings
(4] Failed Integrity Check

beddal2lbfeéllleelobfobe40359da8e2el971cbl4feadéc50c322815bdf0ec

O
AL

Behavioral Indicators

© Process Created an Executable in a System Directory

Malware wil often ereate a new file in a system directory in an attempt to hide its presence on the
system. Often the name of the file is similar to the name of common system files. This is done to hide
the executable, as the user may believe it's a legitimate system file.

ProcessID  Process Name Fatn Path C:\Program Files\Microsoft\WaterMark.exe

1220 (KNXSrv.exe) KNXSrv.exs C:\Program F

Processes

© Process Modified an Executable File

© Process Modified a File in a System Directory

© Process Modified Autorun Registry Key Value
Autorun registry keys can be used to load applications when Windows is started. Malware often uses Categories persistence
these key locations to maintain persistence on the host. The values to examine are located In subkeys Tags

Run, RunOnce, 5 Once, RUNONGeEX, or RUNON! The key value wil
indicate whete the program that will load on startup is located.

Process ID Process Name RegKey Name RegKey Value Name RegKey Data Type
USER\S-1-5-21-1202660629-583907252- 1801674531~
1168 (BitcoinVPN.exe) BiicoinVPN.exe 100NSOFTWAREWICROSOFT\WINDOWS\CURRENT  zqEOxw sz
VERSION\RUN

© Process Modified File in a User Directory

© Process Modified Internet Explorer Home Page

M Drnnace Nisahise Cvniarasie Nieniou ~f Misran Cilae

Threat Score: 90

Severity: 100 Confidences 80

Categories persistence, obfuscation ® Fepont Eror
Tags executable, file, process, PE

Severity: 95 Gonfidence: 95
Severity: 80 Confidence: 100
Severity: 80 Confidence: 60

® Report Error

process, autorun, registry

Regiey Data

G:\Documents and Settings\Joe Maldive\Application
Data\windows\gTuQdr.exes\\0

Severlty: 70 Confidence: 80
Severity: 60 Confidence: 60

Caumsitn B Canfinanna: &N

4- SymmO

stanO

——-cae O

a1z- SH\SBXOO

328 - npnwz.ean

1964 - nprmz‘sxso

-1- unknowno

404 - m.exeo

428 - vnnlogon.exeo

472 - SeN}CeSAGXGO

484 - |SBSSAQIGO

652 -

744 -

796

932 -

SVChOS!.GXQU

SVC'\OM.GXBO

SVC"OS{G!GO

SVC"OSLOXQO
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Trajectory

Dec 06,
2013

10:57 17:40 18:06 18:10 18:14

10.4.10.183 S &

v

10.5.11.8 ¢ 3 ) & )
10.3.4.51 f &
10.5.60.66 O &

Events (—J{‘ Transfer Block (i) Create (\-:) Move

&
Dispositions () Unknown QMaIware




Trajectory

Dec 06,
2013

10:57 17:40 18:06 18:10 18:14

. acrord3Z2. exe [FE]
calc exe [PE]

Dec 06,
i
s a0 1808 a0 mas
_ ; 3 [PE]
) 4 ping.exe [PE])
€ T Block 3) create  (3) Move
Q) unks - O custom 1] i

cmd.exe [FE)

9 [FE)

2 [FE]

2 [PE]
taskhost. exe [FPE]
s20g.1 [THT]

3 [FE]

2 [FE)

a.dll [PE]
cmd.exe [PE)

e e r—— s

Advanced Malware Protection Verdict Updates
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