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Top offending ISPs Top offending IPs Top offending Ports

ISP Percent 1P Percent Port Percent
ovh systems 10% 91.121.174.146 4% 445 1%
level 3 communications inc. 9% 143.127.139.87 2% 135 5%
softlayer technologies inc. 4% 109.163.231.119 2% B0 2%
theplanet.com internet services inc. 4% 130.185.105.74 2% 139 1%
facebook inc. 4% 50.63.121.1 1% 123 1%
akamai technologies inc. 4% 184.172.61.43 1% 5800 0%
leaseweb b.v. 3% 5.135.67.166 1% 81 0%
apple inc. 3% 173.241.250.2 1% 49154 0%
cogent communications 3% 50.28.72.149 1% 491562 0%
godaddy.com lic 3% 31.184.192.238 1% 33689 0%

Top Source Countries Top Destination Countries Top Attacked Products
Source Country Percent Destination Country Percent Products Percent
o, o, i
United States 46% = United States 34% Windows 2000 Server 8%
l l France 8% :: :: United Kingdom 9% Contact Center NEE o
; Contact Center Manager 8%
8% - i 6% i
Germany e [Ndia Self-Service MPS 100 B
| _
Netheriands 6% || e 5% Contact Center - TAP| Server B%
— Windows Server 2003 Itanium B%
I Russia % ﬂ Australia S : _ B
Windows Vista Enterprise 64-bit edition B%
Windows XP B%
Windows XP Media Center Edition B

Windows Server 2003 Enterprise x64 Edition 8%
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New Adobe PDF Zero-day Unleashes Trojan.Swaylib

In a previous blog, Symantec reported on a new Adobe zero-day vulnerability (CVE-2013-0640, CVE-2013-0641) affecting Adobe Reader and Acrobat .
being actively expleited in the wild. Adobe has yet to release a patch for this zero-day, but in an advisory they have provided a means of mitigation agai
zero-day being actively used in the wild came from FireEye. They reported that several files were bei...

Thu, 14 Feb 2013 20:40:31 GMT | Kevin Gossett

Adobe Flash and PDF zero-day vulnerabilities

On February 7, 2013, Adobe released a security advisory for multiple Adobe Flash vulnerabilities and on February 13, 2013, Adobe released an advisol
exploitation of these issues allows attackers to execute arbitrary code in the context of the application. The vulnerabilities are being exploited in-the-wilc
Flash are delivered by tricking users into opening a Microsoft Word document, sent as an email attac...

Thu, 14 Feb 2013 13:42:13 GMT | Himanshu Mehta

Trojan.Ransomgerpo Criminal Arrested

Spanish police have reported the arrest of an individual involved with a particular strain of police Ransomware known as Ransom.EY, detected by Syms
is one of the earliest active police Ransomware families, which Symantec has been tracking since at least July, 2011. The Trojan was distributed using 1
with the Black Hole exploit kit. Early versions of the locking screen were quite primitive but quickly evo...

Thu, 14 Feb 2013 11:48:20 GMT | John-Paul Power

New Adobe Vulnerabilities Being Exploited in the Wild

‘Adobe posted a vulnerability report waming that vulnerabilities in Adobe Reader and Acrobat X| (11.0.1) and earlier versions are being exploited in the
issue.  According to the FireEye blog posted earlier today, the malicious file arrives as a PDF file. Upon successful exploitation of the vulnerabilities, t
Symantec detects the malicious POF file as Trojan.Pidief and the two dropped DLL files...

Thu, 14 Feb 2013 08:24:09 GMT | Jarrad Shearer

Man Arrested in Relation to the “Remote Control Virus”

Back in Oclober 2012, we published a couple of blogs about Backdoor.Rabasheeta, a back door Trojan that was used to make numerous death threats
four wrongful arrests. The saga may have come to an end for the malware author who had been taunting the Japanese authorities for menths. On Febr
arrested Yusuke Katayama, a 30-year-old Tokyo resident who works for an IT company, on suspicion of forcible obstruction of business...

Wed, 13 Feb 2013 15:20:24 GMT | John-Paul Power

Microsoft Patch Tuesday for February 2013

On February 12, 2013, Microsoft released its scheduled patch update for February 2013. This month's update covers vulnerabilities in the Microsoft Wir
Exchange Software, Microsoft Office, .NET Framework, and Microsoft Server Software. Twelve security bulleting have been released to address these |
in this month's patch release and have released a Patch Priority Guide...

Tue, 12 Feb 2013 20:21:41 GMT | Chintan Trivedi

Cross-Platform Frutas RAT Builder and Back Door

We recently came across a sample of a back door remote access tool (RAT) written entirely in Java. The RAT is freely distributed on underground forun
download. It is named Frutas, which means “fruit” in Spanish. Figure 1. Frutas loge The Frutas RAT allows attackers to create a connect-back client
‘When executed, it parses an embedded configuration file for a server IP and port to connect t...

Mon, 11 Feb 2013 19:27:31 GMT | Kevin Gossett

Adobe Zero-day Used in LadyBoyle Attack

Yesterday, Adobe released an out of cycle patch that fixed two zero-day vulnerabilities (CVE-2013-0633, CVE-2013-0634) for Adobe Flash Player 11.5.
Windows and Maciniosh. The paich was released because the zero-days were be\n? aclively exploited for attacks in the wild. Symantec recommends &
the attack seen in the wild using CVE-2013-0633 have been dubbed "LadyBoyle" following FireEye's initial analysis of t...

Fri, 08 Feb 2013 19:45:57 GMT | Kevin Gossett
Malvertising and Dynamic DNS: A Never Ending Story
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Trojan.Ransomgerpo Criminal Arrested

Spanish police have reported the arrest of an individual involved with a particular strain of police Ranst

This variant is one of the earliest active police Ransomware families, which Symantec has been trackir
Early versions of the locking screen were quite primitive but quickly evolved as the author obviously st
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The Trojan, as Figure 1 implies, initially focused on German individuals, but in later months began to te
in Figure 3.
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<ip address="x.149.5.169" consecutive_listings="2" listing_ratio="2" reputation="10">
<attacks hostility="4" confidence="5" />

<malware hostility="3" confidence="4" />

</ip>
(@) =l O|] L. — E H =235 <ip address="x.185.252.100" consecutive_listings="2" listing_ratio="2" reputation="9">
—|I-Ao-| Ool'l Tl - O E -9- ool- -1 2 E = ITT onl- <attacks hostility="4" confidence="5" />
<malware hostility="3" confidence="3" />
« &4 X}(Attackers) </ip>
. <ip address="x.178.145.238" consecutive_listings="6" listing_ratio="6" reputation="9">
[ gll- g i E _IC_)I_ i Xl ( M a |Wa re Sp rea d e rs) <attacks hOSti”;ty="5““ (I:Ionﬁd.ence:"ﬂ"" {'>
. | <malware hostility="5" confidence="1" />
1| A i </ip>
* | o (P h IShe rS) <ip address="x.52.110.51" consecutive_listings="2" listing_ratio="2" reputation="8">
A IHHFAS <attacks hostility="2" confidence="4" />
*—o209o (SpammerS) <bot confidence="4" />
- 24l 23 ™ H (Botnet Membership) Y

« K| O MH (Command and Control Server)
« OIE{YIALZ|(Fraud)
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Utilizing Datafeeds in Security Solutions
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DeepSight Intelligence Use Cases

Vulnerability Portal Alerts & Vulnerability Datafeeds
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Mozilla Firefox Multiple Security Vulnerabilities 201511127 25
55141

bSphere Application Server CVE-2015-7450 Remote 201511127 2%
ecution Vulnerability 4:44:55

588D "sss_clientisssd_pac.c' Denial of Senvice Vulnerability 201511127 23
43134

GNOME NetworkManager nm-indp-raisc.c’ Denial of Service 201511127 =
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Jae-Woo Choi - Managed Intemet Security Test Demonstration

DeepSight Intelligence Use Cases - Vulnerability Portal Alerts
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DeepSight Intelligence Use Cases
Incidence Response - Portal
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DeepSight Intelligence Use Cases
Detection of Unknown External Threats - Datafeeds

Security Operations Center (SOC)

Central location to collect information on threats such as: external, internal, user activity, and loss of sensitive data
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DEEPSIGHT INTELLIGENCE USE CASES
Adversary Intelligence
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Adversary Intelligence

DEEPSIGHT INTELLIGENCE USE CASES

o DeepSight”
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DETAILS

In November 2015, DeepSight Intelligence identified a new phishing campaign using the J5ocket RAT,
developed by AlienSpy RAT authors to target financial businesses, hotels, gas stations, investment
firms, insurance firms, and shipping companies. The first wave of phishing emails started in July 2015
and appears active as of 23 November 2015.

The emails used as part of the Socket phishing campaign contained subject lines with financdial
themes such as Payment Swift, Payment Inveice, Invoice and Packing List for shipment, and Invoice of
Payment NO#. The email attachments, DOC or JAR files, appear to be invoices and purchase orders,
that when opened, direct the malware to connect to lstopgameonline.com over port 80 and make
two GET requests to download J5ocket. As of 24 November 2015, the domain 1stopgameonline.com
resalved to 192.254.186.253. The malware also connects to emenike.no-ip.info over port 2487, In July
2015, emenike.no-ip.info resolved to 180.74.47 237 but resolves to 46.244.21.11 as of this writing.
According to Symantec telemetry, cyber criminals have used the domain emenike.no-ip.info to spread
Kryptik and malicious adware malware. 15ocket also installs a Java dient on the victims' machines
when necessary.

Isacket is sold on the website jsocket.org with rekings.com[1] as a reseller; both anline stores appear

to sell legitimate business software although the software is used for malicious reasons. Actors

require a subscription to use the JSocket RAT builder with prices running from U5525 for one month

to LS5300 for a year payable in Bitcoins. When the online malware store rekings.com stopped selling
AlienSpy in July 2015, the AlienSpy support blog encouraged AlienSpy users to change to JSocket's

server (IP address 37.61.237.251) for AlienSpy subseription verification [see Figure 1). AlienSpy was an

the market for about six months before being replaced by JSocket. J

||
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Symantec DeepSight Security
Intelligence App for Splunk Enterprise

= OVERVIEW 5 DOCUMENTATION . son 200 sca000 - 1300 302 . o000 s
Monitor cyber threats and malicious activities in your network with the Symantec DeepSight o e i ool o o oo cazt v Kol At
Security Intelligence App for Splunk Enterprise. By correlating data sources in your Splunk ROy it

environment to flagged threats from Symantec’s datafeeds, you will have visibility into any risks
posed against your data in real time. Take control of your network and fight cyber crime with
the Symantec DeepSight Security Intelligence App for Splunk Enterprise. st 17,60
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The technology add-on for this app is currently only available for RedHat 6.x and CentOS 6.x.
We will expand the functionality of the TA to other operating systems in future releases.

VERSION: 11
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Case Exam
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Case Example of SIEM and Degg%ight
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Overview of Proposed Solution
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Advantages in Utilizing Proposed Solution
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v Symantec.

Thank you!
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