IR T 2|0F Z+=F E % (Senior Sales Engineer)
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» Cyber Threat Intelligence
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The Challenge

o

Weaponize

HOURS to MONTHS SECONDS WEEKS to MONTHS
Protect Detect Correct
MEXQl H2urAlol M| Breaches”/ & ZC} A2 MESHA O3
(breaches are occurring) (stay active) Ae g do| 2=
AaEA 7|Ere| 2o =220 A= 7HAlE 71 HIAEERE
o[of 7|8 249 BX dEo| HE ZEo| HE
Siloed technologies HAHAEQ B2F Hot&Eol ==
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Have You Been Breached?

30%
250 |/ N\

/
20% \

15%
10%
5%
.. \IlL/ I H B =

]
Unknown None that ne 2to5 6 to 10 11 to 20 21 to 50 51 to100 More
we know than
about 100

Source: Sans survey
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Are We Winning?

Or are we losing...

Security fully meets my needs Security partially meets my needs
20% - 72% -
o \
68% -
12% -
8% A
64% -
4%
0% - | 60% -
2013 2014 2013 2014

Source: Sans survey
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Intel Threat Defense Life Cycle
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Protect - O| M0 =& Sl= 7|=ut HO|ZEE
Yolot=52 BB

'J010Y

Detec

o |
t— ni O|_| El
0111C |_
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Security Information Event Management

2 X5lE 9IE H2lS 9lE Mk

il

INTELLIGENT (D‘

ACTIONABLE

INTEGRATED @

AlZH 32 24 (Real Time Advanced Analytics)
3t B E, 2234 a2l SAE & 22 A (correlation)

2 24 2=2(Threat Prioritization)
illions of “so what” events into actionable information
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Global Threat Intelligence

Global insights, plus more volume and intelligence than anyone else

100 oo 224 9™ MMzt 120 71 =27t Hx
500 o|&to] £47t/91 17
SSAHIAE 2[3H 100% 7t= AlZE SLA

45+ billion queries/day
Over 1.5 million files and 1 million URLs analyzed per day
500,000 virtual machine sandboxes a day for behavior

We see more, we protect more, and we offer the
market's strongest global threat intelligence.

(i@ Security@ | 13



Global Threat Intelligence

Threat
Reputation

A, A

3rd Party
Feed

Web Mail

Gateway Gateway
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Global Threat Intelligence

Why McAfee Is Best Positioned to Deliver GTI 360° Correlation Across All Threat Vectors

* |P addresses distributing Mail/spam sending activity
* URLs hosting malware Web access/referer activity
» Mail/spam including it Malware hosting activity

» Botnet affiliation Hosted files

Nep Reputation
* DNS hosting activity

Web access activity Intrusuon attaéks Iauﬁched
Malware hosting activity IP addresses of attackers
Network probing activity Web hosting/phishing activity

Presence of malware Botnet/DDoS activity
DNS hosting activity

Intrusion attacks launched

@ Security®@ | 15



Global Threat Intelligence

o|HA SAEQ} RCEA

DNS

_| Source IP

- & AND [ Filters -> Destination IP (In} [GTI Malicious IPs], Destination Port (In) [52]

Logical element type:

o AnD
@ or

[_NE of 1 conditions

/7 Sequence

This logical element should trigger when its components match an

(

event this many times (Threshold) within this amount of time (Time

Window).

Threshold: 10

s: 5, Seconds: 0

Time Window:

K

The fields that are provided below match on a single event that comes
correlation engine. When all the fields matrh nn a niven avant than th

trigger. GTI oM 24T IP S S0
Destination IP & X|

The filters defined below should apply to:

ﬂ Events

[ Flows

i< Filters -> Destination IP (In) [GTI Malicious IPs], Destination Port (In) [104,

L=

531, 6660, 6661, 6662, 6663, 6664, 6665, 6666, 6667, 6668, 6669, 6679, 6697,
7000]

'ﬁ‘

The fields that are provided below match on a single event that comes in through the @
correlation engine. When all the fields match on 2 given event then this component will

trigger.

The filters defined below should apply t GTI O" ki IOE"E:i Ix—l IP % %O'"

Destination IP (In) [GTI Malicious IPs]

Destination Port (In) [52]

Destination Port EfX|

* Advanced Options

i Events Destination IP EfX|
= Flovs

Destination IP (In) [GTI Malicious IPs] E
Destination Port (In) [194, 531, 6660, 6661, 6662, 6663, 6664, 6665, G66E Edit

Delete

194,531,6660,6661,6662,6663,
6664,6665,6666,6667,6668,6669,6679,

* Advanced Options
6697,7000 Q! Destination Port EHX|

@) Security@ | 16



g

19l O X7} s >

K2, 2tA,

, HALS,

A
~

'@Security 9 | 17



Cyber Threat Intelligence

Customer value

Increased threats, borderless security [z

Response time, mergers, acquisitions

mm |OT, Need for proactive approach L
¥4 Expanding attack surface, shortages [ i

(i@ Security @ | 18



Cyber Threat Intelligence
The kill chain

+ |0Cs 2L, left of the exploit2 &2 7}7| 2|8t Change of the GameO|C}!

« |OC's feed = Intel SIEMZ M3 A |&l0f| LA =A| detect , correct

Left of Hack Right of Hack

<

-

-

>
\
Recon Deliver Control Maintain
Weaponized bploj Execute
/
Protect Detect Correct
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Cyber Threat Intelligence
=+ of

A0 20| &7t

(o)
>26% 37.6%

>22%

Source: Sans Survey
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Cyber Threat Intelligence
Ol =17} AR E| =T}

60%

50% -

40% -

30% -

20% -

10% -

0% -

Source: Sans Survey
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Cyber Threat Intelligence

Indicate Of Compromise?

- 10C = HYHAM 2 forensic
artifact O|0§ host L&
network 0| A{ A&

* Artifacts = in memory, file
system, registry, running
processesOf| =X

EYS

« 10C ='5E 0| E(measurable
event) EE= ‘& Ef & d(stateful
property)’ 2|
'2t&H (observable)2 2|0]

« MD5 hash, file name, URL,
IP addresses

Source Summary Attribute Timestamp Summary

File System | C:\Users\bob\Desktop\UltraWidget.pdf Created 10/10/13 20:19:07 UTC | Malicious PDF

File System | C:\WINDOWS\SysWOW64\acmCleanup.exe Created 10/10/13 20:24:44 UTC | HTTP backdoor

Registry HKEY_CURRENT_USER\Microsoft\Windows\CurrentVersion | Modified 10/10/13 20:24:44 UTC | Persistence mechanism for
\Run\ Type:REG_SZ Value: “acmCleanup.exe”
C:\WINDOWS\SysWOW64\acmCleanup.exe

Prefetch Prefetch file: ipconfig.exe-35A2A03F pf Created 10/11/13 20:24:00 UTC | Prefetch file indicating

“ipconfig” was executed

File System | C:\SRECYCLE.BIN\wce.exe Created 10/11/13 20:29:30 UTC | Windows Credentials Editor,

used to obtain credentials

File System | C:\SRECYCLE.BIN\filewalk32.exe Created 10/11/13 20:29:39 UTC | Custom file system search utility

File System | C:\SRECYCLE.BIN\getlsasrvaddr.exe Created 10/11/13 20:29:54 UTC | Required for Windows

Credentials Editor

File System | C:\SRECYCLE.BIN\rar.exe Created 10/11/13 20:34:48 UTC | WinRARarchive utility

File System | C:\SRECYCLE.BIN\update. exe Created 10/11/13 20:35:11 UTC | PwDump, used to obtain

password hashes

File System | C:\Users\svcBackup Created 10/11/13 20:38:36 UTC | “svcBackup” user profile

directory

File System | C:\SRECYCLE.BIN\PsExec.exe Created 10/15/1312:15:37 UTC | Sysinternals PsExec remote

command execution utility

URL URL: file:///C:/SRECYCLE.BIN/c.txt Title: Browser: Last Visited | 10/15/1316:11:03 UTC | Text file containing output of

History Internet Explorer (8.0.6001.18702) “tree ¢

URL URL: file:///C:/SRECYCLE.BIN/a.txt Title: Browser: Last Visited | 10/15/13 16:11:06 UTC | Text file containing output of

History Internet Explorer (8.0.6001.18702) “ipconfig /all”

Registry HKEY_USERS\S-1-5-21-567270542-30467956377- Modified | 10/15/1316:17:55 UTC | Registry key depicts a
4044443844- mountpoint created by the
500\Software\Microsoft\Windows\CurrentVersion\Explore attacker between Bob's PCand
r\MountPoints2\##10.20.30.1014CS$ Type: REG_KEY 10.20.30.101 using the hidden

CS share

Prefetch Prefetchfile: tree.exe-06ELFOFF pf Created 10/15/1316:20:29 UTC | Prefetchfile indicating “tree”

was executed

File System | C:\SRECYCLE.BIN\a.rar Created 10/15/1317:37:37 UTC | WinRARarchive containing

“atxt” and “c.txt”

@i Security @

22



Open |OC

XML-based format

Ol2{3t E|AE X AEZ| gt ZHCHSH
THOE HEHILS

|IOC format2| X|H2| L|O| RE=2
networking, browser persistent storage,
memory, = Z&

i o] et
OFXIDJ, SME Jts

12
O

Name: STUXNET VIRUS (METHODOLOGY) Tl B
Author:  Mandiant

GUID: ea3cabOc-72ad-40cc-abbf-30846fadafec

Created: 0001-01-01 00:00:002

flodfied: 2011-11-04 19:35:052

Description:

Generic indicator for the stuxnet virus. When loaded, stuxmet spawns Isass exe in a suspended state. The -

malware then maps in its own executable section and fixes up the CONTEXT to point to the newly mapped in
section. This is 2 common task perfformed by malware and allows the malware to execute under the pretense of

a known and trusted process v
dd: AND OR Item ~ e
= OR

File Section Name contains .stub
File Name contains mdmcpg3.PNF
File Name contains mdmeric3.PNF
File Name contains oceméC.PNF
File Name contains oem7A.PNF
= AND
Driver Attached To Driver Name contains fs_rec.sys
Driver Attached To Driver Name contains mrxsmb.sys
Driver Attached To Driver Name contains sr.sys
Driver Attached To Driver Name contains fastfat.sys
File Name contains mrxcls.sys
File Certificate Subject contains Realtek Semiconductor Corp E
&~ AND
File Name contains mrxnet.sys
File Certificate Subject contains Realtek Semiconductor Corp
& AND
Nnmimeve Noeh mnmesine UVTV _TACAT MACUTNEL CVETEM Frmevnl CacANTN Caves s

| "

( i@ Security '@
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Threat Formats
MITRE

: MITRE Threat Format Family
« Open source projects now hosted

by OASIS
- H35oz o2HE >TX

O ZO|AHLE 2AMES HO|& HOt MAEC
TAXII

2, S5 H AL B2 52
CYBOX

CAPEC
; OTT X LS1—= T —
=0| =X

STIX| [ X..
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Threat Formats
STIX

Sub-Observables

[ Associated Campaigs-]\

Related Indicators

Related Indicators

Related TTP Indicated TTP w Q
Observable

( Related TTP | [ Rel

Historical

1 Indicator ]

Related Observables

Related Incidents

Observed TTP

F Exploit Target

Leveraged TTP

COA Taken
COA Requested

Suggested COA

Associated Actors
ExploitTarget

Potential COA
_[ Related Threat Actors }

Course of
Action

—| Related Incidents
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McAfee Enterprise Security Manager (ESM)

Cyber threat feeds

* ESM system properties
» Cyber threat feeds
» Options

« Add

 Edit

* Delete

» Upload
* Retrieve

Click the add button to add a feed to the Cyber Threat Manager.
Name Frequency ~  Status |ﬁ
Edit

eeeeeee

(intel)' Security '@ | 26



McAfee ESM

Cyber threat feed wizard

Name Enabled
TAXII
N[=S

SCP
CIFS

FTP

\YERIVE]
McAfee ATD
SFTP

Fill out the information for retrieval of IOCs from a particular feed.

Name:
Enabled: 4
' Cyber Threat Feed Wizard R
| Ir I 0 " " -
| source | | ! &3]

From the type combe box choose the correct driver to connect to your extarnzl source =nd then fill in the appropriate connection
fields that vill be needed.

[ —
Type: |

URL:
Authentication: © Mone @ Basic
Mathod: ™ GET @ POST

[ 3]
Ignore Invalid

Certificates:

Collection Mame:

Start Date: 01/01/1970 00:00:00 hﬁ

Test Connection:

 ———

CCancel | <Back | Next>  Fmish |

(intel)' Security @ | 27



McAfee ESM

Cyber threat feeds R
Corain | Bouwee | Frequency | Wratchbnt | Gackirace’] @

Choose the appropriate time when the Cyber Threst Manager should check for new indicators.

Frequency
o N Pull Frequency:  (TDRIYAESPEGTEATRE
° _'H'_Al %%% ?:-llA—Il'IOI'E Alxl:-ll_g Daily Trigger Time
7t (Interval at which to retrieve N O - L - B

indicator list)

Sy semes s ma e -

Watch list B e ¢

Opti lly select the p. ible indicator types from the incoming I10C files and the watchlist to append the data to. These
o x_l x_l _6_I_ o -cl>-:| Ol t h | . tO‘" _— Al 7 I_ o vatchlists can potentially be used to filter throughout the product, as well as, create correlation rules.
= =22 17T o= watcnlis HAW=
Indicator Type Watchlist

Z7HAdd indicator values to a watchlist
of the appropriate type)

o AMHE |OCE WatchlistE AR50
SiXf 2| O|HIE L} historical O|HEE
74 AH
| R |

EEE  apeend o T x

(intel)' Security @ | 28



McAfee ESM

BackTrace

- ESM O|HIE /= S EZ %[0 60 &
O & M

- O|HIEQ} |OC LX|= 222
ZH[OAM 2] RtsAIE,

« X|H(indicator values) 7} Events/flows
U X|SHH,
- O ZtHO|M X|HSH 7|&=0f M2 BEE

=37

« Cyber threat feed view 0 A View 2 X|

P L b T R Ep ey

et Ssuree e eney | WatthR ackarace |

@

Perform a Backtrace analysis with the indicators that come in from this feed. Choose a time frame to compare prior events

and/or flows against the indicator and then what actions to take when a match is found, plus the as:

alarm that vill be created.

Time Frame:  ast@days SIES 1) Events ) Flovs

Assignee: ﬁ -

Severity: S0 E

F4 Log event

B Auto-acknowledge Alarm

B visual Alert: Configure

B Create Case: Configure

M Update Watchlist: Configure

M send Message: Configure
Add recipient

¥ Generate Reports:

P Execute remote command:
P sSend to Remedy:

B Assign Tag with ePO:

B Blacklist:

P Custom alarm summary

signee and severity for the

Configur
Configur
Configu
Config
Config
Config

<intel)' Security @ | 29



McAfee ESM

Cyber threat indicator views

Access view from

* Quick link (highlighted)
« Views > event workflow views
- cyber threat indicators

View shows

e Indicator name
» Feed name which triggered
e Date

« BackTrace hit count
(number of matching
events/flows)

 Event/flow listing

CENE CEEY

|

wdicator Name Feed Name Date Received Backtrace ...
“his 1OC has been generated from collective threat intelliger [P Bad Actors 05/26/2015 16:04:48 1000 e ‘f
—
y | Source Events |
=
Sevaerity Rule Message Event Co Source [P Dastination [P Protocol Last Time Event Subtype
W2 An account was logged off, 1 172.25.5.40 o 05/26/2015 16:01:49  success r[
| P 1 172.25.5.40 1 n'a 05/26/2015 16:01:46
Has 1 172.25.5.24 172.25.5.40 n/ 05/26/2015 15:48:37
Was 1 172.25.5.56 172.25.5.40 n/a 05/26/2015 15:48:11 success E
= 1 —
t Time: Last Tim: Durati C
ce 1P: Dest. 1P: Protocol: [
e Port. Dest. Port: Evant Subtype:
e MAC Dest. MAC: VLAN:
E
@ p =]

(i@ Security'®@ | 30



|IOC from Open I0C
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Convert to STIX

Not a one to one conversion

» Github openioc-to-stix
Python 2.7

Python-stix

Python-cybox

$ python openioc-to-stix.py -i
<OpenlOC XML file> -0 <STIX XML file>

(intel)' Security' @ | 32



McAfee ESM

Cyber threat feeds—XML

<stix:Indicator xsi:type="indicator:IndicatorType" id="example:Indicator-33fe3b22-0201-47cf-85d0-
97c02164528d">
<indicator:Type xsi:type="stixVocabs:IndicatorTypeVocab-1.0">IP Watchlist</indicator:Type>
<indicator:Description>Sample |IP Address Indicator for this watchlist. This contains one indicator with

a set of three |IP addresses in the watchlist.</indicator:Description>
<indicator:Observable id="example:Observable-1c798262-a4cd-434d-a958-884d6980c459">

<cybox:Object id="example:Object-1980ce43-8e03-490b-863a-ea404d12242e">
<cybox:Properties xsi:type="AddressObject:AddressObjectType" category="ipv4-addr">

<AddressObject:Address_Value condition="Equals"
apply_condition="ANY">10.0.0.0##comma##10.0.0.1##comma##10.0.0.2</AddressObject:Address_Value>
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McAfee ESM

Cyber threat indicators

LB

Beasr O I ——1C2

ndicator Name Feed Name Date Received Backtrace Hit Count

Domain: www.msnet.proxydns.com OpenloC 2015/10/06 13:50:04 ] download 4
Domaini wwww.consilium.proxydns.com OpenloC 2015/10/06 13130104 ] download :
Damain: www.consilium.dynssl.com OpenloC 2015/10/06 13:50:04 ] download
sample: § OpenloC 2015/10/06 13:50:04 0 N e——
Domain: vaw.consilium.dnset.com OpenlOC 2015/10/06 13:50:04 ] download
Domain; voaneva.proxydns.com OpenloC 2015/10/06 13:50:04 0 download
Damain: europa.freetcp.com OpenloC 2015/10/06 13:50:04 0 downlond
Domain: nyhq.wikaba.com OpentoC 2015/10/06 13:50:04 0 downlond
Sample: 0678645e45fcd3daB4ab27122d6775a9 OpenlOC 2015/10/06 13:50:04 o download
Sample: 0a43013eef1c2ifbal6e3c29512c85a2 OpenlOC 2015/10/06 13:50:04 0 download
Domaini www.windows.wikaba.com OpenlOC 2015/10/06 13:50:04 0 downlond
Damain: wwi.microsoft.onmypc.net OpentoC 2015/10/06 13:50:04 o downlond
Domaini www.microsoftupdate.dynssl.COM OpenlOC 2015/10/06 13:50:04 [] download
Domaini ww.msnet.proxydns.com OpenloC 2015/10/06 13150104 ] download
Sample: 2d3e7f6fa6321cd03b7999811359daf2b OpenloC - 2015/10/06 13150104 0 download &
= T ———
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McAfee ESM

Cyber threat alarm

W (s B2 as O

&7 warm Name Summary Assignee Severity Trigger Date Acknowledge Date Acknowledged By

F4  poisonivy Cyber Threat Backtrace alarm triggered for feed poisor  rgamett@MCP.EBC 75 2015/08/28 13:02:49 2015/08/28 13:11:21 rgamett @MCP.EBC F
4 poisonivy Cyber Threat Backtrace alarm triggered for feed poisor rgamett@MCP.EBC 75 2015/08/28 13:02:35 2015/09/08 18:09:21 NGCP '
(] Successful Brute Force Field match alarm tnggered on Adv Comrelation Engine  SIEM o9 2015/08/10 16:25:34 2015/09/02 11:40:47 bdespan@MCP.EBC E

. =

Cyber Threat Backtrace alarm triggered for feed poison ivy

Assodated Indicator:  IP: 22.126.130.37

Alarm Name:  poison ivy Trigger Date: 2015/08/28 13:02:35 Escalabion Date:
Status: Adnowledged Admowledge Date:  2015/05/08 18:09:21

Assignee: rgamett@MCP.EBC Admowledged By:  nGop

Severity: 7s e Create Case
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McAfee ESM

Cyber threat alarm

@®.

Beas ™ O

Cyber Threat Badktrace alarm tnggered for feed poisor  rgamett@MCP.EBC
Cyber Threat Backtrace alarm triggered for feed poisor rgamett@MCP.EBC

Assignee

Successful Brute Force Field match alarm triggered on Adv Correlation Engine  SIEM

' Alarm Name Summary
4 poisonivy

F4 poisonivy

4

Details  Triggering Event Actions

Event Count

W N N = e W=

-

Source IP

172.20.1.163
172.20.1.152
172.20.1.219
172.20.0.163
172.20.1.219
172.20.0.134
172.20.1.127

17D 20 1 100

Destination IP

22.126.130.37

22.
22.
22.
22.
22.
22.

"

126.130.37
126.130.37
126.130.37
126.130.37
126.130.37
126.130.37

172 120 27

Last Time

2015/08/26 13:06:00
2015/08/26 13:08:00
2015/08/26 13:09:00
2015/08/26 13:09:00
2015/08/26 13:11:00
2015/08/26 13:12:00
2015/08/26 13:13:00

TAAITINC ML 1.1 400

Severity

75
75
9

Trigger Date

2015/08/28 13:02:49
2015/08/28 13:02:35
2015/08/10 16:25:34

Email protection
File system protection
Email protection
Email protection
File system protection
Email protection
Email protection

Conad cmrmbmrtome

iHHH!g

Acknowledge Date

2015/08/28 13:11:21
2015/09/08 18:09:21
2015/09/02 11:40:47

n/a
n/a
n/a
n/a
n/a
n/a

Acknowledged By
rgamett@MCP.EBC !
NGCP

bdespain@MCP.EBC |
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|IOC from TIE/DXL and ATD
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[0]@

From TIE/DXL and ATD

DETECT

1.
2.
3.

MEZ2 unknown &3 Tt O0| endpointOf =%}
Code M &

TIE §™2 2E unknown ItUS2 HALE QI6
ATDO| M= St=& XA

ATD = ItE= MESY 41 ordEhs

Z 'known malicious’ EHH

ATD £TIE reputation Of HtZ

known 2f-dutd= YOO E

S 2ot HEFO| known 2J I 0| endpoint 2 O

CORRECT

1.

SIEM €&} triggers ‘patient 0’ (endpoint 1)
MAR 2 F7t2 A8E ofd Al oY S =t
endpointsE AAf, OFA] A E|X| @i RISHA|
U= N T2 HA
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I Y L EX| XS

Network & Gateway Sandbox SIEM

NGFW NIPS Web Gateway Email Gateway
IOC 1
I0C 2
= €=
I0C 4

HES3 g9 Ho|2CE &M new |OC intelligence
ofl = 5 0| E 0 - pinpoints historic
ySk=3 breaches

[ 10 | PY
DXL Ecosystem |. DXL Ecosystem
- -
DORENY /7 \\
i I I
Endpoints ‘,, ‘\@,,
\s__/ DNt
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loC Threat Detalils

@ [operthretindicators T HE NS D)

{Indicator Name

|Feed Name Date Received Backtrace Hit Co.. |

This I0C has been generated during execution of D74441283CCFEEBF1IASESAZE TIE Use Case 09/14/2015 06:01:48 A &

Jdmmlnad

1. New loC is delivered to SIEM via TAXIIl, DXL or automated file import
2. Artifacts are extracted to determine potential threat vectors

3. Automated ‘Backtrace’ searches previous event data for prior exposure

| Demrption| Detarts | Somree Events” | Somree rios’

File Name Equals SAMPLE_ZP9K2.EXE
MDS5 Hash Equals D74441283CCFEEBF1AGBE6A2B2EGF360D
SHA1 Hash Equals Oxae82eaefc81232248c6af26a61f36f422ad8ch6f0

File Name Equals Sample_zP9k2.exe
MDS5 Hash Equals D74441283CCFEEBF1AGBE6A2B2EGF360D
SHA1 Hash Equals AEB82EAEFC8133248C6AF26A61F86F432ADSCBG6FD
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File with Unknown Reputation

@ > [obermhrestingicators 1 FHE A S M

Fesmestpayi | 04:13:28 — New file seen

Indicator Name |Feed Name |Dal:e Received |Ba|:ktra|:\e Hit C... |
This I0C has been generated during execution of D74441283CCFEEEF1IAGEBSAZ TIE Use Case 09/14/2015 06:01:48 & download
|| Descrption | Detais | Source Events | Source Flows
=
|.'Eie\.rerit3|r |Ru|e Message Event Count |Source IP Destination IF Protocol Last Time Event Subtype
W zs TIE File Detection 1 172.25.108.156 nfa 09/14/2015 04:16:44 block
W zs TIE File Reputation Change 1 nfa 09/14/2015 04:14:58 modify
B 7 Malware - Malware Sent from Internal Host 1 172.25.109.113 nfa 09/14/2015 04:14:54 infected
E W 1o ATD File Conviction - Patient Zero Quarantine 1 172.25.109.113 nfa 09/14/2015 04:14:54 infected
. Il 100 Sample is malicious 1 172.25.109.113 nfa 09/14/2015 04:14:54 infected
T_. W zs TIE File First Instance 1 172.25.108.155 nfa 09/14/2015 04:13:28 alert
| ] Malware - Increasing Number of Malware Events Occurring | 1 nia 09/14/2015 04:14:00 infected
B 25 TIE File First Instance 1 172.25.108.155 nfa 09/14/2015 04:13:28 alert
[ :
Iﬁm‘ﬁ
Filename SAMPLE_ZPSKZ.EXE File_Hash D74441283CCFEEBF1AGBEAZB2EGFBE0D
SHAL OxaeBZeaefc8133248c6af26a61f86f432adact

for first time in enterprise
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Increased Malware Activity Detected

@@,

Beas o Cememony |

Indicator Name |Feed Name |Dal:e Received |Ba|:ktra|:\e Hit C... |

This I0C has been generated during execution of D74441283CCFEEEF1IAGEBSAZ TIE Use Case 09/14/2015 06:01:48 & download

Source Events

=

|.'Eie\.rerit3|r |Ru|e Message Event Count |Source IP Destination IF Protocol Last Time Event Subtype
W zs TIE File Detection 1 172.25.108.156 £ nfa 09/14/2015 04:16:44 block
W zs TIE File Reputation Change 1 : : n/a 09/14/2015 04:14:58 modify
B 7 Malware - Malware Sent from Internal Host 1 172.25.109.113 BE nfa 09/14/2015 04:14:54 infected
E W 1o ATD File Conviction - Patient Zero Quarantine 1 172.25.109.113 i nfa 09/14/2015 04:14:54 infected
. M 100 Sample is malicious 1 172.25.109.113 EE nfa 09/14/2015 04:14:54 infected
1./H 25 TIE File First Instance 1 172.25.108.155 BE nfa 09/14/2015 04:13:28 alert
W7o Malware - Increasing Number of Malware Events Occurring . 1 ] ] nfa 09/14/2015 04:14:00 infected
W zs TIE File First Instance 1 172.25.108.155 BE nfa 09/14/2015 04:13:28 alert
[ :
I@m‘ﬁ
Filename Sample_zPSkZ2.exe File_Type PEZZ2+ executable (GUI) x86-54
Job_Name 426 SHAL AESZEAEFCE13324BCEAFZ6AE1FEEF432ADECE

04:14:00 - Potential
malware detection
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File Determined to be Malicious

@ ) _ [Crberihrestingicators o FHE A S M

Cewreentoay T

Indicator Name |Feed Name Date Received |Ba|:ktra|:\e Hit C... |
This I0C has been generated during execution of D74441283CCFEEEF1IAGEBSAZ TIE Use Case 09/14/2015 06:01:48 & download
|| Descrption | Detais | Source Events | Source Flows
=
|.'Eie\.rerit3|r |Ru|e Message Event Count |Source IP Destination IF Protocol Last Time Event Subtype
| A TIE File Detection 172.25.108.156 b nfa 09/14/2015 04:16:44 block
| A TIE File Reputation Change nfa 09/14/2015 04:14:58 modify
W7 Malware - Malware Sent from Internal Host 172.25.109.113 i nfa 09/14/2015 04:14:54 infected
E W 1o ATD File Conviction - Patient Zero Quarantine 172.25.109.113 i nfa 09/14/2015 04:14:54 infected
L. N 100 Sample is malicious 172.25.109.113 i n/a 09/14/2015 04:14:54 infected
T_. | A TIE File First Instance 172.25.108.155 b nfa 09/14/2015 04:13:28 alert
W7o Malware - Increasing Number of Malware Events Occurring nfa 09/14/2015 04:14:00 infected
| A TIE File First Instance 172.25.108.155 b nfa 09/14/2015 04:13:28 alert
| ]
| o vescei e et Desaer e Costom Types |eeee et
Application ATDZESM File_Type PEZZ2+ executable (GUI) x86-54
Filename Sample_zPSkZ2.exe Device_IP 172.25.109.113
Host atdoz SHAL AESZEAEFCB133248C6AF26A61FBEF432ADECE
Job_Name 426 File_Hash D74441283CCFEEBF1AGBEAZB2EGFBE0D
Source User File_Size 2488320

04:14:54 - Sandbox
analysis convicts executable
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Initial Execution Platform Quarantined

@ ) [evberThrestindicators T A & M Cewreentoay T

Indicator Name |Feed Name Date Received |Ba|:ktra|:\e Hit C... |

This I0C has been generated during exacution of D744412823CCFEEBF1AGEEAS TIE Use Case 09/14/2015 06:01:48 3 ]

e ge————

ey

|.'Eie\.rerit3|r |Ru|e Message Event Count |Source IP Destination IP Protocol Last Time Event Subtype 04:1 4:54 — Patient Zero
W zs TIE File Detection 1 172.25.108.156 £ nfa 09/14/2015 04:16:44 block . . re .
W zs TIE File Reputation Change 1 : : n/a 09/14/2015 04:14:58 modify Identlfled and quarantlned
B 7 Malware - Malware Sent from Internal Host 1 172.25.109.113 BE nfa 09/14/2015 04:14:54 infected
C W10 ATD File Conviction - Patient Zero Quarantine 1 172.25.109.113 EH nfa 09/14/2015 04:14:54 infected
L. B 100 Sample is malicious 1 172.25.109.113 i nfa 09/14/2015 04:14:54 infected
1./ 25 TIE File First Instance 1 172.25.108.155 BE nfa 09/14/2015 04:13:28 alert
| ] Malware - Increasing Number of Malware Events Occurring | 1 EE EE nia 09/14/2015 04:14:00 infected
W zs TIE File First Instance 1 172.25.108.155 BE nfa 09/14/2015 04:13:28 alert
[ :
e T T e
Application ATD2ESM Source User
Filename Sample_zP3k2.exe File_Type PEZZ2+ executable (GUI) x86-54
Host atdoz SHAL AEBZEAEFCE133248C6AF26A61FEEF432ADECE
Job_Name 426
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Correlated Event Triggers Alarm

@ ) [evberThrestindicators T A & M ﬁl

Indicator Name |Feed Name |Dal:e Received |Ba|:ktra|:\e Hit C... |
This IOC has been generated during execution of D74441283CCFEEBF1AGBGAZ TIE Use Case 09/14/2015 06:01:48 (-3 download
| Descrption | Detats | Source Events |'Source Fiows’
=~
|.'Eie\.rerit3|r |Ru|e Message Event Count |Source IP Destination IF Protocol Last Time Event Subtype
W zs TIE File Detection 1 172.25.108.156 £ nfa 09/14/2015 04:16:44 block
W zs TIE File Reputation Change 1 : : n/a 09/14/2015 04:14:58 modify
| EE] Malware - Malware Sent from Internal Host 1 172.25.109.113 it n/a 09/14/2015 04:14:54 infected 04:14:54 — H|gh‘5ever|ty
E W 100 ATD File Conviction - Patient Zero Quarantine 1 172.25.109.113 i nfa 09/14/2015 04:14:54 infected event/alarm generated
L. B 100 Sample is malicious 1 172.25.109.113 i nia 09/14/2015 04:14:54 infected
1./ 25 TIE File First Instance 1 172.25.108.155 BE nfa 09/14/2015 04:13:28 alert
| ] Malware - Increasing Number of Malware Events Occurring | 1 EE EE nia 09/14/2015 04:14:00 infected
W zs TIE File First Instance 1 172.25.108.155 BE nfa 09/14/2015 04:13:28 alert
[ :
e T T e
Application ATD2ESM Source User
Filename Sample_zP3k2.exe File_Type PEZZ2+ executable (GUI) x86-54
Host atdoz SHAL AEBZEAEFCS133248C6AF26A61FEEF432ZADBCE R
Job_Name 426 N
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File Reputation Changed

@ ) [evberThrestindicators T A S M Cewreentoay T

Indicator Name |Feed Name Date Received |Ba|:ktra|:\e Hit C... |
This IOC has been generated during execution of D74441283CCFEEBF1AGBGAZ TIE Use Case 09/14/2015 06:01:48 (-3 download
|/ Description | Detais | source Events | Seurce Fows |
=
|.'Eie\.rerit3|r |Ru|e Message Event Count |Source IP Destination IF Protocol Last Time Event Subtype
| A TIE File Detection 1 172.25.108.156 b nfa 09/14/2015 04:16:44 block
B 25 TIE File Reputation Change 1 i EE nfa 09/14/2015 04:14:58 modify
| L] Malware - Malware Sent from Internal Host 1 172.25.109.113 i nfa 09/14/2015 04:14:54 infected
[SH BT ATD File Conviction - Patient Zero Quarantine 1 172.25.109.113 i nfa 09/14/2015 04:14:54 infected
1, M 100 Sample is malicious 1 172.25.109.113 r nia 05/14/2015 04:14:54 infected
T_. | A TIE File First Instance 1 172.25.108.155 b nfa 09/14/2015 04:13:28 alert
| ] Malware - Increasing Number of Malware Events Occurring | 1 it BE nfa 09/14/2015 04:14:00 infected
| A TIE File First Instance 1 172.25.108.155 b nfa 09/14/2015 04:13:28 alert
| ]
I@m‘ﬁ
Old_Reputatio... 0-REP_NOT_SET New_Reputatio... 1-REP_KNOWN_DIRTY
0Old_Reputatio... | 0-REP_NOT_SET SHAL OxaeBZeaefc8133248c6af26a61f86f432ad8ct
New_Reputatio... |0-REP_NOT_SET File_Hash D74441283CCFEEBF1AGBEAZB2EGFBE0D
Mew Reputatio... 0-REP_NOT_SET

04:14:58 - File reputation
updated to ‘malicious’
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All Future Execution Attempts Blocked

@ 0 [evberthrestindicators T A S 0O

Ceorrentoay T

¥

Indicator Name |Feed Name Date Received |Ba|:ktra|:\e Hit C... |
This I0C has been generated during execution of D74441283CCFEEEF1ASBEAZ TIE Use Case 09/14/2015 06:01:48 & download
T e ——]
=

|.'Eie\.rerit3|r |Ru|e Message Event Count |Source IP Destination IP Protocol Last Time Event Subtype
N zs TIE File Detection 1 172.25.108.156 nfa 09/14/2015 04:16:44 block
W zs TIE File Reputation Change 1 nia 09/14/2015 04:14:58 madify
B 7 Malware - Malware Sent from Internal Host 1 172.25.109.113 nia 09/14/2015 04:14:54 infected

E W 1o ATD File Conviction - Patient Zera Quarantine 1 172.25.109.113 n/a 09/14/2015 04:14:54 infectad

L. B 100 Sample is malicious 1 172.25.109.113 nfa 09/14/2015 04:14:54 infected

T_. W zs TIE File First Instance 1 172.25.108.155 nia 09/14/2015 04:13:28 alert
| ] Malware - Increasing Number of Malware Events Occurring | 1 nfa 09/14/2015 04:14:00 infected
W zs TIE File First Instance 1 172.25.108.155 nia 09/14/2015 04:13:28 alert

Custom Types

Filename SAMPLE_ZPSKZ.EXE SHAL Oxze8ZeasfcB8133248c6af26a61f86f432adact

Device_Action Block File_Hash D74441283CCFEEBF1AGB6AZBZEGFEE0D

New_Reputatio... | 15-REP_ASSUMED_DIRTY

04:16:44 — All subsequent
attempts to execute file
are automatically blocked
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SIEM + MAR Search Options

=

IP Address Details

ASN Lookup

Modify aggregation settings
Set Remedy Case ID

Mark as reviewed

Copy to Clipboard

Actions »
Search ELM »
Summarize By »
Look Around

Last Look Around

View Flows

Export »
Delete »

e engine is replaying log file

Event Count

Notification for Customer Experience Imprc 1

Source IP Destination IP
= =

= =Ll o

= Hal "

‘1 "

== §
A ("B F LR
=

HmmEiT

Historical process info from source IP, and time

dated : 1
Create new watchlist from »
art bec: 1
Append to watchlist from  »
1
Create new alarm from »
2
Execute remote command
Create a new case |Jntlme 7
Add events to a case Windov 2
MAR Query » &
rtup parameters:
served

Current process info from source IP and dest IP

Historical Host information from source ip and a time range

Server information

il

s Update service did not shut down properl 1

counters for service are already in the re: 14

ed instance 2

Show rule 43-2679251030 [
[T TOT3=merosoft-wind ch-Windows Search Serv 2
W so Oldest shadow copy of volume was deleted 2
B cn Windnawe datartad uaiir ranictee fila ic ctill in uea b atll 1

i Bl 477

“—[ Description W_

Message

1107-.net runtime optimization service-.NET Runtime Optimization Service (clr_optimization_v4.0.30319_64) - Failed to execut

Protocol
n/a
n/a
nfa
n/a
n/a
n/a
nfa
n/a
n/a
nfa
n/a
nfa
n/a
n/a
n/a
n/a
n/a

nia

U
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MAR Search Results (in SIEM)

Creaicess Process ID
C:\Windows\System32\svchost.exe 1072
C:\Users\Bamge\AppData\Roaming\Dropbox\bin\Dropbox.e> 4152
C:\Windows\System32\svchost.exe 956
C:\Windows\System32\svchost.exe 1404
C:\Windows\System32\GWX\GWXConfigManager.exe 3896
C:\Windows\System32\svchost.exe 1012
[System] 4

C:\Program Files\McAfee\Data_Exchange_Layer\bin\dx_servi 3040
C:\Users\igmamgu\AppData\Local\Dropbox\Update\DropboxUg 4256
[System] 0

User

NT AUTHORITY\NETW!
NT AUTHORITY\LOCAL
NT AUTHORITY\LOCAL
NT AUTHORITY\SYSTE
NT AUTHORITY\SYSTE

NT AUTHORITY\SYSTE

SHA1 Hash

619652B42AFESFBOE
17B8BE35893274AC9
619652B42AFESFBOE
619652B42AFESFBOE
6242777462D1C6D61
619652B42AFESFBOE

SBEEE276A41D0BOE7
183718E6A17C7EASD

A MDS5 Hash

C78655BC80301D76E
0757166226FA45976¢
C78655BC80301D76E
C78655BC80301D76E
D3FOE4F448CFDO8F6!
C78655BC80301D76E

DC328D89A279A73ES
33BFEC2B102B196B6
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Add items

to Watchlists

A [System]

0

- S @
=

Create new watchlist from » Process Process ID User SHA1 Hash 7 MDS5 Hash

Export Process ID 1072 NT AUTHORITY\NETW! 619652B42AFESFBOE C78655BC80301D76E

Lok User propbox.e) 4152 g . 17B8BE35893274AC9 0757166226FA45976¢

MOl Qi Y| ShALpas) 956 NT AUTHORITY\LOCAL 619652B42AFESFBOE C78655BC80301D76E
: c:\Windo\«'s\System32\svcrmI kit 1404 NT AUTHORITY\LOCAL 619652B42AFESFBOE C78655BC80301D76E
[ C:\Windows\System32\GWX\GWXConfigManager.exe 3896 NT AUTHORITY\SYSTE 6242777462D1C6D61 D3FOE4F448CFDISF6I
’ C:\Windows\System32\svchost.exe 1012 NT AUTHORITY\SYSTE 619652B42AFESFBOE C78655BC80301D76E
A [System] 4

C:\Program Files\McAfee\Data_Exchange_Layer\bin\dx_servi 3040 NT AUTHORITY\SYSTE SBEEE276A41DOBOE7 DC328D89A279A73ES

C:\Users\bsgmss uu2\AppData'\Local\Dropbox\Update\DropboxUg 4256 LSS0 Sl ™IUaE | 183718E6A17C7EA8SD 33BFEC2B102B196B6
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ldentify Dormant Executables

Hease | O

Indicator Name

| Description | Details | Source Events | Source Flows |

1P Address Details

ASHN Lookup

Maodify sggregation ssttings,
Set Remedy Case ID
Actions

Search ELM

Summarize By
Look Around
Last Look Around

Wiew Flovs

Export
Delete
Mark as reviewed
Copy to Clipboard

Show rule 524-2637793356

PO Tagging
Perform MVM Scan

|Feed Name |Date Received |Batktrate Hit Count |
This [OC has been generated during execution of D74441283CCFEEBF1AGBEAZEZESFEE0 TIE Use Case 09/14/2015 06:01:48 3 download
s —
| Execute Remote Command ®'
(7
Select a remote command to execute I‘;_J
Name Type | T ade
AbuseIPDB - Host Launch URL g | 'ﬁ
Elacklist Execute Command
Event Count _|Source IP pestin Disable Windows User Execute Command
ction 1 172.25.108.156
IPVoid - Dest IP Launch URL
tation Change 1 i i
lvars Sent from Internal Host 1 172.25.109.113 IPVoid - Source IP Launch URL
Create new vatchlist from
1 172.25.109.113 MAR Search by Filename Launch URL
Append to watchlist from
Occurring on Inte 1
Create new alarm from MAR Search by MD3 Launch URL
eeeut . d 1 172.25.108.155 L
=euks remotE comman MX Toolbox Dest IP Launch URL
TIE Execution History
Craats a new case MX Toolbox Source IP Launch URL
Add events to a case B Mcafee Threat Center - DIP Launch URL
ustom Types ﬁ
View in ePO
a1 OxaeB2easfcil33248c6af26a61f36/432ad8 McAfee Threat Centar - SIP Launch URL

=_Hash D74441283CCFEEBFLAGBEAZB2EGFE60D

_DIRTY

NTR Incident Drill Down Execute Command

N SRR W 1Y f

Lq

Lovima

(KD
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MAR Search Results (in MAR)

Menu ¥ Dashboards System Tree Queries & Reports Global 10C Artifact Analysis Policy Catalog Active Response Search L
i

Systems

Active Response Search

Search

o Click Search to get results or select a suggestion from the list. ]

Search for:  HostInfo and Files full_name, mds, status where Files full_name contains "Sample_zP9K2.exe"

hostname ip_address os full_name md5 status count -
-
CLIENT-0CPHR2 10.0.240.44 Microsoft Windows [Version 6.1.7601] C:\Sample_zP9K2.exe C2E1EGFEF7BAGGAAZ400D1IFDZTDTAD4S current 1
CLIENT-NLATBV 10.0.240.114 Microsoft Windows [Version 6.1.7601] C:\User_Agreement_LinkedIn.pd_ C2E1E6F8F7BAGEAAZ490D1FD37D7AD45 current 1
CLIENT-520G4M 10.0.13.55 Microsoft Windows [Version 6.1.7601] Ci\User\Sample_zP9K2.exe C2E1E6FBF7BAGGAAZ490D1FD37D7A045 current 1
CLIENT-5Z0G4M 10.0.13.55 Microsoft Windows [Version 6.1.7601] C:\User_agreement_LinkedIn.pdf A1526D1B35D10533AB45C81232400294 deleted 1
CLIENT-2WRCQ8 10.0.240.94 Microsoft Windows [Version 6.1.7601] C:\Sample_zP9K2.exe A152601B35D10533AB45C81232400294 deleted 1
CLIENT-D4HX9P 10.0.12.22 Microsoft Windows [Version 6.1.7601] Ci\User_Agreement_LinkedIn.pd_ C2E1E6FBF7BAGGAAZ490D1FD37D7A045 current 1
=
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Walk the Entire Attack Chain

: 1 04:13:28 — New file seen for first time in enterprise
Time to Detect: 32s , ,
04:14:00 - Potential malware detection
Time to Protect: Tm30s 04:14:54 — Sample submitted to ATD sandbox—identified as
04:14:54 — Patient Zero identified and quarantined

Time to Correct: 4s ™\_ 04:14:58 - File reputation updated to 'malicious’

04:16:44 - All subsequent attempts to execute malicious file
00:00:00 - Search and remove all dormant version of malicious file
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220 34 BHL 1/LZ o= T/
SIEM T} OS2 HAL HZtg oz &2
7|4 E AZHProlonged detection times) +

H2A12te| S7k(increasing dwell time) = 2 24 EfZE
2l (diminishing security posture)

QIEIZ|MAE MY BEFD FELO/E FF

AIZF (EE= ) OfA] ZEEFS/Z detect, correct AFS 22
AKXt A
NME ZRHANE BHE2 AL O Z B D

M2 E&(Fewer consoles) + 222! 7 M (one-click

remediation) = MTTR &2 (mean time to respond)



http://www.mcafee.com/kr/products/siem/index.aspx
http://www.mcafee.com/kr/products/siem/index.aspx
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