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World’'s Biggest Data Breaches

Selected losses greater than 30,000 records

. accidentally published . hacked . inside job . lost # stolen computer . lost  stolen media . poor security . unknow n wirus

South Africa police

Hacker collective Arnormymous’
acked an anonymous
whistleblowing website run by
the South Africa Police Service
(SAPS), revealing the identities of
wusands of its users. The hack was
in response to the massacre of 34
protesting miners at Marikana in
August 2002,

Medicaid

The Utah Department of

Techno I|::’§¥I Services had recently
mowed their claims records to a
rmew server, and hackers believed
to be operating cut of Eastern
Europe were able to circummvent
the server's multi- layered security
sy stem contai r‘nir?éI acial Security
rnumbers for the Medicaid claims.

Apple
Hacking ﬁ;_r'ou p AntiSec cla irI?r'lu:e‘ad
i heﬁ cked an FEI laptop in
March 2012 accessing a file of
more than 12 million Apple
Unique Device ldentitiers
CUDIDs). Subsequenthy, itwas
iscovered that app developer
BlueTload was the source of
breach. The list contained personal
i rmation such as full names,
phone_numbers and addres=ses,
AntiSec published a million of
these LIDIDs online.

Massachusetts Government

Crhver 1,500 departmental
computers were imfected with the
W32 OAKBOT virus, a malicious
P am which “downloads
additional files, steals information,
an ack door on the
compromised computer.

ATET

Details of iPad 26 users hacked
from ATE&T website, thought to
include those of White House
chief of staff Rahm Bmanuel.

IP Miorcman Chass
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InformationlsBeautiful.net

Sl ¢ hically
'asswords were cryp raphica
scrambled using the MDES ashing
algorithim - considered an
inadequate means of protecting
stored passwords, by security
experts.

Three Iranian banks
After findi CUrity
wulnerabilify in lram's banking
%-stem, software mana
hosrow Zarefarid wrote a forr‘na”

]
the affected banks across the
court la.- WiWhenthe banks ignored
his findings, he hacked 2 million

nk accounts, belonging to atleast
22_d|tfferer1t banks, to prove his
point.

LK Mationa | Health Servic

A laptop holding the unencrypted
records of eight million patients
went missing from an

room and wasn't reported until 3
weeks later.

Somy PSM
Rounding off a thoroughby unbappy
ear for the ir third breach saw

he loss of L OO0,000 Sory PSM
nd Qriccity user accounts
to hacking collective Lulzsec.
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InformationWeek

: reports

Healthcare Data Breaches Cost
More Than You Think

Security and Compliance

— becoming the same thing
ot 215 Abno| Iz Hl2: 590 comingihe
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Employees the ‘number one’ cyber
L{E R} BiZ|0 = 2352l 2 security threat facmg businesses _°

I | Bosses see their emplo; E adequately informed” about cyber 2 Alan Calder, IT

threat to their corporate data risks, W a i . e 4 mvamtechld
systems than criminals or cyber attackers, :
ording to & new international study ] ¢ s IT
IT Governance (ITG) polled 2 ¢ at such reports
corporate executives, IT directors, and oth : cceived, at best, annually.
technolog al ) pite threats potentially
% arch 2013 survey. Fifty- per impacting many mission-critical business
e —— - - cent of them ranked their own staf f operatior ly 30 pe: respondents

the risks from criminals (27 per cent), state- C ent IT security Bi ber security credentials is 10 comply
syber attackers (12 per cent), and i prerequi for board-level with, and be certificated against, SO 27001,
itors (eight per cent) ] dates the global best practice standard for
ys its research also confirms the C 3 alder believes  information security management.
{ : ¢ gnorant of the is lets you signal to customers
per cent of bosses t L appears “too anywhere in the world that you have &
they have received concerted e action” for directors to  robust method for addressing the entire
he past 12 months. However, it - meet their gove obligations. He adds range of risks associated with system
adds that many board directors still appear  that the best lisations to prove  people and techne ays Calder. W

=2{ —PWC: The Global State of Information Security Survey 2015
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Spread of Infiltration -

Fraud email &

T

@ Taro

19891072

* Select Target
* Gather info

e

(External Network)

Malware
4 @Planning\\ /®Preparation\ /( @ Initial .\
Compromise

* Draft Targeted
email, etc

* Infected
Malware

* Setup C&C
Servers

The portion with a sharp
change of the attack
technique in which a means
becomes skillful

*  Water hole attack, etc

* Targeted mail, etc
->"Measures fall behind easil

Internet

(Need inside operation
prevention measures)

. p= ™ ..
I@fAtthkTg ® Penetration/][ ® Mission Y @ Re.
n raseruc ur | ex ploration Execution Infiltration

Building
#5
S

* Establish

backdoor * Invade other
* Obtain device devices
info  Invade servers

+ Obtain NW
config. info

€—0—> Internal Network

o &

« Steal/send info.| . Re-enter
* Destroy through the
syste;ns ; back door
* Interference o
rference of A J

The portion which does not have
change of the attack technique so
much

-> The validity of a measure continues.

same

the attack means after @ Phase on
various infiltration means are also the
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Centralized Virtual

71zt 242 Challenge

Internet g w

Internal
Networks

iInancial
Zone
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Security Zones

vmware

VLANS

192.168.10.4
192.168.10.12
192.168.20.6
192.168.20.11
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East-West Layer 3 East-West Firewall

b.ode for VDI

10.1.1.0/24 10.1.20/24 10.1.1.0/24 10.1.2.0/24 10.1.1.0/24 10.1.20/24 10.1.1.0/24 10.1.2.0/24
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VMware NSX Momentum

4 of 5 Leading global

top investment banks enterprises & service providers

@eaen Eatst ebay

CHINA TELECOM

® smorter/foster/fcurglt < |nte|)
NTT _
% Meditronic

l& (.'7) UMPQUA
. — B-A-N-K
e =l rackspace

— MCSKESSON
SN WWIEST JET & Empowering Healthcare

G SYNERGENT
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VMware NSX {1424

vCloud® Automation Center™
OpenStack, etc

Orchestration

Management
Plane

Control Virtual Appliance
Plane
L VMware NSXew st oo
Distributed Services Edge™ ¥ :.-:i. Lﬁ.
ogica ogica ogica

=l | Router FW Load Balancer

Data Plane ‘ Er . E ~ L' agﬁ -
. : L : f
VXLAN Distributed Distributed ! ‘ 5
] Logical Router  Firewall Logical Connectivity

. e : VPN
VMware ESXi™ Hypervisor Extension Modules Virtual Appliance
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[ Application ] [ Application ] [ Application

x86 Environment

Virtual Virtual Virtual
Machine Machine Machine
—

Server Hypervisor Decouple

 —

Workload Workload Workload

[ 20 e eonksevees ]

Virtual Virtual Virtual
Network Network Network

Software

-

Requirement: x86

Requirement: IP Transport

Hardware

General Purpose Server Hardware General Purpose Networking Hardware
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Use Case #1 : Micro—-Segmentation
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Use Case #1 : Micro—-Segmentation

VDI &t
e i T
P 5 i
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Micro Segmentation
= Zero Trust, Zone Security -
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Use Case #2 : Access Control - AF2A} 7|4t
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Use Case #2 : Access Control - A&} 7|dF

* IP & Port 7|8t 4 2A|0{ (O)
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Use Case #3 : ZrgHHa 25 AL

Security Group = Quarantine Zone
Member = {Tag = ‘"ANTI_VIRUS.VirusFound’, L2 Isolated Network}

Security Group= VDI
Member = {Tag =VDI}



Use Case #3 : Zciat 24|
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Secure VDI Farm

(*) NSX&= Horizon Edition0f| Z&E|0] UR| OF&L|C.

AS-IS TO-BE
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VMware vSphere

Servers
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Summary
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