BehavioSec
Mz e|7|Ht ol= £2M

LDy e

2015.7.16



| B

| HOLA|&o| 0|&
. SIAF AT
N, S2M AN

T L

V. 7|} - SBJHE

ANSWR

Copyright(c) 2014 Answer Co., Ltd. All rights reserved.



o\l ol

HOot Al¥2] Ol

| S02 QEE HQIHEE B8 HolA
| SH
o

2 |, 200 SOl 9—I3HA1 =4 53 52 Ol57t st ALY SEA & SE0| Haketof| makM =it
1513 22 2 AL A0 E3tE of &

QoA EIRASLICE

oy

=L |
=

o

A o
EPEREETER

—Oo o
2014.03.12 7171 ESZ, ADEES|ZA, ADEZEL| XA
— —_ y — T T
2014.04.15 215l5t= ot A E - 28 Hel 27} 01F 23| 22
_ Tol— o8& T/l o T T
O 2014.05.08 O ZOUIAZSM {2 T AMALC 20|
. . [ T —
NIPRnet Windows DMSS e American Honda Mator Co. 27-Dec-10  49m
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* Training DAU Stanford University 6-Jun-08 82k
Defense Connect TD Ameritrade Holding Corp_ 14-Sep-07  6.5m
Collaboration Online Texas A&M University 9-Nov-08 13k
TJMax Stores 17-Jan-07  100m

® Financial System, Local Momentum
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Credit Union
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3.1 HZel 14

0 Two distinct solutions

Desktop Web & Mobile
o OIE| HIO|ZA &£ 2 M} SAFSHSIEY - S2I0|YUE QA E 10| IS
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* The score can be used to help authenticate or
verify an end-user Score Confidence

* Failure to reach a threshold can be used to ‘ — Behaviosec

* Reject the user, i.e., logout

* Ask for more information, e.g., type more - Green Yellow
* Request secondary authentication such as

password question, OTP, ete. ‘ —
Possible Actions Application
Log event for future Issue OTP Alarm to L Terminate
Ilni‘lim
anaysis Challenge  rasswore SIEM % Session
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Desktop

Keyboard Capture Intervals

 Press  Flight

Sequence

Synthesize Timings

Score

Application Switching Touch Motion Mouse Motion W

i

~ i - " '
* Interval i b
* Method (Keyboard, Mouwsa|

Y CPUMemary usage

Time:

modality is the way or mode in which something exists or is done. <
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Demo settings
neilcostigan
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Backend Score

a. TELIA 5

neilcostigan

neil@costigan.com
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4515

Tt

67.68%

Confidence: 90.0%

Transaction Report #
Score
67.68% (90.0%)

Investigation report
Score User ID
64.95%

SDK for App developers to get Behaviometric data from
iPhone or Android.

Rich behaviour monitoring if platform allows (Android).
Keystroke timings from native keyboard.

Integrated to BehavioWeb for back-end risk based

authentication.
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@ BEHAVIO APPGUARD

LOCK TYPE

: :! ‘ TRAIN

PIN LOCK v

TRAIN

Copyright(c) 2014 Answer Co., Ltd. All rights reserved.

Extended authentication
methods for BYOD.

Secure mobile devices.

A Biometric lock without extra
hardware.

Looks at how the user types or
swipes a PIN code.

Allows or denies access to
phone or specific applications




Gesture Demo
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Password Demo
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Dashboard

Overview
Valid Suspicious In Training Unexpected
I
+ 0% + 2%
Latest Sessions Filter
100
’ Date
2015-04-14 10:40 b
«(-2345:» Export
Tags . .
User ID Session ID Score Conf Start date End date Options
50
° j park 75160367 100.00 9467 | 2015-07-13 10:40.05 2015-07-13 10:40:09 dQ
o magnustest atsl- 50.00  0.00 2015-07-09 19:04:59 2015-07-09 19:05:12 dQ
DKO8IPoBHXpVUQLOCE.behav
e
ioweb
0 L) ° j park 24610231 98.79 9324  2015-07-07 14:15:02 2015-07-07 14:15:12 dQ
50 100
o j park 24605833 100.00  93.23 | 2015-07-07 14:14:18 2015-07-07 14:14:21 dQ
O j park 24604648 10000 9426 | 2015-07-07 14:14:06 2015-07-07 14:14:09 i Q
O j park 24603031 10000 9290 | 2015-07-07 14:13:50 2015-07-07 14:13:53 i Q
o j park 24600038 100.00 94.08 | 2015-07-07 14:13:20 2015-07-07 14:13:23 dQ
O j park 24588174 100.00  93.23  2015-07-07 14:11:21 2015-07-07 14:11:25 dQ
o j park 24586866 100.00 93.83 | 2015-07-07 14:11.08 2015-07-07 1411:11 dQ
O j park 24581788 99.99 9244  2015-07-07 14:10:17 2015-07-07 14:10:21 i Q
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. 5 Server to BehavioWeb
Client Website syl
60 > ~~ ? Any web server tecnology ; REH;:;::MS

BehavioWeb API

Web Services

Database C.) 15

Profile storage
e | ' » S2/0|1E 43|7} OhLI2} 213} 9 SHA0| At 2= (RpeA
g.mmw%&%mmﬂsmw : ) . ZIE DHIY SDK)E M50 AFR5HH AFRAF A EZ 015}
4. \Web senvice retums script that i W e e ? BehavioStat O A EE 2212 C MHOA 2A
5. Script continuously monitors user Interaction Secret ssuce = =
6. On form submit (or cptional trigoer) sends behavioral data R
asynchroncusly Vi3 AJAX 1o web sanvice

P ——— . OIE{Ll €T} THIY A L Hoj| EIAE|0f ALRALR] 91ZS
BehavioArch A|Zto = A8l

Dashboard view of 20N —T"T o
resl-time transactions

Private Cloud Instance
Java EE server running BehavioWeb
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5. 7% Ml

5.1 Elof3 Danske Bank
Using only the login form we can properly verify if it is the correct user/an imposter in 97.4% of the cases. See figure 4.

@) Equalerror rate of login
The timing data was gathered from 4 different

input forms, as can be seen below, with their

corresponding input fields:

+ Login form
o Username (6-10 characters, static)

o Password (4-8 characters, static, anonymous)

« Verification form

o0 One-Time Password
-6 characters, free text, anonymous

50
« Fund Transfer form
o 3-5 free text fields (various lengths)

Ratio

« Signature form
o Password (same as login form)

=m
iz

0 I
=0

Thresheld

Figure 4: Equal error rate of login (combining Username/Password fields): 2.6% at threshold 79.9.
A
ANSWR

Copyright(c) 2014 Answer Co., Ltd. All rights reserved.



| B

5. 7= At
5.1 dl0f3 Danske Bank

Overa whole session, by combining the results from each individual transaction, we can see that the accuracy is increased significantly withan accuracy 0f 99.7%,
seefigure 5. Tobe able totest this we defined a sessionas the following combined transactions:.

@) Equalerror rate of a whole session

100

Login (Username/Password)
One-Time Password

Fund transfer

Signing of transfer (Password)

Ratio

o a0 100

Threshold

Figure 5: Equal error rate of awhaole session: 0.3% at threshold 57.9.
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