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Scale of Impact and Losses Due
to Cyber Attacks Intensified

2014 Was the “Year of PoS
RAM Scrapers”

Heartbleed and Shellshock Proved That
No Application Was Invulnerable

Online and Mobile Banking Faced
Bigger Security Challenges
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Banking Malware
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Zero-Day F| 2

CVE-2014-0810 CVE-2014-0322

Sanshiro Intermet Explorer

CVE-2014-0499
Adobe Flash Player

CVE-2014-0498
Adobe Flash Player

CVE-2014-1761
Microsoft Word

CVE-2014-0502
Adobe Flash Player

CVE-2014-0515
Adobe Flash Player

CVE-2014-1776

Internet Explorer

Windows Windows

CVE-2014-6352

CVE-2014-4148

CVE-2014-3566 CVE-2014-7247
S5L30 Ichitaro

ZFQ Zero-Day F 4™ O| EFQ2}QI (2014)

BASH OPENSSL
(SHELLSHOCK) (HEARTELEED)
19E3
1 1954

DEC. 31, 2011
Risk: CRITICAL

Risk: MEDIUM

SEP 26, 2014
Exposure: 9,241

APR.7 2014
Exposure: 828

UMNEMOWM

SEP 25, 2014

Exposure after Exposure after
first attack: = first attack:
1 UNKNOWN
B Vulnerability existing B Fatch date B Exploit released
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PoS-RAM-Scraping

RETAIL

Payment card credentials of up to 40M
customers

RETAIL

Credit card credentials of 350,000
customers, 9,200 of which were
fraudulently used

HOTEL

Payment card numbers with security
codes and expiration dates

BEAUTY

Track 2 payment card data with CVV
numbers of <25,000 customers

RETAIL

Payment card credentials of
approximately 2.6M customers

RESTAURANTS

Payment card credentials

RETAIL

Payment card information of customers
from 335 shops

COURIER

Payment card data of customers from
51 locations

RETAIL
Payment card credentials

Payment card credentials

Payment card credentials of 56M and
email addresses of 53M customers

RESTAURANTS

Payment card credentials of customers

from 216 stores

Payment card numbers

Payment card credentials of 1.16M
customers

Credit card credentials

RESTAURANTS

Payment card credentials of customers
from 395 stores

PARKING
Payment card details of customers of 17
parking facilities

PARKING

Credit card credentials

PARKING
Payment card credentials

RESTAURANTS
Payment card credentials

PoS-RAM-Scraping AF 0 EFQI 2} Q1 (2014)
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Anti-Virus
Intrusion Prevention System / Next Generation Firewall
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Packing, Obfuscation, Anti-VM =



* Unknown Malware Ef X|

* C&C Communication EfX|
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* Mirror Traffic Detection, Email Gateway + Sandbox

* |IPS, Next-Gen F/W + Sandbox

* Web Gateway, Web Filter, Anti-Spam + Sandbox

“Sandbox—= APT EIX| £ 2|5}

| A
=T

Mol A Al

IIIII



Sandbox O| £+

e C}QFSH Sandbox &2
e Sandbox =AM 2140
.« QE}

“& A Xt= Sandbox £ 2| &l="
“Sandbox =4 7| S0f| 4 F o|&5t= 7= otA 7t

ol A I:II-O“ OO«
ME T T HA T



APT LS 7|=

Copyright 2015Trend Micro Inc.

14



Custom Smart Sandbox

« AtE X} 24 0F = 2ot 0S B! Application HX S =2
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1) A2 A XIS EfZI0 2 8= 3240| CHe Mztst EFX]
2) AFE X240 Al E| = malware 2=
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Browsers & Adobe ;:'.)| Specific Config ! =

[ Browsers & Adobe [ [

[CustomiSpemﬂcApps i [CustomJSpeuﬂcApps] [Custom;’SpecificApps]
[ MS Windows & Office ] [ MS Windows & Office ] [ Windows XP ]
[ License & Language ] [ License & Language ] [ License & Language ]

Sales & Executives Customer Support Specialized Devices



Custom Smart Sandbox

SUSPICIOUS SUSPICI0US Script BehaVior
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Custom Smart Sandbox - Anti-Evasion

MalwareO| Al 7t2f(Sandbox)2tE N3 &=

= Hypervisor Detection

= Virtual Device Detection

= Network Address Detection

= BJOS/Activation code Detection
= Virtual Driver Detection

CPUID Detection

Human Interaction Detection
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Custom Smart Sandbox

HTTP
Trunk | Evasion | Pack200 @ DoSWF

FlashPack EK

Rig EK
Magnitude EK
Nuclear EK

Flesta EK
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Custom Smart Sandbox - Zero-Day Exploit

* Browser Emulation
> exploit behavior, fingerprint of exploit page & CVE

 Browser Hook

> browser behavior monitoring

e System Hook

> Drop file, New process/registry/service
> System file injection



Custom Smart Sandbox - Memory Scan

¢l Do e

Malware Packer Different One-to-One CRC
Signatures
5 | . Big Patterns
Server-Side Polymorphism . .

Different Signature for Each
Download
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Custom Smart Sandbox - Memory Scan

| File System |

Different file
contents

Execute

—

Unpack

4

SN

[ Memory |
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Similar memory

Images

)
Malware A

Create signature on
common parts
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C&C & EHX|

« &I 24Xl C&C ™ HE (IP address, Domain, URL)

* Fingerprint of Payload

* URL Sandboxing



Global Threat Intelligence

E e

188.124.15.228

Overview

Summary

Rating:
Category:

Last server location:

First monitored:
Last activity:

Trend
Total
Peak
Trough

Average

Damage potential
Distribution potential

30-Day Connection Statistics

Threat Connect

Connection Details

Dangerous
C&C Server
Bursa, Turkey
2013-11-08
2014-12-29

_"""_“_‘\-._/‘-.n_

1775 connections

2014-12-13 (168 connections)
2014-12-27 (D connections)

60 connections

Related Malware Family - Trojan

(| medium

| 1 | medium

A Trojan herse pregram is a malware that is not capable of automatically spreading to other systems.
Trojans are usually downloaded from the Internet and installed by unsuspecting users.

Trojans, as the term implies, may come in disguise when in your system. It can:

Be disguised as a legitimate software component

& C&C server
® Target computers - -
3-11-08
Count — 4-12-28
Taiwan I 55 —
United State 1% 4-12 168 connections)
ni S .
’ an, United States, Japan
Japan | <1%
China | <1%
United Kingdom | <1%

Common

v
| _‘ 1001 - 10000 @I?EE%

Sightings




CHYor B X 7| Bt Chs BALER
e Known Malware EFX]

* C&C &4l B X

e Sandbox &Ad (Unknown Malware & C&C)

> Anti-Evasion
> Zero-Day Exploit Ef X|(Script Analyzer)
> Memory Scan

* Global Threat Intelligence
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Deep Discovery Products
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Network-wide
attack detection
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DEEP DISCOVERY

Email attack
protection
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Workflow
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3. Email APT X}E._P & 2 M (Email Inspector)
EEX|/XpEE

EENVANR=Y

4. Endpoint Forensic(Endpoint Sensor)
v Endpoint0jA{2| Malware 34| 5! Zia} 2
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S X| 2| (Inspector)
=AM ZH| (Analyzer)
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