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Endpoint Intelligence in Action

NETWORK PERSPECTIVE ENDPOINT INTELLIGENCE
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File Options View Help

Applications | Processes | Services | Performance | Networking | Users |

Oracle

Hyperion

Image Name User Name CPU Memory (... Description

| OUTLOOK,EXE *32 KOMEDIA 00 42,298 K__Mdosoft,,, -
POVEDRS ehe o KOMEIA 00 5890 Caberir SalesForce Firefox No
POWERPNT.EXE *32 KOMEDIA 0o 3,788K Microsof ft .
SearchProtocolHost.exe ®32  KOMEDIA oo 6,164K Microsof ft .
smax4pnp. exe *32 KOMEDIA 00 2,276K  SMax4PNP T tt T tD k N
splwow64.exe KOMEDIA 0o 1,780K  Printdriv.. WI e r We e e C O
TabTip.exe KOMEDIA oo 5,532K TabletPC..
TabTip32.exe *32 KOMEDIA 00 828K TabletPC...

KOMEDIA 00 3,064K  Host

Skype Skype No

KOMEDIA 00 3,432K  Windows ..
KOMEDIA 00 7,712K  VolPanlu....
KOMEDIA 0O 8,904K VProtect.. [ |
i SSH PuTTy No
KOMEDIA 00 2,020K  Tabletus...
Wiac KOMEDIA 0O 4,128K  TouchUs...
WDDMStatus. exe =32 KOMEDIA 00 4,072K WD Quick...
WDDriveAutoUnlock.exe *32 KOMEDIA 00 2,576K WD Sﬂ\te . O raCI e O rac Ie C R M N (0]
winlogon, exe o 2,869K
0o 4,068K
KOMEDIA 00 4,800K  Microsoft . 1
KOMEDIA 0O 2,100K Windows ... - HTTP! SSL Safarl NO

Processes: 104 CPU Usage: 0% Physical Memory: 2%

) show processes from all users

IMAP Thunderbird No
Oracle OUTLOOK.EXE Yes
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McAfee Endpoint Intelligence Agent
Beyond Layer 7 Visibility with McAfee Endpoint Intelligence Agent
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Alerts=

Action
IPS, app control,
ACLs, custom
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U McAfee
An Intel Company Version: 8.0.5.9.205

Threat Explorer

Malware D

Active Botnets
High-Risk Endpoints
Network Forensics
Endpoint Executables
4 Threat Analyzer
Real-Time

Historical

4 Event Reporting
Mext Generation Reports
Traditional Reports

Network Security Manager

Malware Detections

Use this page to view the detailzs of recent malware detections on your network.

Hash Engine C -
Overall
Malware o
Actions Hash Confidence Blacklist STLE) PDF Emulation NTBA st
Reputation pefense
Take action | v a4bf70bdfa21192¢c1... Very High i wery High i very High

Export
White List
Black List
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Action
IPS, app control,
ACLs, custom

o & =

_CID__I_—_.

I

A Al eventsE Ol ol (2

Threat Explorer
Malware Detections
Active Botnets

High-Risk Endpoints

Network Forensics

W/' McAfee Network Security Manager

Anntel Company Version: 8.0,5.5.203
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Dashboard

Endpoint Executables

Next Generation Reports
Traditional Reports

Use this page to view the details of executables running on your endpoints.

Mark as
Unclassified

Executable
Endpoint Executables ::rl:ﬁ':m Heof T

P Actions Hash Name Version Ence

4 Threat Analyzer
Real-Time [rake action |v[| d421c3f3848dd23ad47b3... skype.exe -— High Elacklisted
Historical Whitelist 9c7aal6e55d7as4albbin... gkcalt.exe - Very High Unclassified

4 Event Reporting Blacklist )

aafsfaf226f15542d4f1cid.. flame.exe - Very High Unclassified
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Detailed behavior analysis

Network Farensics ?

seven c
Cconnection Peer Reputation Peer Country | Peer Zone Peer Risk Protocol Src Port Dest Byte:
Factor Port Sre
208.91.135.41 from 134.154.12.110 @ Unverified B us Default Insi Very Low ipva 35745 80
208.91.135.41 from 134.154.194.22 ® Unverified B us Default Insi.. | Very Low ipva 1215 80
208.91.135.41 from 134,154.193.36 © Unverified B us Default Insi Very Low ipva 12230 80
208.91.135.41 from 134.154.193.36 ® Unverified B us Default Insi.. | Very Low ipva 49833 80
208.91.135.41 from 134.154.85.51 © Unverified &S us Default Insi Medium ipvd 24691 80
208.91.135.41 from 134.154.5.11 @ Unverified B Us Default Insi.. | Very Low ipvd 14211 80
208.91.135.41 from 134.154.5.11 @ Unverified B Us Default Insi Very Low ipvd 61165 80
Last 50 Events R
View by Group | Time Activity: | All ||| search: 1P Adcress =
Time ~ Activity Attack Source Destination
About | Name Result 1P Address Country | 1P Address Country Port
Oct 01 0B:05 URL Access ® 4 208.91.135.41 % 10.195.244.20
(5l 05 FlRow==n (0] 4 208.91.135.41 - %4 10.66.64.50 - -
"

Top 10 Conversations (by Total Bytes)

Use this page to analyze the recent behavior of the selected host on the network, including conversations and events.

| 208.91.135.41

|I| 01/07/13 \B| ‘ 3:24 PM \V|I Show: | Previous 60 seconds | ¥ | 03:23 - 03:24 pm| Analyze
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