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YESTERDAY'’S IT

Few apps with
predictable
behavior

Manageable

Infrastructure
that’s on-premise

Traditional threat
environment

TODAY’S IT

Millions of
unknown
and risky Apps

Big data
explosion

Cloud and
hybrid
infrastructure

Advanced threat
environment
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= Encrypted traffic will increase and malware will increasingly hide
behind encryption to evade detection

= Big media will say NO to malvertising.

= 2015 will be the year of PUS

= Unmarked bills or you'll never see your data again.

= Attackers will get social.

= Big Brother will absolutely be watching

= Heartbleed, Shellshock and Poodle, oh my. Expect more

‘common mode failure’ events,
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INFO com.redk.openbravo.wssync.ad actionButton.SincronizacionMasiva - ---—-- I
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INFO com.redk.openbravo.wsaync.ad acr.ionk zacionindividual ~ ~~==== Registros eliminados: Se han eliminado 0 registros de la tabla contacts de la aplicacio
INFO com.redk.copenbravo.wssync.ad actionButton.SincronizaciconMasive - —---—- FIN SINCRONIZACION ----—
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INFO com.zredk.openbravo.wss nButton.Sincronizacionindiv. 1ios: Se han eliminado 0 registros de la tabla acd discapacidadesalumno
INFO com.redk.openbravo.wssy nButton.Sincronizacionlndiy . - ados: Se han inservadc 0 regiscros de 0 en acd_diacapacidadesalumno
INFCO com.zredk.openbrave.wasy. nButton.SincronizacionIndivia g ninados: Se han eliminado
INFC com.redk.openbravo.wssy: - onButton, SincronizacionMasiva - .24-> Estudios alumno
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Threat
Actors

Nation States
Cybercriminals
Hactivists

Insider-Threats

Advanced
Threats

Novel Malware
Zero-Day Threats
Targeted Attacks

Modern Tactics &
Techniques

Y N ——
Web Gateway
Email Gateway

Web Application Firewall

- SIGNATURE-BASED DEFENSE-IN-DEPTH TOOL

Advanced
Threat
Protection

+ Content
+ Detection
* Analytics
+ Context
* Visibility
+ Analysis

+ Intelligence






t, ROOT CAUSEE #&t7| 022

0f 660 Million

Total Hostnames

. )

0f thetup 50 Domains

22%::Igliified as
oA malicious

410 Million

Existed 24 hours or less
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Gartner Five Styles of Advanced Threat Defense

mmmsTTEm——

-
2
o

-
o

it
2
L4}

=

Network

Payload

Endpoint

Real-Time/ Postcompromise
Near-Real-Time (Days/Weeks)
Network Traffic i Network
Analysis i Forensics

BLUE COAT Style 1

Payload Analysis

BLUE COAT Style 3

Endpoint Behavior
Analysis

BLUE COAT Style 4

PARTNER

BLUE COAT Style 2

Endpoint Forensics

BLUE COAT Style 5

PARTNER

Source: Gartner (August 2013)
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HA-F MALNET MANAGEMENT

N

SEARCH
ENGINE® _ 4
POISONING \
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[ — over TCP

Client

SSL session 1

IDS / APT

Forensic
Passive

Tools

|

Decrypted

Server

>
| Decrypted
Ségg\r/iiy IPS / XPS over TCP
Tools NGFW SSL session 2

D= ZLEO CHfskSSL 2ol A
Inline or passive 7+/d X| &
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I
re
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Inbound EE+= outbound SSL E2 &0 CHet AAL
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Bluecoat Whitelist

Hot ¢l AHo|ESlof
Allow Bluecoat CAS

Internet HE ) | WESERETEEPN
s /| o BLOCK
225} rf'gg orai %l o

9|Hg55<

N ETE

AN /
EfA M EHEA

(Firekye)
“\ | L7
UHA FQE Muj2  HTA
Yo E:
- File HASH
- URL
- Time Stamp
- File Name
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EHA% THREAT INTELLIGENCE ‘NETWORK EFFECT

NEW THREAT INTELLIGENCE SHARED LOCALLY AND GLOBALLY
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