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« Multi-layer Enforcement
« OO|ME: AR AT, RXIXITH SUXK MY
« | E$3: Filtering, Poisoning, Terminating
« 915 802.1x, MAC Authentication Bypass
« A=: Firewall, UTM, VPN, 7|EfEOtK|=
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* Inline Firewall, Connection Reset: AA & X o] StA|
« Switch ACL: =M KX 0{2] 0122, Stateless
« 802.1x, MAB, VLAN Steering: A|H|AEH X0 =7t

« SDN (Software Defined Networking)
« End to End H2 X010 7t& Hgt
« OpenFlow, OpFlex, OnePK, VMWare NSX, OpenStack Neutron
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e Pure SDN
- HERA 7[5 TN E SDNz}
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- Hybrid SDN
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« Forward to Normal Action
» Legacy Networking Stack L{Z =l Hybrid SDN Switch 2 &

* Distributed SDN Controller
« WAN F17t0| BfE2 HE A2 HS Remote Controller Latency =X
 Remote HIE A0 EAt=l Controller += E @
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« OpenDaylight, ONOS& 7{&t Controller & X}
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« Stateless Slow
« Statefull Filtering O|X|&l. FTP, H.323 & A=A Flow X 2|=7}
« SessionZ|Ht ZEALZ| & =7}, Fragmentation M 2|24
« MH[AZ[EF HEX O oHA
« OpenFlow 1.5: Flow State X| &0

« Deep Packet Inspection
« AtNA QI DPI O|X| &2 2 Contents 7|HE A H|A F7¢
« L4-L7 X|& 0. OpenFlow 1.5
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 Virtual Appliance
« M8 Network Appliance CHA||
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« NFaaS (Network Function as a Service)
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« ON.LAB ONOS (Open Network Operating System)

« Cloud Networking
« Control Plane 2 Cloud O|A] MH|AZ &
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« Security Apps
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e Network Access Control
« ZLY NAC AR RS 19]. 60004 12 NAC 735

Intranet Security Platform
« =2 Endpoint / Network Security Platform
« Network Access, 1%, IP2t2|, 1| X| 22|, Desktop Security, 802.1x
« Wireless Security, Device Control, NMS

Distributed Enforcement
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SDN Enforcer
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