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The managed mobile services landscape is about to become
one of the most competitively fought of all enterprise markets
-Yankee Group, 2012
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Total Devices Smartdevices Computers
Unmanaged Devices

Category 0S Family Device Name
SmartDE'\"iCE EEEE} — A2 i AN e — r‘:.._:— 1....!-._:..!_icrl.
Access Points (135) View Onboard Devices L]
Computer (L470)
Printer (3}
Device Mame : ashwath:39:mdps_generic
‘ Start Time: Jun 15, 2012 16:14.:25 PDT
1
| Expiry Time: Jun 15, 2013 22:54:07 PDT i
@ Unknown Metwork Boot Agents Owner: ashwath
@ Came Conzole @ Storage Device L )
SmartDevice Arcess Points Enable Device @
@ Computer © Printer 7 Routers Attribute Value
@ VolP Phone R
1.[ Device IMEI = 99000032505967
~ 2.| Device Type = Android 2.3.4
(») Select ALL matches () Select ANY match
g - 3.| Device UDID = 644Bb3ef8fafllal 1
. . " .
Filter: [ Category vicontains S, | \ac address =  7C:61:93:A1:C1:DC
1. 00263774d3b9 6. Product Name = HTC ADRG400L
2. 0026379fdba3 android-16c44 7. Product Version = GRJ2Z
3. 002637bced2b Cancel
4, 184617ebcedd android_9e34l. ceer e vomwx S —— S — B
5. 184617ebab3a android_27e26ae633f54063 SmartDevice Android Known
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1000+ Application Block/Unblock
Content Filtering (£l 2 latency)
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PR i 1806 Dashboard
800 :

ool BOPRN_ O[] (] A i 205817513503 e
€ 5 O G g 211.58.123.1334343 screens i/ moritoring hm )

e,

Apple Yahoo! Google Maps YouTube Wikipedia News~ Popular ™

Dashboard
APy
setuark - - My .
e ARUBA  \BILTY CONTROLLER | tamienanny b gakne
= networks
Monitoring ~ Configuration  Dizgrostics ~ Maintenance ' “
Monitoring ~ Configuration ~ Diagnostics ~ Maintenance ¥ Last updated: 03:23:49 pm Q\
Performance: i
Total traffic: 11.7 M | Click on any rectangle to filter Block { Unblock | Throdtle Qo
— = Ferformance | ppoiication = Lync-Voice (44% of total traffic, 436.5 K / 986.6 K) Block| Thrattle| QoS ‘
lisage:
Application Categories Roles WLANs Usage Block Application Lync-Voice
Application Categories
Securty
Security
A rule to block Lync-Voice will be created
 AppRF 3 AppRF and added to the Global Policy, which comes
e first i the palicy it for all Roles.
ot Isies Patential Issues
A Hide policy tables
WLkl 5
fyne-ole easyeon WLaNs [PUOPMMNN ot Folcy  Per-role Polces easyconnect
hieess Paints Access Points Roles Palicies for lync-role New Rule
. quest-self, global-sacl ' 4/6
Clients Clients (08-10le appri-ync-role-sac! Application category: | unified-communications &
hirGroup AirGroup fogen ey Application: v --Select--
lync-role lync-ac b
L e - allowall : oy
spe-role Action: dg-h32)
Details Details Defais
Priarity: alg-lync Details
o S = ) alg-lync-desktop-sharing
hepiicatons = = Applications . alg-lync-file-transfer
alg-lync-secure M
alg-lync-video
alg-lync-voice
alg-noe
5 alg-rtsp
o Lyne-Voice 211214.198.136 (L EE)
alg-sip
alg-sip-audio
alg-sip-video
alg-svp
—
alg-vocera
B Remove filter on Lync-Voice qu_m"fm
gotomeeting
i . e lync-online
tais 3 i x
tails Detaiks B Users filtered by Lync-Voice meetingplace Details
sharepoint Disable Firewall Visibility
E-mail Support A\
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 OneClick Away — &Ml UIERA Al 3t

800 demo.airwave.com W
J demo.airwave.com u + l

— ;

K‘/" & https://demo.airwave.com/user_diagnostic?mac=_88%3A32%3A9BX%3A6THIAAENIAB3 C] :E" Google

[i2] Most Visited =} Getting Started Latest Headlines ~

L FERE 42 &7 47421 \ A0 60 @ulostap: 433 ¥ Fabojoie 5141 MAD: 475
ajin
NETWORKS
Home  Groups  APs/Devices Reports System Device Setup  AMP Setup RAPIDS  VisualRF
Overview  Connected Al Rogue Clients  Guest Users  Client Detail VPN Sessions VPN Users  Tags
£E|0] 0|¥IE [ajin@arubanetwoks.com]

Event Time = From AP From AP Signal (dBm) To AP To AP Signal (dBm) Reasons

14,2, 26, 2 852 2218-ac -70 1310-ac -58 Sticky Client

14.2.25. 2T 500 221B-ac -1 1310-ac -57 Sticky Client

14.2,22, 28 11:59 221B-ac -3 1310-ac -58 Sticky Client

14.2.20. 28 11:58 221B-a -1 1310+ -59 Sticky Client
B3 2y 2218-ac ac icky Clien

14.2. 20, 2% 425 2216-ac -65 1310-ac -54 Sticky Client
MEAE: N .

14.2.19. 2T %496 1263-ac -4 1260-ac -56 Sticky Client
B2 0l&: 3 1o i

14.2. 18, 2T 356 2218-ac 73 1310-ac -58 Sticky Client
2 74: ¥ _ = )

14.2.8. 2% 12:35 1362-ac -1 1310-ac -60 Sticky Client
MAC 2 o o .

14.2,8. 28 351 221B-ac -2 1310-ac -58 Sticky Client
=t 14.2.8. 28 3:50 1263-ac -4 1310-ac 62 Sticky Client

E:

== 14.2.7. 2% 12:19 1362-ac -7 1310-ac 63 Sticky Client

14.2.7. 28 3:30 2218-ac 72 1310-ac 61 Sticky Client v At
B | 406 0848 1362 0 13102 5 Sticky Cliet
g gc:l 142628426 1263-aC -7l 1310-ac -60 Sticky Client
AlgAlzh 14.2.4, 27 10:53 1362-ac 77 1310-ac 63 Sticky Client
L E 14.2. 4. 23 10:02 1362-ac -7 1310-ac -63 Sticky Client
SAEW: 14.2.4, 2 9:57 1362-ac -7 1310-ac 66 Sticky Client
SNR(B): | 1424 2T 9:53 1362-ac 77 1310-a 66 Sticky Client
Algah 14.2.4. 2F 601 1362-ac -83 1310-ac 63 Sticky Client
golge;| | 14.2.4 27 5:38 221B-ac -2 1310-ac -60 Sticky Client
at& sl 14.2.4, 2F 418 1362-ac -70 1310-ac -6 Sticky Client

pE

o= o8| 1424 2H415 2218-ac -78 1310-ac £ Sticky Client
S5ID; ETETSINEre-WhaZ
VLAN; 68
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(] Most Visited = [} Getting Started Latest Headlines =

Suaana Sed Soman Wass @Queziaras §3doe s MA@
NETWORKS
Groups  APs/Devices  Clients  Reports  System  Device Setup  AMP Setup  RAPIDS  VisualRF
Overview UCC  RF Performance  RF Capacity  Network Deviations  Search  Documentation  License  User Info
NN MACE: B3 O o8 wiAN EH v Top | A2 Eﬁl:m 1d 1w 2w Custom
29 > ofE2iA0]H(google) > 48R (20) AE 24
Aen HO|E ¥ EE MAC %2 B4 oY el WLAN BAv
mark 236 MB 264041 1 1 19 1 1 N
1011968 217 1B 7276 1 1 9 1 1 — Win7
host/SICRIBFDFET4105. aruba 1.23MB 2607 1 i 5 i 1 =
host/WINDOWS-PSS3215.arubi 758 KB 5166 1 1 6 1 1 Windaws
abhi 648 KB 9% 1 1 5 1 1 5%
ashu 224KB 416 2 1 6 1 1
75K8 a1 1 1 6 1 1 134l +
64KB w 1 1 5 1 1 oA
ARUBANETWORKS) 61.2KB 133 1 i 2 i 1 N
syed 6058 17 1 1 2 1 1 — T3-S TG 9003
baaslove 59.1KB 139 1 1 4 1 1 113---5n-0087zn€7.c.2m.
amish 524K8 142 1 1 2 1 1 r2--5n-00972ne6.googl.
dave 419 KB 9t 1 i 1 i 1 118--51-00872ne6.900...
10.11.12.23 353K8 114 1 1 2 1 1
! . M A +
rfiler:929:mdps_generic 153KB 74 1 1 2 1 1
10.11.10.198 136KB 7 1 1 1 1 quv
bhlazke 35318 8 1 1 1 1 ]
— authenticated
1.03 K8 1 1 1 1 1
L07KB u 1 1 1 1 BB
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(3] Most Visited ~ || Getting Started Latest Headlines ~

Syrgxea $rdae demia Vadme Quermean §3 1139 M s
NETWORKS '
Groups  APs/Devices  Clients Reports  System Device Setup ~ AMP Setup  RAPIDS  VisualRF
Overview  AppRF uce RF Performance  RF Capacity Search Documentation License User Info
5 ol4 B [7] EM v Top > West | M2 EH:|2h| 40 8h 1d
Soto|HE £ ARZE (bps)
srisield BR PYo2 28] AN sseld 5 FYo2 Y8 nyNe
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5
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0
15115 15:30 16:45 16:00 16:15 16:30 16:45 17:00 715 Current Tr — g Traffic In for past 2. Current Traffic Out
= Avg Clients for past 25 .. 1 5td Deviation = Avg Traffic Out for past .. Out Std Deviation
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4 2 o2uYg Saf 2stel Fx7t
58 ol EE&LA‘ U o Z2||o|Aoj|
HE S ATE HE I L =t

“a‘@% 8Lt

MEE  Device Enrollment (Profile
Signing)

S48 2013. 2. 4.

ISE 28 271e| elEM
ﬂ Wi-Fi HIESI2
~i+ e >

2| Al SSID |

&k&\ g N

'F__Qternet / WAN L

ail_olleh & 2H 10:15
H3tel Zx|E SEBELICL - ClearPass Onboard -...

192.168.1.200/guest/de &

ClearPass Onboard
Fote| HXIE S5

 Installed the network settings.

23H|C}.

.. Connecting to byod-provisioned in 6
seconds...

¥ Refresh now
§ Manually download profile

-,/ Download root certificate

= 1

e —

Clearpass/
cdpl AERR

EAP-PEAP/ EAP-TLS v 2 1 Onboard
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B B . OIS CILHO|AS 0 Cfel Mac-F4 B2 0f2(

Root CA
The certificate authority has a self-signed root certificate and issues client

= = n
certificates locally. [Ol_l 3A‘| 7|H|_|' -tl‘El]
. | — n!
1 Mac-Z=A Z2|9H= CH2A| AL X} 7| g B
= Yol B5 2
1= CHato] ZR/ALEXE/OS/HT 7|4t 22|
Py & \
\ AHE 712 AFEXE & ClHO| A
L I_.-: 1 : .-! - x
S Y A -> ASM MX
ey o Termediate CA | £|TH 2 OF (EAP-TLS) K|S
The certificate authority has a certificate issued by another CA and issues
client certificates locally.
Device Type Dewvice Name Device ID User
samsung . . . . . . ; i
SAMSUMNG-SGH- Android mac:<40:0E:85:61:64:34 altdskinm
05 X Damienkim mac: CB:2A:14:19:47:F3 damien
ﬂ;." Windows Windows 7 Service Pack 1 mac:C0O0:CB:38:15:56:DB,5C:26:0A:04:B7:83 damien
ﬂ;." Windows Windows 7 Service Pack 1 mac:08:11:96:8B:68:20,FO0:DE:F1:9E:14:A3 damien
0s X damien-mba mac:BB:E8:56:23:63:2C damien
ﬂ;" Windows Windows 7 Service Pack 1 mac:00:21:6A:57:A8:C6,00:24:FE:eC:DAE7V damien
oS iPadz2 ios mac: B4 :FO:AB:EA:CC:39 damien
s IPhones ios mac: 18:AF:61:18:F7:55 damien
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MOl (NAC)

OnGuard
NAC, /2 (Win, MAC, Linux) Posture, Health0Ofl (& &2 Ml O

| ClearPass Windows Universal System Health Validator |

8,00 Wi-Fi
Windows XP ' JEnable checks for Windows 8
i i Windows Vista 0
Enter Login Credentials Product-specific checks &) {Uncheck to allow any product)
Windows 7 C
Username |Q | Select the antivirusproduct i
Windows Server 2008 ©
Password |Eﬁ | — - Product version check At Least % | Version is At Least
= -
Wi-Fi Loain Engine version check Is Latest s
Wireless & ) ogir Services
192.168.1.37 LJ Processes Data file version check At Least % | Version is At Least
Registry Keys
Data file has been updated in Hour(s) %
AntiVirus
AntiSpyware Last scan has been done before Hour(s)
Firewall i i _
Real-time Protection Status @No Check (Jon (JOff
Peer To Peer Check . -

Patch Management
Windows Hotfixes | seve | Cancel

@
3

3| AF SSID | _
&Q\\ I‘li “I | o 28 -
‘: \ F—Wet/ WAN il : ;
MaC|OS - oMU AESY Clearpass/
- OnGuard
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GueSt(u?jx c:u_lj |_|'Xc>oa_'—| B, iy o-T’—
D i = i
C'earpass GUESt 800 Wireless access reguest from: dskim@aroma.co.kr - ToMe
networks I Message I
— i 5 5 networks
: i et =y B,
424 5% ‘E_‘% : |€M Y] |ﬁ| M FL 5 ClE oW’ ?' . . ) .
Delete Reply Reply All Forward # Mave E@ Junk ¥ Unread  Categorize Follow Up Guegt Reglstrat'on Conﬂrmatlon
WIES3 T4 ABE A8 ORI UBE LU HiELICH ) .
Wireless access request from: dskim@aroma.cokr o
damien_kim@daum.net A guest has requested your confirmation for guest access
75 ) Sent: 2013¢ 2% 42 H29 AM 1154
FURE e To: Damien Kim Visitor Registration Receipt
T —— Sponsors Rame: | o
(B ) ‘ il: i J
reR J i ClearPass Sponsor's Email: ~ damien@arubanetworks.com
— Visitor's Name: YEH
¥ Email Address: l‘.d.afr'a‘m?a‘lm.”_:: A 700 o 7471 &R 0% AR
T Phone Number:  92-6000-8693
bR oL e i ing visi
{22 O/ e FUAE Aguestis requgstlng visitor access Company Name:  of20} &7]
£ 2ol ooy 24 [damien @ ansbanstworks com 1 GuestManager Receipt
SEOE T apane oo 8 20t 542 Your Account Details Account Username: ’ dskim@aroma.co.kr
* confirn: €8 1accapt the term: Username: dskim@aroma.co.kr
@ 1acogt e tems of e il Name: 4524 “xpiration Time: Tuesday, 05 February 2013, 11:54 AM
n Phone: 92-6000-8693
* reqired il Avisitor has requested access naming you as the sponsor. Please click here to confirm the request. \ m Rajoct
Powered by 2% Aruba Networks
A% 1412 Y8Hch! Sign In * required field
L]
. 31 A | ——
iOS _ slASSID 7 =
Mac OS \ ‘li I — TN T TR
k&k < Internet / WAN
’ \ o AES Iearpass/
an>301> — nboard
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ClearPass
=E=2cIDNRD)

|
R

® ©

WHO WHAT WHEN WHERE HOW
» User / role * Device fingerprint * Time * Location » Wired, Wi-Fi, VPN
* OS version e Date e Trusted or enforcement
* Health checks untrusted
 Jailbreak status network
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