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KIMmSuKy Operation

 jopll0l112@hotmail.com
 rshl213@hotmail.com

« kimsukyang
« Kim asdfa
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Exploit!!!
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ShellCode



2l H Y-S 5l C&C(Command and Control) S41 0|23

Email account as master

Email account as C&C client
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- system info
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03171633-0317155918 - ()

SuperPromotsiva: Hurry! . EU domains are now only 6.900v!

schyvongl 21 3@hokmail, com 0317 0317155918 - ()

ikl 101 12@hotrmail. com

ikl 101 12@hotrnail. com

7 Applications (1) [ Downloa : 03120736-1210192718. txt
{ c_03171633.txt




Referer:

Userld =

Origin:

Host: ftp-com.bugs3.com !ﬂ OEJEE

ftp-com.bugs3.com

Accept-Charset: |SO-8859_1,utf-8;q:0_7’*;q:0_3 3 hitp://ftp-com.bugs3.com/upload. php - Microsoft Internet Explorer

IR EEE 20 SARW ERUD ST

Accept-Encoding: gzip,deflate,sdch

HTTP/1.1 Q= -
Accept-Language: en-US,en;q=0.8 e
User-Agent: Mozilla/5.0 (Windows NT 5.2)
AppleWebKit/537.1 (KHTML, like Gecko)
Chrome/21.0.1180.89 Safari/537.1

FTP Oj M4

B3 ftp://_ .dothome. co.kr/ - Microsoft Internet Explorer g@@
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http://ftp-com.bugs3.com/upload.php
http://ftp-com.bugs3.com/

LUAN|] = - TeamViewer

2013 0|8 AAH 0| 251t St

(1) spl.exe (Dropper)

spl.exx
IMAGE_DOS_HEADER —
MS-DOS Stub Program y @ ;
IMAGE_NT_HEADERS | T v
IMAGE_SECTION_HEADER text ea m l ewer
IMAGE_SECTION_HEADER .rdata
IMAGE_SECTION_HEADER .data
IMAGE_SECTION_HEADER .rsrc
SECTION text
SECTION .rdata
SECTION .data
-- SECTION .rsrc
IMAGE_RESOURCE_DIRECTORY Type
IMAGE_RESOURCE_DIRECTORY NamelD
IMAGE_RESOURCE_DIRECTORY Language
IMAGE_RESOURCE_DATA_ENTRY
IMAGE RESQURCE_DIRECTORY_STRING

= COM 0066 0412 *: (2) xpsp2.exe (modified TeamViewer Client)

: KHK 0067 0412 :
TWAVE 006> 0412:
ICON 0001 0404 (4) pmspl.exe (xpsp2.exe - Execution)
ICON 0002 0404

(3) iexplore_ko.dll (TeamViewer Client Resource DLL)

ICON 0003 0404

GROUP_ICON 006E 0404

VERSION 0001 0412

MANIFEST 0001 0409 Language: Korean
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Secunty My Account Premium Mail Facebook

Darsonal Date Personal Data

Update your personal information,
Account Details

£ 3 .. a
Premium Mail First Name*: Anna

Language Middle Name:

Last Name*: Karena

Gender: E

Date of Birth: 1989-03-14

5! Yryv-mm-D0
Address 1:

Address 2:

Country*:

City:

Z1P/Postal code:

¥ Apply changes to vCard
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jhonin333@india.com

= 230 32018 PASIE Al

Compose Mail

MAIL FOLDERS

[ Junkmail

] Deleted Items
] Junk E-mail

] Sent Items

? Security Question

APPEARANCE
Theme

QEE|EE oz

Mailbox Address Book

sh (12/106) jinmyung

|. Reply | Reply all

Subject
Received

From

Comen A

Attachments

Account Data

First name:

Last name:

India
Mumbai

Subs

Print | Showshide all headars
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Malware
specimen




Interactive malware

Time consuming malware

Sandbox-aware malware




No Behavior Generated

-avior Generated “

Behavior Generated

Post-
Exploitation

=

Pre-
Exploitation |Exploitation

Asclt

B 1E EB 1€ EB 1E EB 1E E

e

Assembly

. . code
Visualization
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Memory Usage after Heap Spray
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Exact Detection of
Start point of Shellcode [EEEE_———

axeDacanac ac @D ecC ap aC aD ap ac
axeDacenlc ac @D ecC ap aC aD ap ac
AxeDeCeDn2C ac @D ecC eD ec eD aD ac
AxeDaCen3c ac @D ecC eD ec eD aD ac
AxaDaCandc ac @D acC ab ac aD aD ac

EEEEEEEEEEEEEEEEEEEEEEnnnnn?®

Critical

Property Result

AEEEERD

Result MALICIOUS

ExploitName @xBD3CFFF2
Axa030eaa2

ax8030aal12

aC 8D @C @D 42 BA @2 3C 98 75 F9 8B DA
8@ 32 FA 42 41 66 81 F9 65 83 72 F4 98
F7 F6 F7 7A 86 DE E6 EA 89 E9 3D FA (9

Exploit/HWP.EXE_SC

Severity 8

@xeD3CFFF2 [ ]

Private Memory Usage
SPrivate Memory Usage
SPrivate Memory Ratio
Submit Time

Started Time

Finished Time

Elapsed Time

Agent Name

Agent Version

Engine Name

Engine Version

Application Product Name

Application Version
Application Path
Sample Filename
Sample Size

Sample Format
Sample MD5

Sample SHAL

176.22 MB

165.81 MB

94.092%

2014 74 27 A0.34.99
201¢

201¢

12.:

DICA

elac

Ch3Cuireuniocs i auz i 2 vvvenvzuavas3eddda

axeD3Deaz2
axeb3Deai2

AxBD3CFFF2
BxBD3CFFF6
Ax803Deaa8
axe03Daaa2
axeD3Daaas
axeD3Deadr
2x80302aaE
axeD30eal2
Ax80308a13
Ax803D8alE
Ax80308a28
axeD3Deaz2
axeD3Dea2C
axeD3Deaie
axeb3Deai2
axeD3Deaid
axeD3Deals
axa030ea3A
2xa0302a3E
Ax803Daa42
Ax803D8a456
axe03Deas4
axeD3Deass
axeD3DeasC
Ax80302a5E
axeD30eace
Ax80308a6A
AxB03D8a6E

3C BA
AF 71

*

badcadecad
42
8202

6681196503
J2fa

o8

o8

42

faf7

faf7

7aB6

deeb
ead9ed3dfaca3

3db8863a38
f2fa

‘IIIIIII.‘IIIIIIIIIIIIIIIIIIIIIIIII.

119 "XDC ECX, EDI

FE FA 3D B8 @b 3A 38 F2 FA 11 F9
1le 7B 16 FA FB FA FA AS AC AD 73

IIIIIIIIIIIIII..
OR ECX, ECX
MOV EDX, @xdBcedadc
INC EDX
MOV AL, [EDX]
CMP AL, @x9@
INZ ex7
MOV EBX, EDX
ADD EDX, @x2c
XOR BYTE [EDX], @xfa
INC EDX
INC ECX
CMP X, @x365
1B 2x13
NOP
NOP
INC
DIV
DIV
IP @xffffffae
FSUBRP 576, S5T@
IMP FAR @x3ac9:8xfa3dedd89d
CMP DH, BH
CMP AL, @xba
DB @xfe
CLI
CMP EAX, ©@x383a06b58
CLI

*
..IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII‘
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Shellcode
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Reference B

« APT &4 - 22 "Kimsuky" 2t8TAE 52+ (2014/03/19)
v’ http://asec.ahnlab.com/993

« The “Kimsuky” Operation2 HHE| ol=13 [AIO 2 5 APT &2 (2013/09/12)
v’ http://asec.ahnlab.com/968

* The “Kimsuky” Operation: A North Korean APT? (2013/09/11)
v' http://www.securelist.com/en/analysis/204792305/The_Kimsuky Operati
on_A North_Korean APT
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