-

REMICHE SE 715 FA —
SOFTWARE-DEFINED PROTECTION

(3 Check Point

We Secure the Internet




(-] Check Point

: SOFTWARE TECHNOLOGIES LTD.

CHECK POINT

$1.34 Billion (Revenue)

2012 revenue, 20|12l 08B, 2006~2012 1A W MAEE
15.17%

100% (Security)

Pure focus on security
Fortune 500 7|&0| 25 Check Pointe| 1124

#1 (Threat Coverage)
Top Ranked NGFW by NSS Labs, Gartner, SC Magazine
“Leader” in Gartner Enterprise Firewall for 17" year
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Figure 1. Magic Quadrant for Enterprise Network Firewalls
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We Secure the Internet.
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TECHNOLOGY IS EVERYWHERE

~RO O
Cal o - L

The Internet of things BRINGS WITH IT NEW challenges

[Confidential] For designated groups and individuals ©2014 Check Point Software Technologies Ltd. 9
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AN EVER- CHANGING THREAT LANDSCAPE

Every year THREATS are becoming more sophisticated
and MORE FREQUENT

RANSOMWARE
HACTIVISM

STATE SPONSORED
INDUSTRIAL ESPIONAGE
NEXT GEN APTS

(MASS APT TOOLS)
UTILIZING WEB
INFRASTRUCTURES (DWS)

ADWARE
AND
SPYWARE
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THREATS BECOME A COMMODITY

WINDOWS

FIREFOX OR SAFARI

-------------------------------------------

-------------------------------------------

-------------------------------------------

" ZERO-DAY EXPLOITS PRICE LIST

AN B ER A R e ———
MAC OSX ..
ANDROID..
FLASH ORJAVA......cooviiiiiiiiiiiii,
MICROSOFT WORD
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EVOLVING AND COMPLEX IT ENVIRONMENTS

IT environments have EVOLVED with new EMERGING technologies
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HOW TO SECURE SUCH AN ENVIRONMENT?

@ IPs

5
@ URLF

@ App Control
@ Anti-virus

@ Mobile Security
-
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HOW TO AND
SUCH ENVIRONMENTS?
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WE NEED SECURITY
that Is

MODULAR
AGILE
SECURE!!!

N
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Introducing

SOFTWARE -DEFINED PROTECTION

Today SECURITY for Tomorrow’'s THREATS

[Confidential] For designated groups and individuals ©2014 Check Point Software Technologies Ltd. 16
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SOFTWARE — DEFINED PROTECTION

Integrates security with business
process

Delivers real-time protections to the
enforcement points

Inspects traffic and enforces protection \/
in well-defined segments
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ENFORCEMENT LAYER

[Confidential] For designated groups and individuals ©2014 Check Point Software Technologies Ltd.



(1 Check Point

SOFTWARE TECHNOLOGIES LTD.

ENFORCEMENT LAYER

Enforcement points MEDIATE interactions between users and systems
and EXECUTE protections

CLOUD SECURITY

MOBILE SECURITY

NETWORK SECURITY GATEWAY

ENDPOINT SECURITY
VIRTUAL SYSTEMS
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NEW PERIMETER




(1 Check Point

SOFTWARE TECHNOLOGIES LTD.

NEW PERIMETER

Segment
MPLS ~ INTERNET | Classification
N’
Enforcement Enforcement Public
Point (R AR roint

Internal

Sensitive

— — ’ Departmental

DEPARTMENTAL SENSITIVE
SERVERS SERVERS
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LAYER
Of Check Point
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SECURITY GATEWAYS

61000 System
21000 Appliance
(3 Models)

Meeting any security requirement

13500 Appliance
12000 Appliances
(3 Models)

S S

2200 App-llance 4000 Appliances o= .
600 Appliances 1100 Appliances (4 Models) 'S Ultra High End
(3 models)
(3 models)

S - -

Data Center

Enterprise
Small Br;’f‘Ch
Office Office

I!m softwareblades™
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MOBILE SECURITY

Use Business Data
within a Secure
Business Application

Only Authenticated Users
Access the Business Container

S [Restr s and individuals ©2013 Check Point Software Technologies Ltd. 24
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MOBILE SECURITY

Use Business Data
BELRBRILM  \within a Secure

Joremy Ford

Jummmmn o emremeneered® - Bsiness Application

Mark Hoefle . i | Hi Dan, please review the attached Cash Flow
Y RE: Your projects

Regards.

s Mark Hoefle

Use Emails Securely

Jeremy Ford & 1220 M

Cash Flow roport - for your review
H Don. ploase review the attached Caah Flow
ohn Thompson 2
all change required v

Use Documents Securely

is and individuals ©2013 Check Point Software Technologies Ltd. 25
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CLOUD SECURITY

| Partner ||Sales|

.......... \%
'I ---------------------

Internet

| | “[veN |Customer| %I;eting] Engineering]
[+ ~ ‘— -
Lvs ] Policy 5 “Lvs I Policy 6

Virtualized Gateways Simplify Private Cloud Security

l I softwareblades” ©2013 Check Point Software Technologies Ltd. 26
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CONTROL LAYER
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CONTROL LAYER

Generate PROTECTIONS
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ACCESS CONTROL AND
DATA PROTECTION

Control interactions
between users, assets,
data and applications

Protect data in
motion and at rest
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NEXT GENERATION FIREWALL

Controls interactions between USERS, ASSETS, DATA and APPLICATIONS
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MOST ORGANIZATIONS ARE
USING TODAY
AND IT WORKS QUITE
WELL...
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WHAT ABOUT PROTECTING AGAINST
THE BAD GUYS?

[Confidential] For designated groups and individuals ©2014 Check Point Software Technologies Ltd.
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THE THREATS WE NEED TO PREVENT

Know Unknown
Unknowns Unknowns

Threats we Threats we know we Threats we don’t
know we know don’t know know we
don’t know
IPS

[Confidential] For designated groups and individuals ©2014 Check Point Software Technologies Ltd. 33
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THREAT PREVENTION

Updated protections in REAL-TIME

enforcement
e dynamic
protections

[Confidential] For designated groups and individuals ©2014 Check Point Software Technologies Ltd. 35
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EFFCTIVE THREAT PREVENTION IS
BASED ON INTELLIGENCE

P
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THREAT INTELLIGENCE

REAL-TIME collaborative and open INTELLIGENCE
translate into SECURITY protections.

Threat Intelligence

Security Analysts Malware Research

External Internal '
Sources Sources '

CERTs Sandboxing

Security Community Security Events Analysis

Big Data
Analysis

Threat Context &
Indicators Metadata

Security Protections
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ThreatCloud
Global collaboration to fight threats

250M+ addresses
11M+ malware signatures T a
400K+ updates per day by (TR

L T

Incident response
& SOC Portal

0 THREATCLQUD"

| m——— THREATCLOUD"
Endpoints Private
ThreatCloud

Security
Indicators

Emulations Sensors Researches

[Restricted] ONLY for designated groups and individuals ©2014 Check Point Software Technologies Ltd. 38
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MANAGEMENT LAYER

©2014 Check Point Software Technologies Ltd.
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MANAGEMENT LAYER

BRINGS the SDP architecture to LIFE by integrating security
with business processes

MODULARITY AUTOMATION VISIBILITY

[Confidential] For designated groups and individuals ©2014 Check Point Software Technologies Ltd. 40
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MODULARITY

ENDLESS FLEXIBILITY with LAYERS of POLICIES

Management modularity
provides the flexibility

to manage each
segment and control

Segregation of duties
Layers of policy

©2014 Check Point Software Technologies Ltd. 41
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AUTOMATION

OPEN INTERFACES support business process changes

Open API

Web services

©2014 Check Point Software Technologies Ltd. 42
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SDP AND SDN WORKING
IN SYNERGY

Data flows between network nodes controlled via
a programmable network SDN controller.

An overlay architecture enforcing security
traffic flows within an SDN network

Data flows are programmed to pass through
SDP enforcement points
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VISIBILITY

SITUATION AWARENESS & INCIDENT RESPONSE

Collects information from
every enforcement point

Situation awareness view

Generation of new protections




Delegation and Segregation

of Duties

Granular Privileges

stall On

# Policy Targets

1 Sequre network with all threat & RNDNetwork NA I Recommended_Prafile ' Log
. o
capabilities v @ e U
1 Theestemulaton specizlrule for | M SalesSener NjA W Thiezt Sales Profle Blog  # PoligTegers
Sales server
V880

Can manage IPS only

Destination

1 all web traffic * Any * Any ICe HTTP_and_.. @ Accept
2 | Allow Michael access to BYCSite |~ M8 Michael A BYCSits % Any @ Accept
3 allow 4 admins reach eventhing | Billi * Any * Any 9 Accept

= Alex

™ John

™ Bob

Can manage Branch
Office Access Policy only

J

Simultaneous Admins

9 | Drop other connectivity to * Any M Pperimiter-GW | # Any

perimiter gateway

* Ay
perimiger gateway

12 | allow CorporajliEmail access to B Mailserver B (OMANGSPAM | 7P smip
Anti-Spam

13 | allow NY ofijl all access & RemoteQ. % Any % Any

14 | allow LAN tilremote office NY & LANsGroup & RemoteOffic. | # Any

15 |allow Bob §d Alice access NY B Alice L RemoteOffic. | % Any
Office = Bob

\_

Locked Object
Locked By: ariel
Locked On: 19/12/2013 08:31:33

@ Drop

B Perimiter-GI

@ Accept

@ Accept
@ Accept
@ Accept

J

[Restricted] ONLY for designated groups and individuals g,014 check Point Software Technologies Ltd.
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Connected Admins & Chat

=8 ¥ install poliy Check Point SmartConsole

Standard Package

‘9" Policy Overview
* W] Access
T Metwork
T Web Content
B NAT
+ M| Threat Prevention

[ [ l - softwareblades™

1. Network

Details

@ all web traffic [ 0]

Created by:

Created on:
Expiration time:
Performance impact:
Ticket number:

Rule requester:

2. Web Content

all web traffic
Allow Michael access to BYC Site

allow 4 admins reach everything

allow 2 admins reach Cellarix via
AOL

allow 2 admins reach Bosa Server
allow exchange to use smtp
Drop connectivity to the Exchange
Server

Logs

Source

* Any

aa
Dec17, 2013
Jun10, 2014
Low
123456

Johan Smith

Any
Michael
Billi
Alex

lohn
Bob

lessica
Bob

Hd BEEE W *

Alice
Shannon

=

ExchangeOWA

*Any

Hits Destination Hits

% Any

'Gv

BYCSite

Any

Cellarix

bosa

Any

ExchangeOWA

Services

Tce HTTP_and_HTTPS proxy |

Q Search Policy...

Services
Te HTTP_and_..
*  Any

*  Any

™ A0l

# Any

I smtp

TCP 551_v3
—
imap

e

Hits Install On

8080) 243

[Restricted] ONLY for designated groups and individuals

% Policy Targets

Action

@ Accept
@ Accept
@ Accept

@ Accept
@ Accept

@ Accept
© Drop

s323lgQ

Track Install g
Complet..
Log

Log

Online Users
Joe
E-mail
Mohile
ariel

E-mail
Mobile

X Diyoucrsemenewrae 77| (2
No Tasks In Progress « Joe  2online users «+ {17

©2014 Check Point Software Technologies Ltd. 46



Sessions Management

Very SmartWorkflow Qo-0x

# RobertR.

11/713

Added service:
http_and_https_proxy

4§ RobertR.
11/713

Added dastination:
Corporate-mis

D Al

@ Any

Recognized

You have 4 Active Sessions

ter
Continue Current Session
Ticket 87-598-45A
Recog )
® Recent Sessions (4)
Recog

Create New Session...

Rule Name Source

3 Remote Access 33 Mobile-vpn-user@Any

Cs

Remote Access 24 Mobile-vpn-user@Any

Rule Name Source

7 Critical Subnet 34 Corporate_internal_net

Cs

Critical Subnet 34 Corporate_internal_net

Destination

#* Any

#* Any

Destination

& Corporate-finance
& Corporate-hr

& Corporate-ga

& Corporate-rnd

= Corporate-mis

& Corporate-finance
& Corporate-hr

& Corporate-ga

& Corporate-rnd

VPN

!H: RemoteAccess

2 RemoteAccess

VPN
#* Any

#* Any

lications Service

Any Recognized

&ny Recognized

&ny Recognized

Any Recognized

&ny Recognized

Service

]

I http

L} https
I imap
TCP hitp_and_https_proxy
]

I8 http

I8 hittps

I imap

Service

¥* Any

¥* Any

l LI - softwareblades™

[Restricted] ONLY for designated groups and individuals

#* Any

I HTTPR

#* Any

I TCP
ICE HTTP

* Any

Action

9 Accept

9 Accept

Action

@ Accept

@ Accept

Track

Bl Log

B Log

Track

Bl Log

Bl Log

() Check Point

SOFTWARE TECHNOLOGIES LTD.

Q' Search
bz
v Saturday 21/12

b Sunday 22/12
4 Monday 23/12

12:35
é\ Changed IP of Network object
R&D network from 192.168.32.0 to
192.174.54.0

£ Added Tag VIP to host object
CEQ Host

le
Install On Time
#* Any #* Any
* Any # Any

4
Install On Time
=30 Corp. GW | # Any

ith
&8 Corp. GW | # Any

©2014 Check Point Software Technologies Ltd. 47
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Decisions tools

Check Point SmartConsole | Demo Mode
VPN Access Policy 1 MY VPM Access Policy 2~ Identity Based Policy ©~© Common Policy - All Sites
GatEways [
NE tccess

=
lnl“ BLADES = Nat 49
@ Threat Prevention 12

i m POLCIES @ Accept

@ . Expire rules with no hits @® Drop

_ automatically expired rules after & months with no hits .
18 Finance Al uwl Monitor

sPao  »

Source Destination Applications Service Action

NoysiH

\) MONITOR

Summary Details Logs Time Period

Legacy

Start End
Source

-"@:_' Ir‘nr‘nedlatl}f '..: 1 Mever La}rer

v =5 [T-Group

€ Remote-1-gw m_ls_] © At | 08/01/2014 © At |08/01/2014 [ (14228 |2

&3 Remote-2-gw 192 168 T L mm . .
@ .-ﬁ-.fter:| & months @| with nao rule hits

Advanced ...

E2 Remote-3-gw 172 16.

ES MNet-& 10.14.1.
& Finance -net

Recurring (Advanced)

# Add Tag

OK

R e VP TE S

® Expiration Time:  After 6 months
with no hits

Bl - «® | # joshGreen -~ | H19210101

l 1'"' softwareblades™ [Restricted] ONLY for designated groups and individuals ©2014 Check Point Software Technologies Ltd. 48



Automation — using the Rest API

[* Sample APL Policy

< C AN (& b#rS//172.23.26.11:8443/samplel/ % O =

i Apps E cpi <& My Point 0 ynet @ ClearQuest {D Grok  #§ HirePoint - Home  BCC Build Coordination ... » [ Other bookmarks

Check Point Rule Base Client Demo R80 P
Add Rule  Status: Disconnect” Refresh ” Publish]

Add a new rule

bptions

MName Source Destination VPN Service Action

5 Rule Name Any Any Any Any drop

3
connectivity

to the
Exchange
Server

H“l softwareblades* [Restricted] ONLY for designated groups and individuals ©2014 Check Point Software Technologies Ltd. 49



Web-based monitoring and
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reporting system

ESmarthw

Customized views

Overview

3 ACTIVE BLADES
| IR

002 gatemays
7 attacks.

e .y

@ AntiBot
002 gateways
TS attacks

@ Threat Emulation
004 gatemayt
Sinfected files

Top Attackers

(4

A

18umas 2 Wbanas 3% J‘

THREAT PREVENTION REPORT

Logs and Reports

| Access from PC and
aa el Tablets

78 imceonoss 17 wors |

B 15 deskiops 8 new

Ny 1280 attacks 2 dropped
Attacks Status
|
[, | 1> tocalnost082/smartview.
64% 3 e
prevented € - C [ localhost8082/smartview/
Bsots Soverh ESmarthw
e = o
) Drag or Click to add: Top hosts by number of incidents || Tophosts by traffic (bytes) o
A i A 2 %0
- : = asx e
il & - '
on —
»en pm—
d Trend s 500262
250 1 0
=P P e - .
o R =]
sox 1
Q Map !
BIMA0I0E  VMIAGTE IS TN 184464 0 - - . " - = .
%) Browse N
‘ Top hostby number of incidents tTvo
Date Report Period Sta . I
1452013 Malware Report Month (4/4-5/4) o ( :IICk to add I
1052013 Application Activity Week (29/3-4/4) ]
2042013 OLP Report Day (31/3) o I
1842013 1PS Report Week (29/34/4) ] You can move and
542013 Threat Prevention Month (4/4-5/4) (/] R o I
2732013 Application Activity Week 29/3-4/4) ] resize them latef¥, .«
2032013 DLP Report Day (31/3) o k
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SUMMARY

&
@
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SOFTWARE — DEFINED PROTECTION

MODULAR AND DYNAMIC SECURITY
ARCHITECTURE

FAST AND RELIABLE ENFORCEMENT WITH
REAL-TIME INTELLIGENCE

TODAY’S SECURITY ARCHITECTURE FOR
TOMORROW’S THREATS
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THANK YOU!
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We Secure the Internet.




