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2012 Enterprise Security Market Share

1 Cisco
2 Symantec
IBM

4 Check Point Software
5 McAfee (Intel)

6 EMC

7 Trend Micro

8 Microsoft

9 HP

10 Juniper Networks

Source: IDC Worldwide IT Security Products 2013-2017 Forecast and 2012 Vendor Shares, December 2013, IDC #245102
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A historical look at security incidents by attack type, time and impact, 2011 to 2013

conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses

2011 2012

Attack types SQL injection Spear phishing DDoS 3rd-party
software

Size of circle estimates relative impact of incident in terms of cost to business.
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Figure 1. A historical look at security incidents by attack type, time and impact, 2011 to 2013

Source: IBM X-Force® Research and Development
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Target Data Breach Case Study

Anatomy of the Target Retailer Breach

Attacker phishes a
3rd party contractor

o)

-

Attacker finds & Malware scrapes
infects POS systems RAM for clear text
w/malware CC stripe data
J ) _
. o
Attacker uses Retailer POS
stolt?cg ggicézgtials systems . Malware sends CC
i data to internal
contractor portal Attacker finds & Tt e Rl
< infects internal - . to notify
Windows file server PIng
— S \
E 0% .
'S
-
Contractor I a8
r portal '/1
r % Firewall Retailer Windows
J file server
Stolen data is
exfiltrated to FTP ¥ _ | )
Attacker FTP servers SEIVers arget internal networ
(external/Russia)
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Sampling of 2013 security incidents by attack type, time and impact

conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses
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Attack types S0L injection Spear phishing D0asS Physical access Malware X585 Watering hole Undisclosed

Size of circle estimates relative impact of incident in terms of cost to business.

28% Computer Services (1) XSS 1%
15% Government (2) Spear phishing 2%
12% Financial Markets (3) Watering hole Physical access 3%
9%  Media & Entertainment (4)

7%  Education (5)

5%  Healthcare (6), Retail (7), Telecommunications (8)
3% Consumer Products (9)

2%  Non-Profit (10), Automotive (11), Energy & Utilities (12),
Professional Services (13)

46%

Undisclosed

SaL injection—— l 3%

1%  Industrial Products (14), Travel & Transportation (15),
Wholesale Distribution & Services (16)

<1% Aerospace & Defense (17), Insurance (18)

Fignre 2a. Sampling of 2013 security incidents by attack type, time and impact

Source: IBM X-Force®® Research and Developmant
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Java vulnerability disclosures
growth by year, 2010 to 2013

originating in either the core Oracle Java or in IBM Java SDKs

2013 Gz
2012 CHNES A significant
2011 NG5S

2010 GHNSS®

INCreasc

Figure 5. Java vaulnerability disclosures growth by year,
2010 t0 2013

Source: IBM X-Force® Research and Development
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Exploitation of application vulnerabilities

from survey of 1 million Trusteer customers, December 2013

Oracle Java
B Adobe Reader
50% ™ Browsers
M Others

Figure 4. Exploitation of application vulnerabilities

Source: IBM X-Force® Research and Development
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Leveling '
2013

2012 IS R24»
2011 CEEENTNe9

A significant
increase

2007 GEEENGIS4AD
2006 GEEEEEENGI92D

From 1996 to 2006, vulnerability disclosures grew quickly
and steadily, from less than 100 to almost 7,000.

decline

Figure 8. Vulnerability disclosures growth by year, 1996 to 2013

Source: IBM X-Force® Research and Development
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Web application vulnerabilites by
attack technique

as percentage of total disclosures, 2009 to 2013

20%

15%

0%
2009 2010 2011 2012 2013
Attack types XSS SQL injection Other web File include
applications

Figure 11. Web application vulnerabilities by attack technique,
2009 to 2013

Source: IBM X-Force® Research and Development
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Unpatched vulnerabilities
The total amount of unpatched vulnerabilities recorded
dropped by 15% in 2013.

This is improving

2013

Figure 10. Vendor patch rates of publicly disclosed vulnerabilities,
2009 to 2013

Source: IBM X-Force® Research and Development
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OpenSSL HeartBleed Vulnerability?!!1!!

Manage Vulnerabilities = By Asset = By Vulnerability Instances

Search Parameter(s)

IP Address Asset
Name
- .| q1hurvm...
Log Management Vulnerability _ gthuvm..
System / SIEM Intelligence . gthurvm...
Service

Vulnerability Management Vulnerability

System \ Scanner

Management Reports

Configuration

Baselines ZF

Patch Management
System

14

Asset With Assetld Equals

. g1hurvm...
. g1hurvm_..

. qthurvm...
. qthurvm...
. glhurvm_..
. gthurvm_..
.| gthurvm_..

Display:

Instar

(Clear Filter)

Vulnerability

Portmapper - Potential Problem Typically Unused Service
2010-4478 - OpenSSH - Security-bypass Issue
2014- -

SSL - Self-Signed Certificate

2014-0160 - OpenSSL - Private Kev Theft - Heartbleed Overrun
SSL- Anonymous Ciphers Supported Issue

10-5107 - OpenBSD - OpenSSH - Denial of Service
2012-0814 - Open - 1sclosure Issue
2011-5000 - OpenSSH - Denial-Of-Service Issue
2011-4327 - OpenSSH - Information Disclosure Issue
Trace Route Information

Web Service is Running
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1BM Security Network IPS
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DB 23}, ELHE A2

Apache

CRM Payments

Oracle ‘Informixr

File Servers FTP Servers v

R

sotaris XIXL

WebLogic

Custom Apps
Sybase Access

Email Servers
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Log files
Password files
Configuration files
Archive

Log files
Password files
Configuration files
Archive

Data files
Transaction logs
Exports

Backup

File shares
Archive

Content repositories
Multi-media
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Security Intelligence . :
Yy g secunty Intelhgence

and Analytics
9
Advanced Fraud

Protection

Advanced Security
and Threat Research

Advanced Researe"
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Identity and Data
: Threat &
ZHe| 02| Access Information Assurance .
: Vulnerability
Management Protection
People 25 & &2 5 HS 2 s & 23}
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Security devices
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(S Network and virtual activity offense
¢ |P reputation
= | Data activity * Geographic location Offense identification
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¢ Application activity incidents
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IBM Security Systems Portfolio

Security Intelligence and Analytics

QRadar QRadar QRadar QRadar
SIEM Log Manager Risk Manager Vulnerability Manager
Advanced Fraud Protection
ORI - Trusteer Pinpoint Trusteer Pinpoint Trusteer Mobile
PP Malware Detection ATO Detection Risk Engine
Identity Guardium AppScan Network e
Management Database Security Source Intrusion Prevention P
Access Guardium Vulnerability AppScan Next Generation Mobile & Endpoint
Management Assessment Dynamic Network Protection Management
Privileged |dentity Guardium / Optim DataPower Web SiteProtector Virtualization and
Manager Data Masking Security Gateway Threat Management Server Security
Federated Key Lifecycle Security Policy Network Mainframe
Access and SSO Manager Manager Anomaly Detection Security

IBM X-Force Research
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response
to improper access from within and outside your enterprise. Improper access can result in information being altered, destroyed or misappropriated
or can result in damage to or misuse of your systems, including to attack others. No IT system or product should be considered completely secure
and no single product or security measure can be completely effective in preventing improper access. IBM systems and products are designed to
be part of a comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems,
products or services to be most effective. IBM DOES NOT WARRANT THAT SYSTEMS AND PRODUCTS ARE IMMUNE FROM THE
MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.

www.ibm.com/security
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