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OpenSSL Security £

E extension can be
used to reveal up < server.

Only 1.0.1 and 1.0. - acted including

1.0.1f and 1.0.2-bet:
Affected users shoulc g. Users unable to immediately
upgrade can alternat SSL with -DOPENSSL_NO_HEARTBEATS

1.0.2 will be fixed in 1.0.2-beta2.

7

Source : http://www.openssl.org/news/secadv_20140407.txt
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Blog posts for Heartbleed bugs on HP
Security Research Blog :

228 T g6l SlEBC S §Y T zuEvge e * Heartbleed protection with HP TippingPoint :

P T TR T e EeET IR http://h30499.www3.hp.com/t5/HP-Security-Products-
TR e i1 j Blog/Heartbleed-protection-with-HP-TippingPoint/ba-
@y O e j p/6444226#.U0IlCvmSw-0
N s Sy *  HPSR Software security content update - Heartbleed bug
IR o AWl oIc20le | detection (HP Weblnspect):
.é.%% http://h30499.www3.hp.com/t5/HP-Security-Research-
s J Blog/HPSR-Software-security-content-update-
iy s - Heartbleed-bug-detection/ba-p/6445654#.U0ii3vmSw-0

* Heartbleed causes heartache :
http://h30499.www3.hp.com/t5/HP-Security-Research-
Blog/Heartbleed-causes-heartache/ba-
p/6444868#.U0ikJPmSw-0

*  Thoughts on the Heartbleed bug:
http://h30499.www3.hp.com/t5/Fortify-Application-
Security/Thoughts-on-the-Heartbleed-Bug/ba- @
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diff --git a/=s=1/dl both.c b/=2s1/dl both.c
index 7aS55%6a..2efBcf&l 100644 (file)
--- &/g3l/dl_both.c
+++ b/331/dl_both.c

B@ -1459,26 +1459,36 @EF dtlsl_process_hs
unsigned int payload;
unsigned int padding = 1&; /*

diff --git a/s=1/t1 1ib.c b/=21/t1 1ib.c

index bE2iada . hddiidd liifdd (file)

g3 heartbeat (35L *3)

- /% Read type znd payload le Uze minimum padding */
- hbtype = *p++:

- n2z(p, payload):; ch firat */

- pl = g

if (s->msg_callback)

3-»mag_callback(0, =3

£3->33->rrec.

3, s->msg_calll

0, 3-»version, TL31_RT HERRTBERT,

+ /* Bead type and pavlcoad length £
+ if (1 + 2 + 168 > s->33->rrec.lengt »rrec.data[0], 3-»33->rrec.length,
+ return 0; /* silently disca »msy callback arg):
- hbtype = *p++; - -
+ n2s(p, payload); . N
+ if (1 + 2 + payload + 16 > 3-333->rre W payload length first */
+ return 0; /* silently discard 8 > 3-»33-»rrec.length)
+ Bl = p; rn 0; /* 3silently discard */
’ if (hbt TL51_HB_REQUEST) B
i ==

n{}e _HB | payload) ;

unsigned char *buffer, *bp: {1 + 2 + pavlead + 16 > 3-»33->rrec.length)
+ unsigned int write_length = R ol o be return 0; /* ailently discard per RFC €520 sec. 4 */
+ 2 heartieas gth = 1=np:
+ payvload + Sade

int r; )

I (hbtype == TL31 HE REQUEST)

+ if {write length > 5513 RT MAY PLAIN LENG {

+ T a: i B
+Source:http://git.open'_:,sl.g‘?g%:i[%web/?p=open'_~‘.sl.git;a=commitdi1‘f;h=96db902 unsigned char *puffer, *bp;




QESSL SIEE2|C 2|9H0| HAH0] L 2|0f Bt Y EL E20|D

=)= _+_EE%’—1|01 O] Al O]

AEI= |25} yorsicie 222101310 w21t

Source : http://www.etnews.com/20140415000041 @
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Static %5' &'.'-F-_'-*—'.' n

Dynamic %3'.‘ -F-'_—*-'.‘ n

* White Box Testing .

A ZHIsct 2ot 2|fH M&?  + Black Box Testing
. SOFZ|OFY AL HAHZ) =2 Y olii5 2ot 2 FHo Chot - A 3HIMSTHEQHZAH HE(])
« AATE Ao HOHZ|oFH gudeglis FHIMAS . Horz|ord 2 MaQ A2 (A5HE 0l
HMEDHAIS 2489
- QI EORR| Ok A AH Y- - QI HORYH S E SHAH ER
AHE + %! Request /ResponseS S5t

Hotz|ory 4
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Hybrid 2.0 £ 0 z|QFd 2 A

B8 ATl 2EFQI BA J/5 ( Gray Box Testing) — Find More(missing Paths)

@ Find More : 2e101 247812 S22.40| crawtingol 2/s14 Missing =] R B 21942
sSHEY7(0)| AT, EAH YRS Sl

U4
I

administrator.jsp
-
,—
----_--- backup.jsp

v ¥
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ST/ 2l : S2E4 7/2 (White Box Testing)

(OWASP Top 10 App Security Policy)

Crawl 983 of 983 Scan
Type: Site
Audit 567 of 2.567 Duration: 08:05:46
it 2, of 2, OWASP...
[ b}
Scan Status Vulnerabilities 1 . .
e osts: . Crawl(session) : 748
mplete 23 Audit S
Issues(=20tz|ofz) : 58
Activity Req/Sec Attacks Sent: 80,089
Crawling © - 16 e
- 12 -
Auditing  © - Total Requests:
Other Evt/Sec i . 3 Failed Reguests: 4
Script Execution - - — seript Includes: 15
i Critical High Medium Low Info Best Macro Requests: 1
SecurityScope Mot Detected Practices 404 Probes: 407
404 Check Redirects: 19
Attack Type Attacks n ﬂ [ (%] W Verify Requests: 0
Manipulation 31,571 28 2 g 0 0 0 Logouts: 0
Explaratory 18,081 0 0 0 1 0 0 Macro Playbacks: 1
QOther 30,437 1} 2 7 g 3 12 AJAX Requests: 2
Script Events: 45,803
Kilobytes Sent: 98,908K
KilobytesReceived: 1,383,9... . :
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Hybrid 2.0 2 OHF[ 2™ 2N

http://172.16.100.20:8080/WebGoat-5.4/attack?Screen=601&menu=800 I

Vulnerability to Review: | #% SQL Injection (c

Response Stack Trace Vulnerability | Attachments |

Egilré I':Ebﬁiig'?ﬁ;gtigci;gc;gegggj Vulnerability to Review: ## SQL Injection (confirmed) w» | [> Retest P M
S e

e e e 177.0; caf | X-WIPP-RequestID: 620417d2-d95a-456a-9bSe-06b6bfO8797

Cookie: JsESSIONID-scorcecozaaroad | COMeNE-TYPe! text/ntnl; charset-150 83591

I http://172.16.100.20:8080/WebGoat-5.4 fattack?Screen=601&menu=800
Browser Request | Response | Stack TF.I

Content-Type: application/x-wwmw-f

Content-Length: 31

User-Agent: Mozilla/5.@ (Windows; pgacne-coyote/ 1.1

Host: 1/2.16.109.20:8080 K-WIPP- "I.I‘EPSan java / 1.3 / WIN-1BICR1EIJIVG_ 2776

X-5can-Memo: Category="Audit.Attad X-WIPP-Update: Application

X-RequestManager-Memo: StateID="34 | X-WIPP-User-Logged-On: true

. 3
username=%27%@90R&SUBMIT=5ubmit Content-Length: 308473 ° HTTP Requesthespons




Hybrid 2.0 £ 0 z|QFd 2 A

£47/5

Crawl 1,751 of 1,751
Audit 5,756 of 5,756
[ ]
Scan Status Vulnerabilities
Completed @ 34
Activity Req/Sec
Crawling © - 2 20
Auditing O - 1
oOther Evt/Sec - 5
Script Execufion - ﬁ
- Critical High Medium Low Info Best
SecurityScope Detected Practices
Attack Type Attacks O [~ Y (%] (7]
Manipulation 32,286 34 2 g 0 0 0
Exploratory 385 0 0 0 0 0 0
QOther 2,784 1} 9 12 s 5 20

Hybrid 2.0 2 QHF| 2 H 2 M

AW : 2HEFRI BA 718 ( Gray Box Testing) — Find More & Fix Faster

Scan

Type: Site
17:38:21
OWASP...

Duration:

Palicy:
Crawl

Hosts:
Sessions:
Audit
Attacks Sent:
Issues:

Crawl(Session) : 1,248
Issues(=£0tz|2A) : 88

Total Requests: 46,685 (e === -I

Failed Requests: 3

Script Includes: 13

Macro Requests: 1

404 Probes: 476

404 Check Redirects: 23

Verify Reguests: 0

Logouts: 0

Macro Playbacks: i

AJAX Requests: 2

Script Events: 56,525

Kilobytes Sent: 56,963K )
KilobytesReceived: 756,998K <
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EAMT8 ATl 2HEFQI 2A F/E ( Gray Box Testing) - Find More & Fix Faster

http://172.16.100.20:8080 /WebGoat-5.4/a 1
http:/ /172

Vulnerability to Review: 0 SQL Injection (c http://172.16.100.20:8080/WebGoat-5.4/attack?Screen=601&menu=500

]M Request | Response | Stack Tﬁl Vulnerabil

POST /WebGoat-5.4/attack?sSc r'een=65
Referer: http://172.16.108.20:828
Content-Type: application/x-wwmw-f
Content-Length: 31

Vulnerability to Review: # SQL Injection (confirmed) [ Retest | MarkAs ~ & Options...

Response Stack Trace Vulnerability Attachments

# SQL Injection

Accept: */* . SecurityScope Trigger:

Pragma: no-cache X-WIPP- SELECT * FROM usersystemdata WHERE username = "\tOR'
User-Agent: Mozilla/5.8 (Windows; X-WIPP- SecurityScope Stack Trace: m

Host: 172.16.100.20:8080 X -WIPP- at org.hsgldb.jdbc.jdbcStatement. executeQuery(Unknown Source)

Connection: Keep-Alive

K-WIPP: AscVersion=10.1.177.@; Cap
X-Scan-Memo: Category="Audit.Attad
X-RequestManager-Memo: StatelD="3§ Date: T 1
X-Request-Memo: ID="620417d2-d95a Content atjavax.sen.rlet.http.HttpSeanet.service(HttpServlet.ja A
Cookie: JSESSIONID=9COFEEEG2G6LFIACL at javax.servlet.http.HttpServlet.service(HttpServlet.java:

username=%27%090RE&SUBMIT=Submit ' o o
e B s warsrs st e 52 LS Activity

|HHER(AATE:2IQ1) 33

at org.owasp. webgoat Iessons ThreadSafetvProbIern createContent[ThreadSafetmeblem java:o08)

X-WIPP-

Cﬂnteht at org.owasp.webgoal.lessons. [Nread>arelyFroblem. Najd EEQUES

at org.owasp.webgoat.HammerHead. makeScreen[HamrﬂerHead java:367)




Hybrid 2.0 2 QOFF| 2FH 2 M

Hybrid 2.0 £ 0 z|QFd 2 A

S8 LTl SHEQ EZ ’=’ 41 7/&1 (Gray Box Testing) — Find More & Fix Faster

) Find More & Fix Faster: 2ietel 247|412 S840 crawling0] /3 A Missings] {2
LS w5t 0|2 S22 of 2, E O AR 2| S &l sini stack TraceS S

SO YN AATE 2IO1S ez pict.

SHALH + HEIY OO HE 49

LUPYHIYIHIL Y U 1 Al HIE CUTTPally. AW TIYHIL TEDTI VEU. ULHET LIGUTTHAIRD dit 1TYIDLEITU LU AuTiiaiRd aliu Uit PlUPE! UTED Ul UISH 1E2PTLLVE UWIITE D]
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Static %‘,' &'.'-.'?_'-*—'.'

n Runtime T1E}Q 2 A n Dynamic S22 n

LOPYrgnt W Zu 14 an far Lompany. AW rignis reservea. utner trduemdrks dre registerea trauermdrks dia tne properues or wneir respecuve owners.

White Box Testing .
SOt ML HAHE) ’
AADE 20| ROk OFY
SMELAE

22120l 2ok o A Y
A3

Gray Box Testing * Black Box Testing
O S2|7|0]d L} A3l Z2M|A o AXZHIISE ook HE(/]N)
DL « HOotz|okYy M+ A3 (A&t 2l
SHEM SE M AA 50 2E= A, 2AMH2Q)
ot HACH Y STH(Hidden - AU EZAY S E BAYH ER
applications) % Request /ResponseS St
Stack TraceE S5 M2 20 2|23 HOotZ|ord HE

s B2 Al



Hybrid 2.0 £ 0t |

=& 78] 4 7f: Lining up with Attack and Source Code

Ok LA
i = R Ly

Hybrid 2.0 E QOF| kK 2

=y

HotZ{ k1 HotzoFHn otz m
RN | ey S 2
» (Category:SQL » (Category:SQL « (Category:SQL
Injection Injection Injection
* Package : path8.subdir + Package : path8.subdir
e (lass: Cart Class: Cart
* Filename : Cart.java * Filename: Cart.java
\e Line:359 * Line:359
. ID:482 - ID:297 o . ID:297
(M= Y IFY (2) 2Ot [ oFd A A &M SHEME B Y EH ER

LOPYNygnt © cu 14 dn nr Lompdary. AW rngniLs reserved. utner urdueimdrks dre regisiterea wrduermdrks dna tie properues or wneir respecuve owners
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Hybrid 2.0 E0F z|QFd E A

_F/(-/OA

o_‘_l__l_

n Static Analysis a Dynamic Analysis n Runtime Analysis

Fortify SCA/SSC HP Weblnspect/'SSC HP WebInspct Agent

(SecurityScope)/'SSC

Runtime Agent

Web apj;lication

L L L
o AATC ol HOt 2| ok » Running Application Cl{ 4} - HERJEAM
A9 Horzokd A9l - OfS2|#H|0|d L& A3
« Static/WhiteBox/ Internal  Dynamic/BlackBox/External D L|E{2l(Stack Trace
« 21749] 7He A O] | (sava, SDLIEE)
Objective-C, ASP.NET, C#, VB.NET, PHP, . Java,.NET

COBOL, ColdFusion, Classic ASP, ...)

LUPYIIYIL Y cU 4 ail e Lulipaiiy. Aw gt ner uaucinarKS aic reyisie

Note : 1SSC (Software Security Center) . 7‘*/57‘4/3*& )| —.'?'_— 7|01| O|3H —’.‘—é‘%l E?_*—?—lgf;é;* el SHUEM HS AL



Hybrid 2.0 20t 2| 2F4 A

=2£9/3

o 143

S3He| 24|

LA} O Z 2] 70| M :

Hybrid 2.0 2 QOFF| 2FH 2 M

« OWASP WebGoat 5.4 ( Security PracticeE 9|6l o] =X © 2 H Ot kX 2 ElX|| S Open Source)

n
-

r
10
2

=

oFY £ M ZIHE:

1}(Static) : HP Fortify SCA
1}H(Dynamic) : HP Weblnspect
A A 1H(Runtime) : HP Weblnspect Agent (SecurityScope)

it ofn o
1 1 HE
0° AL AT

M
L

Fortify Software Security Center(SSC) :

¢ HHISHIAEIY £47(0] O3 £ AT HOHHOFY Ta| A (HTEM) A A

Copyright © 2014 an HP Company. All rights reserved. Other trademarks are registered trademarks and the properties of their respective owners.
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o2 E M/ : Runtime Hybrid 2.0 L

 Create Project Version x

n = Project Version Project
Dependencies Projects serve as top-level containers for one or more projectversions.
Busiess AEnbules (=) Create New (_) Use Existing

¢ Name | Technical Attributes
Project Template Mame = Runtime Hybrid 2.0

Description s EAR7 - | HP Fortify Software ... % | () . | CINAVER |@ iROCK: Login

-
Il ' HP Fortlfy Jvllrvu-uﬂu\urltl LGy
Dashboard Projects Reports Administration
Projectversions conta

Name = Projects

Version

Description View By | Project Mame v | || Show Inactive Versions

@, Search | Search Filter: None

2 records found

& Add

¥ Runtime Hybrid 2.0

Elzo O Mo analysis results exist



Hybrid 2.0 H QF| kX 2M

Hybrid 2.0 =2 OF 2|02 2.
5348/

SCA(AA), SecurityScope(21E}Q]), 52 (Weblnspect) £+ 2 OtA

\FF) HP Fortify Soft
Projects Reports

Projects

View By | Praoject Name

@&, Search | Search Filter: None

2 records found

S Add Selectitem and..

Version

Dashboard Projects

Projects i Runtime Hybrid 2.0 - 2.0

Static/Dynamic/Runtime 7{|&
& Project: Runtime Hybrid 2.0 - 2.0 HoIAAA N2 E

lssues Artifacts General Reports

Analysis Results

¥ Runtime Hybrid 2.0 3 records found

£ Upload H & Refresh | Selectitern and... 3 i)

Upload Date Uploaded By SecurityScope | Weblnspe Othe Audit| Status
04M15/2014 4:58:24 PM admin (default user,... [ ] Processing Complete

04M15/2014 3:53:24 PN admin (default user,... . Processing Complete

Copyright © 2014 an HP Company.| 04/15/2014 3:52:02 PM

admin (default user,... Processing Complete



Hybrid 2.0 £t

5382

Audit Issues (WebGoat T2 A E H O]

Dashboard Projects

Projects » Runtime Hybrid 2.0 - 2.0

|&§| Project: Runtime Hybrid 2.0 - 2.0
Issues | Artifacts | General | Reports | Event Log

i Current State I Trending ]

Current State

Last measured on 04/15/2014 4:59:49 PM

Total Issues
Total Issues Audited  0.00% E
Critical Priority Issues 1106 E

Critical Priority Issues Audited  0.00% E

Analysis Results

Analysis Type Latest Scan Date

SCA 03/26/2013 1:23:18 PM

Administration

Certification

Valid

—

Access

OF{

=

Issues
"

3]
=

i

ast | v |ﬁ»\uditlssues| |0D0

Local File IncIusion.l’Readin'Vulnerability(‘Z)
hizzing Contelt—Type Header(2)
Mizzing Cross-Frame Scriﬂing Frotection (2]
Passuuo'd Field Masked (1)

—— -
Fazanord banagement: Empty P assword (5)

Fasamord bManagement: Hardeoded Password (19)
Path Manipulation (107
Privacay Winlation (1427
Seipt Directory Chedd (1)
SetCookie does not use HTTPOnby Kewnard (207
S0L Injection &7
S0L Injection (oo nfirmed) (20
System Information Leak (71)
Unenorypted Login Formi(E)
Unirerzal Arbitrany Command Execution (Baddics) (1)

Unreleazed Resource: Databaze (176)

Hybrid 2.0 H Q| FH &

A

=~
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Audit Issues ( £ 9F%| QA

Dashboard Projects Administration

Projects i Runtime Hybrid 2.0 - 2.0 - lssue List

Filter Set | Developer View '|

Critical (1108} High (284) Medium (21)
M Critical (1106}
Group By | Correlated v |

Select All None

[V false-[0/1058]

V] true-[0/51] L\\,

|| Issues for: admi

Low (48)

Correlation)

All (1459)

| 4 [ ]

Search

View Options

i

Logout

Account

Preferences

elearning

Ol 2|2k Correlation (Group By : Correlated )

Primary Location

Wl AbstractLesson java53d
Wl AbstractLesson java: 769
Wl AbstractLesson java 768
Wl AbstractLesson java: 771
Wl AbstractLesson java: 771
Wl attack
attack
attack
attack

attack

i _attack

Copyright © 2074 an HP Company. All rights reserved. Other trademarks are registered trademarks and the properties of their respective owners.

e true-Correlated Issues
false —uncorrelated issues

Category
Cross-Site Scripting: Reflected
Cross-Site Scripting: Reflected
Cross-Site Scripting: Reflected
Cross-Site Scripting: Reflected
Cross-Site Scripting: Reflected
Cross-Site Scripting

SQL Injection (confirmed)
Cross-Site Scripting
Cross-Site Scripting
Cross-Site Scripting

Femmn Diba o

—

Analysis Type | & | b
®:=ce

@ sca
®=cr
@ sca
® sce
WEBINSPECT
WEBINSPECT
WEBINSPECT
WEBINSPECT
WEBINSPECT

WWERIKMSPEMTT

Welcome admi

Abo

[4]
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5348/

Audit Issues ( 2 92| 2FA Correlation)

Dashboard Projects Reports

Projects - Runtime Hybrid 2.0 - 2.0

Filter Set | Developer View

lzsue List

Logout Account Preferences

Correlation Group 1
 Weblinspect + SCA + SECURITYSCOPE

=
1
Issues 1

v | [] Issues for: admin

Critical (1106) High (284)
M Critical (3 of 1106)

Group By | Carrelation Group

Medium (21) Lowr (48) All (1459)

Jissues in current seath filter

Selectitem and... | View Details 1

Select: All None

Caorrelation Group 1-[0/3] %
Caorrelation Group 10 -0/ 3]
Caorrelation Group 11-[0/3]

Caorrelation Group 12 -[0 /1]

Caorrelation Group 3 - [0/ 18]
Correlation Group 4 - [0/ 4]

Correlation Group 5-[013]

Primary Location Category Analysis Type

Wl attack SQL Injection (confirmed) WEBINSPECT

Wl ThreadSafetyProblem.java: 93 SQL Injection ®:sca

Wl ThreadSafetyProblem.java:9a SQL Injection @ SECURITYSCOPE

¥

L

L

L

|| Carrelation Group 2-[0/2]
L

L

L

4

Search

View Options

A

=~




Hybrid 2.0 20t 2

5382

Audit Issues ( &2

Dashboard Projects

Projects )~ Runtime Hybrid 2.0 - 2.0

Qtz|2FA Correlation)

Administration

Issue List

Filter Set | Developer View

Issues

Hybrid 2.0 H Q| FH &

Logout Account Preferences

- | ] Issues for: admin

Critical (1106)
M Critical (3 of 1106)

High (284)

Group By | Correlation Group

Medium (21)

Low (48) All (1450) 3issues in current search filter
Selectitern and..

Select: All None

Correlation Group 1-[0173]
Caorrelation Group 10-[0/3]
Caorrelation Group 11-[0/3]
Correlation Group 12 -[0/1]
Correlation Group 2-[01/2]
Correlation Group 3-[0/18]
Correlation Group 4 - [0/ 4]

Correlation Group 5-[01/3]

I A 1

Correlation Group 6-[01/3]

Primary Location

=

ml attack

Includes correlated issues

e
—

3

Search

View Options

Wl ThreadSafetvProblem java: 98

Jjavaag

Category

S0L Injection (confirmed)

SQL Injection
S0L Injection

Analysis Type
WEBINSPECT

@ sca

) SECURITYSCOPE

2101 2|5l| A= Double Click

A

=~
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Hybrid 2.0 =2 OF 2|02 2.
5348/

Audit Issues ( £2.0r2|9FA Correlation) 424 §CA

* ThreadSafetyProblem.java: 98
» SQL Injection (Input Validation and

Projects - Runtime Hybrid 2.0 - 2.0 b lssue List b ThreadSafetyProblem java:g8 Representation, Data flow)

I = = | _File: fomcatiwebanns(WenGobtWEB-INFiclassesiorglowaspiwebgoatilessons Thread SafetyProblem java 1 € [~

a0 if (!"™".eguals|currentlser))

a1 {

SQAL Injection (Input Validation and Representation, Data 92 Thread.sleep(1500);

flow) 93

On line 98 of ThreadSafetyProblem java, the method createContent() 94 // Get the users info from the DB

Projects GG | Administration |

—

4 Issuetof3 Filter Set: Security Auditor View, Folder:

invokes a SOL query built using input coming from an untrusted source. | := (B) Assignmentto query
This call could allow an attacker to modify the statement's meaning or to 95 String query = "SELECT * FROM user_system data WHERE user name = "™ + currentUser + "'";
xecute arbitrary 0L commands. 96 Statement statement = connection.createStatement (ResultSet.TYPE_SCROLL_INSENSITIVE,
a7 ResultSet.CONCUR_EREAD ONLY);
[#) (9) executeQuery(0)
Analysis Trace Result3et results = STEtEment.executeQuery (guery):

. [0

User |N0tSet Details Recommendations History Correlated Issues Screenshots

Analysis | Mot Set Abstract:

On line 98 of ThreadSafetyProblem java, the method createContent() invokes a SQL query built using input coming from an untrusted source. This call could allow
=) Comments an attacker to modify the statement's meaning or to execute arbitrary SQL commands.

Explanation:

Click to add comment




2
Hybrid 2.0 £Qt 3

5249/

Ol =
= - D E
[ Proo ava : 98
" HO O 0
AUC 5 L0 atlC Rule ID: 9B5F0161-88EC-4104-B70B
D18 5 5
I D
! »
Projects - Runtime Hybrid 2.0 - 2.0 - |zsue List = ThreadSafetyProblem java:98 :
) D
= : 1
o Thread SafetyProblem.java:98 & |- @J s File: orglowaspiwebgoatilessons/Thread SafetyProblem.java I 0 aw Qo a()
97 I
Issue 2 of 3 Filter Set: Security Auditor View, Folder: = =
4 b iy . [amr (1) executeQuery L
SAL Injection (Input Validation and Representation, 98 ResultSet results = statement-executEQueryi(query]; =
runtime) 99
https:/icontent. fortify. com/products/350/rta/descriptions/fjava/sgl_injection. 100 if ((results != null) sz (results.first() = true)) M
htm?version=2013.3.0.23 [4] [ 1] ]
: Details Recommendations History Security Scope Details Correlated Issues Screenshots
Analysis Trace 1
ool ThreadSafetyProblem java:98 - executeQuery Request Function Call  org.hsgldb.jdbc.jdbc Statement.executeQuery() @
v - -
" o . Path lattack Triggers SELECT * FROM user_system_data VWHERE
user_name =" OR'
— Referer  http:M72.16.100.20:8080WebGoat-5.4/attack? Screen=601&menu=800
User | Notset v Method  POST s
Analysis | Mot Set v| Parameters  |Screen:G01
= M
) Comments Cookies | JSESSIONID=0CIFEEER264FIACCI513C2A412569B57
Click to add comment
| a) i ]-| .l
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SEM

4= WeblInspect

SQL Injection (confirmed) (Input Validation
and Representation, pentest)

Projects ) Runtime Hybrid 2.0 - 2.0 - ssue List - attack & |7 ||t lssue List

attack
4 lssue3of3 b Filter Set Sec hitp://172.16.100.20:3080/WebGoat.5.4/attack
Method POST

SAL Injection (confirmed) (Input
Validation and Representation, Vulnerable Parameter username

pentest) Attack Payload |username: %27%090R
Critical SQL Injection vulnerabilties have
been identified in the web application. SQL
injection iz a method of attack where an
attacker can exploit vulnerable code and the I Request I Response Stack Trace J [v] Auto-scroll  [V] Wrap Text Iﬁl
type of data an application will accept, and
can be exploited in any application
paramster that influences a databaze query. ||
o [

X-RequestManager-Memao: StatelD="36", ID="a5040421-f5d5-418a-97-13cc2e7116a5";
X-Request-Memao: ID="620417d2-d95a-456a-905e-06b60fc08797"; Threadld="65"
Cookie: JSESSIONID=9CIFEEER264FIACCE513C2A412569B57

L= |

username=%27%090R&SUBMIT=Submit
User | Mot Set

L= |

Details Recommendations History Correlated |ssues Steps Screenshots

Analysis | Mot Set

=) Comments ) |4 | & | Location Type

) aftack WEBINSPECT
Wl ThreadSafetyProblem java: 98 @ SECURITYSCOPE

Click to add comment

Wl Thread=afetyProblem java:9a ® sca

" [
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Audit Issues ( 2 92| 2FA Correlation)

File: \WebGoat-5.4/attack EY KM

URL  http:/1M172.16.100.20:3080/WebGoat-5.4/attack
Method POST

Yulnerable Parameter username = _I_F.'__&ll weblnspect
Aftack Payload |username: %27%090R HTTP/1.1 200 OK

Request | Response Stack Trace [¥] Auto-scrall [¥] Wrap Text |

HTTPM.1 200 Ok

Server: Apache-Coyote/1.1
H-WIPP-Version: java/ 1.3/ WIN-1BICRAETG_2776
H-WIPP-RequestlD: 620417d2-d953-450a-905e-06060fc08797
K-WIPP-Update: Application

K-WIPP-User-Logged-On: true

Content-Type: texthtml;charset=130-8859-1

Date: Thu, 10 Apr 2014 13:15:49 GMT

Content-Length: 30473
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5382

Audit Issues ( 2 92| 2FA Correlation)

File: WebGoat-5.4/attack

M

=~

Hybrid 2.0 H Q| 2FH

HI

EY K EM

LIRL
Method

http:172.16.100.20:8080WebGoat-5.4/attack
POST
Yulnerable Parameter

Aftack Payload

username

username: %27%090R

[ Request I Response I Stack Trace I

Security Scope Trigger:
SELECT * FROM user_system_data WHERE user_name ="t0R’
Security Scope Stack Trace:
at org.hsgldb.jdbc jdbcState ment. executeQuery(Unknown Source)
at org.owasp.webgoatlessons. ThreadSafelyProblem.createContent(ThreadSafetyProblem java:98
at org.owasp.webgoatlessons. AbstractLesson.handleRequestiAbstractLesson.java:771)
at org.owasp.webgoatlessons. ThreadSafetyProblem.handleRequestThreadSafetyProblem.java: 188)
at org.owasp.webgoatHammerHead.makeScreen(HammerHead java: 367)
at org.owasp.webgoat HammerHead doFPost(HammerHead java: 146)
at javax serviet hitp HitpSenviet service(HttpServiet java:643)
at javax serviet hitp HitpSenvlet service(HitpSenvlet java: 723)
at org.apache.catalina.core ApplicationFilterChain.internalDoFilter(ApplicationFilterChain java:290)

==

>4z Weblnspect

+ StackTrace

+ SQL Injection (Input Validation and Representation,
)
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Audit Issues ( 2 92| 2FA Correlation - All) 3

Filter Set | Developer View v | || Issues for: admin

Filter Set | Developer View v | [] Issues for: admin

Critical (1106) | High (284) | Medium (21) | Low(48) | All(1459)
WAl (1459)

High{284) | Medium({21) @ Low (48)

T All (1459)
M Al (1459)

Group By | Correlated - |

Sration Group . | - l

Select All None Select: All Mone

false - [0/ 1407

¥] Caorrelation Group 1-[0/3]

v

Correlation Group 10-[0/ 3]

Correlation Group 11 -[0/3]

Correlation Group 12-[0/2]
Correlation Group 2-[01/ 2]
Correlation Group 2-[0/18]

1
1
I
i 2124 14597 2] ¢t
1
|

] ) = lo)
Correlation Group 4 -0/ 4] g-IL_-I--IL_-I-ﬁl_I'__&IlEI_l = |_|-

_I_O |"_ "_
AN
EO]- 2|0|=2 _I_Z

Correlation Group 5-[0/ 3]

[CU U C CURN CUR VR LY

Correlation Group 6-[0/ 3]

[+]

a
|

[ ] [v |

| 4 i

¥///
trademar Search \;“3/

“iew Options

[«
[®

Wiew Options
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Hybrid 2.0 201 2|ofd 24
a5
Hybrid 2.0 247|% H

- AATE BMTLSH/AELY 2AANE oA, HOHE| O H 0| TS M E=2|EH
:]_O_|2-|O| EOl- |O|=Z'| Z-"j-l HI'Ol'Z'"—'—EI'Lll:-l-

Cost

Before After(with Hybrid 2.0) !ime @
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Thank You
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SH2HP | £ QtAII £ (Enterprise Security Products)
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AT EQ0| Ot 2 B2

HE/IFO] Of =2/ 704 = Ef-n/ S e £F4
AT EQ0f wot

Integration
Operate

- Staging

|
e |
Fortify Static Suite BIAE/2Y
Static Code Analyzer (SCA)

Fortify Dynamic Suite

Web Inspect (WI)
Hybrid 2.0

Software Security Center (SSC)

Fortify On Demand(FoD) / FoD On Premise

Visibility & Defense

Audit Workbench (AWB)
IDE Plugin

Fortify Runtime
Protection
Logging

DV Labs

Software Security Center
(SSO)
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Fortify Static Code Analyzer (SCA)

Z'/Z’I H""IJ /Statlc analysis =22 T & 0, Of 2/ OﬁZ-/ H/' 2‘/ g / 22/ 7/‘0/ c

o AATC AAHOIZ|oF 2 De facto standard
S
W 139s W71 | 1583 | [ 2083 |

. 5007" 0|§EO|-9|.E-"]_E| l:lﬁ g | _._||:|.O| 217"9_' ?EJ— vt LSBT « o - 4 sttuesTntone 8 %

» (1 Cross-Site Scripting - [0 / 595] Query the database

74t O10] CHAF D3|l A2 ok 2|obM B M2|Q] | 2w m o

Fitter Set: [ Medium %)

» &l admin_configure_category.asp:154 (SQL Injection) (mul ‘Loop through recordset
in_import_subscribersasp:518 (SQL Injection) (mul Oo While NOT rsImport.EOF
java 7 H I M L 5 E 5 } » @ admin_import_subscribers asp:556 (SQL Injection) (mul 5 T
9 [ ] > &l admin_statistics.asp:259 (SQL injection) (multiple Issues blnEmailOK = True
P & admin_test_webwizforums_connection.asp:145 (SQL Inj blnEnailbxists ~ false
b & management_centre.asp:243 (SQL Injection) (multiple is strErrorficldNome = "
blnUserCodeOK = false

o - o » I management_centre.asp:924 (SQL Injection) (multiple is

o« ol Moblle a 7 =13 O‘l = A4 Z 'ﬁl A le ¥ ) corSQl. e/ sktup 245216 (AL lecion) kit | “Count the number of records processed
u -'T E E L L T b | i > & mySQL_server_setup.a5p240 (SQL Injection) (multiple it ngTotalProcessed = IngTotalProcessed + 1

e

Objective-C/Xcode, Android Java 25 A|¥) — - e 2

Issue: admin_import_subscribers.asp:556 (SQL Injection) (multiple issues) & ¥ sm Injection (Input Validation

4 Multiple Paths: 10f 5 » epresentation, Data Flow)

ﬁ o o | H E A—' AL H - 3 o #0 management_centre_update.asp:77 - Read requestcookies(] | Analysis: | Exploitable 1%
. 2 Hybrid & Y SecuritvScone =1 s s

E y —_ _l E o E () management_centre_update.asp:77 - trim(0 : return)
- ° — u - @ management_centre_update.asp:77 - Assignment 1o struser
r—y D} EFEI A-' 7 H O 3} » #() management_centre_update.asp-80 - idcharacterstrip(0 : ret

H Static/Dynamic 0f| 2! L A
0 delete_accountasp:76 - Read struserid

(o) 2 O t 2.' o A A O H O 2 (o) ': 2 _| @ delete_accountasp 74 - Assignment to strsal

E 6 —'—_r- 7 E +0 admin_import_subscribers asp:S56 - Read strsql

#{) admin_import_subscribers.asp:556 - open(0)

I , this is a critical issue - must be corrected in the S
—_ aI 1-" o (%) (&) nextrelease] Hore blormlor

e — ) > =/ “ v

e On-Premise/On-Demand 2242 E3

—

RS AS
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WeblInspect

52/ L2497 fognamics analysis ~ RIOJZ A0/ 12042/ 0kF B2 G 22740/

. YEYISSFHYUNH N EI A LS AU [
32 |70l DS oS 2| Aol Hokzory [pmm—
£47] Y 2| 7}0|=

. pgrmEE N, HoHsAEnedz: 00 MM
IOHE Y 212 AIAI3H HOHOFHO| ThaH AMA| H 2

* THybrid 24 7|=3 28N 2L T E M ARt 54

=M F0E ¢, E"Jﬂz—l orAof| clist M&2 7| et
HOorz|okM i | 8ot |- 2(SecurityScope)

ceeecreeeece

THybrid 241 7| & : A4 24 7|HOI AA T C B M(Static code analysis) 2} Z1EI 24 7|0l T2 2K AlSH 2 M (SecurityScope), 52 241 7| Q1 ¥ & Q| 2k AJL{Ql WeblnspectE A& &

AT
OfZ:2| 70} 4 & 0k2| OOl LY S BHE A B O 2M, S 40] 31701 2 19| S 2151 T FH 2 M FE AA BH0| KT 202 BR510| 24 AYE HBHO2 Y =t AE 7Hs 0| @
/

52 HOIHOFHS M2 AlE U SHHOR A WS 4 IS =3j0] M| UL S ARANIS T A WL B 2 AL HVIS

Dvnegaiycr.faRP&scs’mnaéﬁmwpaensy“mA%§T&s§matac Rligationarsurity.Iesting (PARTLerAGHY S ARRlicatignmacudty Testing, JAST)



Weblinspect with TE}QI Of|O| K E

Interactive Application Security Testing 7/ &5 214/} && 2417/
l HP Weblnspect @GNS

Parameters

Reports  Help

Mew =[5 Open = Compliance Manager Folicy Manager | Report (< Schog
. e s (S Poky Maner JRop —« vulnerability Stack Traces

2 > Start [ Resume ~Rescan |

Start Pag;/ Riches with Security ]

© SQL Injection (confirmed)

Site Scan Info
g Selndr:ev* @ Dashbg This stack trace is from the running application and was returned by SecurityScope. It can B
V| Uploadprr = a s
FEm. © SecurityScope Trigger:
% Per:mmChEt SELECT * FROM location WHERE zip = "30346"\tOR’
PerformTran -
D SenE SecurityScope Stack Trace:

at org.apache.tomcat.dbcp.dbep.PoolingDataSource$PoolGuardConnectionWrapper.prepareStatemen

----- start of user application code
at com. fomfy sampks.nches model.LocationService.findByZip(LocationService. java: 110)
rimpl.invoke(DelegatingMethodAccessorimpl.java: 25)
Jjava:597)
at com.opensymphony.xwork2, DefaultActionInvocation.invoke(DefaultActionInvocation.java: 229)
at com.opensymphony.xwork2.inter bt(DefaultWorkfig

D Showlocatio
[#]E3 tiles -
[Z[ Transfer.j
[Z]1[] viewtes

B[] ) web
#-[w]E profilepictu
217 rwiL.swf
#-[#][] Security. acl
= [‘J Showlocatid
# [FE (Post) al
2 (Past) ach
FIE (Query)er
D {Cuery) errc
= D (Cuery) errc
P& tquers)

=

»

]
abilty
owser

| arations.execute{FindLocations.java: 45)
L|ne of Code
tactionInvocation.invokeAction(DefaultActionInvocation. java: 404)

JAinvoke{Unknown Source)
at com.opensymphony.xwork2,. DefaultActionInvocation.invokeActionOnly( DefaultActionInvocation.java

guest

=

D (Query) errc
D {Cuery) errc
FIE (Query) errc
2] (Query) e

at com.opensymphony.xwork2.inter
at com.opensymphony.xwork2.Defa
at com.opensymphony.xwork2.Defa

Stack Trace

)odFilterInterc
inlnvocatio

pnInvocs

B @endase

—E e Path

£ > = Check:SQL Injection (co!
Excludzd Hosts | #7allowed Host —

[ﬁ —— s]‘/ o = Dup\ cates: SQLIH jection (con

at com.opensymphony.xwork2. util. profiling UtiITimerStack. profile(UtiITimerStack. javz
at com.opensymphony.xwork2. DefaultActionInvocation.invoke(DefaultActionl
com. opensymptwny xwork2.validator.ValidationInterceptor.dolntercecy
mterceptor validation.AnnotationValidatics Sliagstate=G

Conflrmed SQLInjec o1

= Duplicates:Universal Arbitrary Command Execution (Pipe/Ampersand/Double Quote) - http://riches.spidynamics.com/riches/pages/common/hidden_AdminConirol.jsp(1 itenf ~ |

— | Site - " ~

U7 sequ

locationGo.y=5&

Copyright © 2( L) Sear
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Find, Fix and Fortify

Fortify Software Security Center server
EA)3/01 20 3/E 2| HE]

AL B lol o 2 U
20k2{0r Ba|/AS M/ H/A|A Hot |2
NP
A 7|8 Y2, T2 ML 7|Hre] HOorR| of Y e
s A7H S A to| ols
* Buildintegration, Defect tracking, Source control, 3rd
party analysis engines
QoI5 O OF Y4 2| Y 2| ZEY HB
* Normalized, correlated vulnerability repository
* Aggregatedrisk metrics
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Mobile Application Security Testing

LD6fZ /T 2} Bk 2RI Of =2/ 0]H L Ef HOFF/OFE 2 A & 22/

—

(o] O] IX2HIL
EHl' = Zl"il =2 /ﬂ = Client Network Server

 AppleiOS (Objective C)

* Android (( )>

» Windows Phone / Blackberry

Hybrid 24 7|2 & y— an

S5 M ADo| Correlation * Credentials in memory * (Cleartext credentials » SQL Injection
ST E'LI-—'l * Credentials on * Cleartext data * Cross-Site Scripting
filesystem » Backdoor data * Local File Include
olo|1x T o * Data stored on * Data leakage * Authentication
EHl- = l—I—al- 3-Tier Zl -E'I filesystem » Session Management
. EH|—?=_,| [:_J%Hgg" OH%EJ;'”O'AJ * Poor cert management * Logic Flaws

- SHFQ BRI M ¢k2] Off S 2| #|0]d
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HP Fortify On Demand P
Of=c/70/8 22, 2 B[&2 = ZFHF51 7 =7 2 357!

o W

Simple Fast Flexible

. ) A —
120|UY Application EOFA|2} 41, FH O &3 A3 FCsHHIAE
s SIEQIO,ATEQO SeEAZ 2 ~No! - Application E9HE|AE Al - o A2 QT AA 3rdParty Of=2|F|O|M
. HOIAHZ0I2{ Y - No! 2|c|2tAe HOLE|AE 2|9
 QAJELDHIYS2=SC2E A0 « On-Premise, On-Demand, S both X|&

1,0000{7{i O| & Application 2|2

7
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HP Fortify On Demand e

) App Security in the Clou: x \ ) Login x

C | G https://www.fortifymyapp.com

FDRTIFY (/) App Security in the Clou T( ' () Legin - xl:';li T e

€ C | & https://mww.hpfod.com/login?ReturnUrl=

%2fTenantData%2fApplications

SERVICES & SOLUTIONS FORTIFY BLOG SALES'
Fast, affordable, on-demsz

Quickly test the security of any soft

HP Fortify on Demand

Login Forgot Password

Don't have an account? Learn More




HP Fortify Coverage

Static Analysis

Dynamic analysis covers all web
environments

Static analysis supports 21 languages
and growing

* ABAP * ASP.NET * QA or production environments
 Android o C/C++ » Web services

. CH < COBOL

 Classic ASP * Flex

« Cold Fusion . Java Mobile application security solution
e« HTML . JSP covers

« JavaScript/AJAX * PHP * Objective C

* Objective C * Python * Android

« PL/SQL * Ruby * Blackberry

. T-SQL « VB.NET  Microsoft

- VB6 « VBScript
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Gartner Magic Quadrant for Application Security Testing

- “HP offers comprehensive SAST capabilities with ilingere iiars
Fortify's strong brand name and breadth of A
languages tested.
18
- The company has innovative IAST capability with ;;:g;;;gysﬁ
Fortify SecurityScope, which integrates with its S
Weblnspect DAST. : Quays®
- There is strong integration within HP's security NS Somiare

Quotium Technologias Armorize Technologies

portfolio, such as integration of AST knowledge into

Aspect Security

ArcSight and DAST knowledge into TippingPoint's IPS i

for WAF-like protection. s

- HP uniquely offers runtime application self-
protection (RASP) technology R =
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