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Challenges you are facing

Nature and motivation of attacks
(Fame to fortune, market adversary)

Transformation of enterprise IT
(Delivery and consumption changes)

Regulatory pressures
(Increasing cost and complexity)

Infiltration Discovery
Research o
- - ® Capture
Exfiltration
Delivery

Traditional DC Private cloud Managedcloud Public cloud

Consumption

Virtual desktops Notebooks Tablets Smartphones

Basel lll \ oY
Sarbanes-Oxley s



What'’s so significant about these numbers?

63, 84,68, 243

Mandiant, “M-Trend 2013: Attack the Security Gap”
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HP Security Research

Innovative research SANS, CERT, NIST, O0SVDB, software, and reputation vendors

+ ~3,000 researchers

Ecosystem W PERD DAY N THREAT
S AL |-_EL=EEy . 2 000+ customers sharing data o[_
- 7,000+ managed networks globally “‘ - Q |

Actionable security intelligence

- Automatically integrated into HP products
« HP finds more vulnerabilities than the rest of the

Fd

HP Security Research market combined
t t t - Top security vulnerability research organization
for the past three years - Frost & Sullivan

DVLabs ESS
[LaBs™)

Thought leadership &D
[}




HP Threat Central

Crowd-source actionable threat intelligence

Companies must collaborate to mitigate threats
* Companies today spend time combatting the same threat
* The adversary is collaborating in an effective eco-system

Current information sharing models are ineffective
* Manual and slow

* Limited participation

* Intel is not actionable

Government alone can’t fix the problem
* Can't hire the right resources fast enough
« Limited visibility: Need intelligence/data from industry

7z

Threat Central

Threat Central enables

Bi-directional
collaboration

Context for actionable
data in automated manner

Established community
with existing ArcSight
customer base

Integrated directly with
mitigation engine (IPS)

7



Threat Central

Partners

InQuest
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Open Source

Feeds
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Threat Central

Privacy
Threat DB Enhanced
TC Forum

L]

TCPortal

/ 1\

TC Client
TC Client§ § TC Client

Private Community

TC Client

TCClient TC Client

TC Client

Sector Community

TCClient | | TC Client

TC Client |TC Clientl

TC Client

TC Client

H
H

TCClient

Global Community



Automated Action Influenced by Context

Collect
[
CII:ICI

TC Community

2

Open Source

N

Feeds

Normalize

Actionable Intel

IP address

Domain

File Hash

Signature

URL

Contextual Intel

Actor

Correlate

Compare &
Correlate

IP address match?

Domain match?

File Hash match?

Signature match?

URL match?

Campaign

Tools

Techniques

Procedures

CHANGE SCORE

Distribute/ ACT

@

TCPortal

———

N - |

HP ArcSight SIEM

HP TippingPoint NGIPS

T~ STIX
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Requirements Coding Integration/ System Production

Source: NIST component testing testing
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- HP Fortify Static Code Analyzer (SCA)

o AAAC HAHOIZ|okH 2 De facto standard

A=

- 50071 O|AF EOot7E| 2| & A =|Ctol 21719
0 AHOf CHat D=2 A2 2ok 2{oF
B M2|4(Java7, HTMLS &)

* &7 7+ Mobile app 71l E 210 24 2| (Apple
Objective-C/Xcode, Android Java 25 X| &)

Audit Guide

Summary

Reports

Group By: | Category
» (1 Cross-Site Scripting - [0 / 595) A
» ] HTTP Response Splitting - (0 / 20)
¥ ) SQL injection - [27 / 783)
» &l admin_configure_category.asp:154 (SQL Injection) (mul

v

W) admin_import_subscribers asp:$18 (SQL Injection) (mul
@ admin_import_subscribers.asp:556 (SQL Injection) (mul
W) admin_statistics asp:259 (SQL injection) (multiple issues

| admin_test_webwizforums_connection.asp:145 (SQL Inj
W/ management_centre.asp:243 (SQL Injection) (multiple is.
W/ management_centre.3sp:924 (SQL Injection) (multiple is.
W/ mySQL_server_setup.asp:216 (SQL Injection) (multiple It
) mySQU_server_setup.asp:240 (SQL Injection) (multipe 1
& en &

SO Imiactin) (multinta if
W

Fvvvvvvy
"

<€

»p Advancos

‘Build SQU query
strSQL = "SELECT * FROM " & strDatabaseTableName & ";"

'Query the database
rsImport.Open strSQL, adolmportCon

'Loop through recordset
Do While NOT rsImport.EOF

'Initilise varicbles
blnEmoil0K = True
blnEmailbxists = false
strErrorfieldNome = "
blnUserCodeOK ~ false

'Count the number of records processed
ngTotalProcessed = IngTotalProcessed + 1

Summary

Analysis Trace

4 Multiple Paths: 10f 5 »

#0 management_centre_update.asp:77 - Read request.cookies(]

3() management_centre_update.asp:77 - mid(0 : return)

3() management_centre_update.asp:77 - trim(0 : return)

(@ management_centre_updateasp:77 - Assignment 1o struser
» 2() management_centre_update.asp-80 - idcharacterstrip(0 ; ret.

(© management_centre_update.asp-80 - Assignment to struser

#0 delete_accountasp:76 - Read struserid

(@ delete_accountasp:74 - Assignment to strsql

0 admin_import_subscribers asp:556 - Read strsql

#{) admin_import_subscribers.asp:556 - open(0)

Issue: admin_import_subscribers.asp:556 (SQL Injection) (multiple issues) & ¥

SQL Injection (Input Val
and ion, Dat

Analysis:

(x) (&)

There are mu

appended to each issue.

[ Explotable

this is a critical issue - must be corrected in the
next release |

i Issues selected. Comments will be|

Line 556 of

invokes 3 SQL query built

unvalidated Input. This cal

could allow an attacker to

modify the statement's meaning
or to execute arbitrary SQL

commands.

lidation
ta Flow)

using
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Advanced Threats,
Advanced Protect

©
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TippingPoint
NG IPS & NG Firewall

RepDatabase l
- IPv4 Addresses.. - 70K+IP / DNS Addresses

‘?\l\"._“-.’fﬁ"‘ &— + IPv6 Addresses » 600K+ DNS Names
istomers Particip ‘ » DNSNames * UpdatesEvery 2 Hr .
o I + Eachrefreshed OI: 1 1ODI'7H Reputat|on
@?1 CERT, NIST. ate. every 2-24 hours. =1
50 Reputation Vendors 7 C | m | I
R Botnet C&C DV 2*' I- I. Elo
eputation bata >ource .
» HP Tipping-Point light-house attack sensors Scanner ;Egl_l?_ 7IIC.:.;|-9_| :,_.I_;!‘r'lal\nlare Do;“al;: LIItSt'
+ World-wide HP TippingPoint IPS installations e merging re;s,ﬁ I-rus com),q Snhe =
+ Third-party Malware, Web, and E-Mail Research, Esoft, SANES ) E S8 E”E T+E(|0|4 G| O|Ef =7}
Open Source Community ( eSoft, SANS, Malware Malware 2 4 0| Thl'eathQa Sofl Do A MG
Domain List, Sunbelt Border Patrol List, P2pP

EmergingThreats, IPTrust.com,...)

Phishing
Spyware




HP TippingPoint ATA - Advanced Threat API Alliance

Y0 B2 &2 M| 15 TR IY TS

) HP TippingPoint Advance x

- HYYO| EIR| EFR 0| 42 HE= ST 202
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HP TippingPoint Advanced Threat APl debuts at RSA
2014 Conference . .
S onterence ... — - 83 O}IE L : TrendMicro, Damballa, Lastline,

In today's technolegically advanced world, adversaries have an advantage like never before. They move faster,

innovate more broadly, and organize around an underground marketplace. In order to defend ourselves, we need Blu e c oat
to turn the tables and beat the bad guys at their own game. We, as organizations, must collaborate and forma

unified defense against this growing trend.

€« € | [ h30499.www3.hp.com/t5/HP-Security-P

Enabling integration with leading security

companies to provide an advanced layer of ®
protection, HP announced the TippingPoint

Advanced Threat Application Programming

Interface (API) at the RSA 2014 Conference on

Monday, February 24th. Offered via the HP
TippingPoint Security Management System

‘6\ /ﬁ’ (SMS), the HP TippingPoint Advanced Threat {
APl offers access to HP Threat Central and
advanced threat appliance solutions by T R E N D
delivering inline blocking at wire speed with HP ™
TippingPoint Next Generation Intrusion Prevention System (NGIPS) and HP TippingPoint Next Generation Firewall M I c R 0

alerts generated by HP TippingPaint devices for investigation and remediation of incidents. °

We welcome the following partners that, together with HP, are helping to further decrease the spread of advanced
malware within enterprise networks:
« Blue Coat Systems covers business assurance by incorporating the Blue Coat Security Analytics Platform with I' | % -" E"ZI
EF2 of &S24
quarantine successfulinfections immediately to quickly mitigate risk.
= O|=

» Lastline Enterprise sensor detects advanced malware on the network, securely communicating with the HP () H L] HP TI In Po‘nt IPS J A} H*X — o

TippingPoint SMS that a zero-day attack has been identified and helps to preventadvanced malware from . ) E o = T

infecting command/cantrol systems and spreading across the network.

Micro's Deep Discovery provides indicators of compromise from malware, as well as command and control L E 3 AI’ A H
communication with HP TippingPaint, to prevent further attack, and reports incidents and analysis to HP

Ol deices. DAMBALLA
l « Damballa's Failsafe integration with HP TippingPoint gives customers the ability to discover, validate and

o T




Advanced Threat API: Deployment Example
ATA Dev off SPAN port at perimeter, TippingPoint NGFW at Perimeter, IPS at Core, LAN

@ HIERT Mo ‘:'a*‘-’rJI01 EIZ| £F/42 Out of Band YEIZ, E[HEQIEHEQT
HOIA|AEIO| A Perimeter/Core/Internal U E L 30| Inline +4

ATA Device Perimeter

LAN [
; oyl

DAM>B>>ALLA @ REND, BLUE COAT ™ lastline




Advanced Threat API: Deployment Example

: Malware detonated by ATA Device but infects “patient-zero”

© 201 B0] B2 &R 40| oJ3) BASILIES Ao A L EYIAN=
g4

LAN [

IPS IPS

DAM)B>>ALLA @ REND, BLUE COAT ™ lastline




Advanced Threat API: Deployment Example

: ATA Device emits event to TippingPoint SMS

© 220 BfA| £2442 TR0 R IPYZ TippingPoint SMS IPS/NGFWai2I A2elof| 24

DAM>B>>ALLA @H‘E“R'[o) BLUE COAT ™ lastiine e @

SMS




Advanced Threat API: Deployment Example

: SMS updates policy to quarantine the infected host, block the malware source, CnC

LAN [
. :

DAM;))ALLA@ REND, BLUE COAT © lastline SmSSmSSEs

SMS
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Asset Context
e Vulnerability
 Attack History
e Criticality
Asset Context
* Roles
 Attributes

* Accounts
Location

e Physical

e Logical

AFO| E Correlation with Context

3755t Security/System Intelligence A3

Actions

Badge swipes
Database queries
USB file saves

Files Accessed
Emails Sent

Screen prints

Web Surfing

Hosted Applications




The #1 Real Time Security Correlation Platform

Comprehensive solution for data collection from 350+ log generating sources

! =
vmware @ CYBERGSARD <© FireEye === proofpoint’

DDDDDDDDDDDDDDDD

SECURITY ® ®
oy OCE Quawess  CRIX (@)Treng LY

E3) SOLARIS

CreckPoint  Alcatel-Lucent () ¥/ symantec splunk> @ SOLERA

NNNNNNNNN

‘ I
K( Barracuda %ﬂ/ﬂ CISCO._ (salegforce @McAfee‘“” g@

Internet Systems

cracrs @rednat. TE3 ancope () Nagios

HP Software & Solutions

oracLe UIUND  SOURCEfire 3% Microsoft  JUNIPES
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HP Atalla secures data and payments

Protecting customers, mitigating risk, and supporting compliance requirements with
leading technology for encryption and key management

Vi< FV
Reliable Secure Compliant

High performance Cryptographic keys and Solutions support
cryptography and key operations are protected by government and financial
management for card FIPS 140-2 validated solutions industry standards

payments and data

protection @
/



HP Information Security

HP ESKM & Secure ESKM 4.0 Information Protection
Encryption Encryption With KMIP and Control

Controller-based data encryption Leading industry standard for New partner relationship —

for HP ProLiant Gen8 servers key management across storage announcement to follow

ESKM Customer Benefits: Manage the keys for all encryption
- Broad Encryption Coverage devices with Atalla following OASIS » SBC ure ISla ndS
standard @ P TECHNOLOGIES

 High Availability and Scalability

* Provide credible Compliance and
Audit Coverage

» Simplified Deployment and
management, no more SEDs

Visit the Atalla Booth at RSA to
learn more about this new
partner

s < pt =5 See us in the 0ASIS booth too!



HP HAVEn helps you monitor the assets that matter
HP ArcSight — ESM with Big Data Platform (HP Autonomy - IDOL)

° .. People I
generate
i - @

Machines
generate fD @
data ) || .|
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Since 2009, time to resolve an attack has grown

@;@130%

7




HP Security

Disrupt the adversary, manage risk, and extend your capabilities

é

Disrupt the adversary Manage risk Reduce cost & complexity
Security technology Risk & compliance Advisory & management

7

5,000+




HP Security’s industry-leading scale
9 out of 10 10 out of 10 00000000 +
Tr banks au T;p telecomh "'.l'l"l"l"l."l"l"l"l I-§S e,c l?t;lporc)g,ionals
2 NO 2
@ o ~ ek -
(MR 2 & jw g -

All major branches us pepartment of Defense

v~ @AY 7
8 / //

‘ . . . ‘ 9 out Of 1 0 glpoebraaltisoicsuggmters Phiippines /.
‘ ‘ ‘ . Top software companies ?gll:::;g?:gionalsoc s
000600000

piiitiiie 900+ 22 3bn  47m

HP managed security customers & HP Secured User Accounts @

3}

M
M
M

2N
2N
2N

Monthly security events



“OpenSSL - Heartbleed”
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Heartbleed Vulnerability Protection on Day 1

Every second matters!

OpenSSL Vulnerability affecting 2/3
of the world’s web servers

HP TippingPoint customers are
protected on Day 1 via Digital Vaccine

Virtual patch stops attack and theft
of critical customer information

Follow our blog to learn more

DV
LABS

Heartbleed does not kill you. Just yet!

Sri_Karnam | April 14, 2014 Post a Comment

———— Therewasabuginone line of a code that nobody noticed for years. It was not an
“‘ “ms‘“ issug until recently, when somebody was able to exploit that vulnerability. How?
I

Read Blog Article

Tags: fix | he ed | HP | security | solution | Vie

HP TippingPoint DVLabs--In a league of their own

MarthaAviles | April 11,2014 Post a Comment

NTP reflection attacks can create hundreds of gigabits of traffic within seconds. See how HP
DVI_abS Security's proactive creation of DV filters can stop those attacks.
Read Blog Article

Tags: DVLebs | Microsoft | security | TippingPaint | 201 View AL(S

Labels: HP | security

Heartbleed protection with HP TippingPoint

MarthaAviles | April 10, 2014 Post a Comment

Heartbleed: It's sweeping the internet by storm. Here's what you can do to protect yourself
now.

Read Blog Article

7
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Every Second Matters for Security Effectiveness

Microsoft Vulnerability Acknowledgements

e Qver 8,700 filters

published to date 300

* Over 3,000 security 250 o MSET : et ST S
. X competitor over last 8 years
researchers = T
200 - *  Atanytime, 200 to 300 zero day vulnerabilities

« Focusedon 150 only HP knows about R

vulnerabilities rather e TP customers enjoy Zero Day “peace of mind” L ens S

than exploits 100 - -
* Frost & Sullivan 50 -

Market Share

. 0 - T . T i T % T _— T —— T T 1
Leadership Award for N N R . N . N . . .
Vulnerability Research & &« ® N T
NS & & & & L ¢y
'\'\QQ 4 Q,\c) o\c) ¢
\s Q‘SQ' ¢
o O $
4 yearsinarow! & X
H2006 m2007 m2008 m2009 m2010 m2011 @2012 @O2013
DV
LABS Compiled from public data available at http://www.microsoft.com/technet/security/current.aspx and Adobe Advisories



http://www.microsoft.com/technet/security/current.aspx
http://www.microsoft.com/technet/security/current.aspx

Effective: World Class Security Research

Microsoft Public Vulnerability
Acknowldgements 2006-2013

Cisco i
I. Checkpoint Juniper
SourceFire
1%

1%

(]
adware

Palo 0%
Alto Corero
Networks 0%

HP
[CATEGOR
Y NAME]

[PERCENT
AGE]

Compiled from public data available at http://www.microsoft.com/technet/security/current.aspx

DV

Adobe Public Vulnerability
Acknowldgements 2007-2013

c' -
isco/ Checkpoint Juniper

Fi
SourceFire 1% A

1% adware
Palo 0%
0
Alto Corero
Networks 0%
7%

HP
[CATEGOR
Y NAME]
[PERCENT

AGE]

Fortinet
29%

Compiled from Adobe Advisories

LABS

7




Search and Analysis Heartbleed Vulnerabilityby =%

HP Fortify - Weblinspect
|

a Welcome to WebInspe - Manage Scans | Manage Schedule

_ Recently Opened Scans clear list
Start a Guided Scan clear Zero

Create a scan that is optimized for your Web site. clear Security Scope Disabled Sample
clear Security Scope Enabled Sample
p . clear Sample Scan
| Start a Basic Scan clear Site: http://172.16.100.20:8080/WebGoat-5.4/attack-1

Scan a single Web site for vulnerabilities.

>

~) Scans Scheduled for Today

Start a Web Service Scan

~ WeblInspect Messages
Find vulnerabilities in a Web service.

delete | | Welcome to WebInspect 10.1 z0:1-03-01

delete | | HPSR Software Security Content - 2014 Update 1 z0:4-04-01
delete || HP Fortify Software Security Content - 2012 Update 4 z0135-1>2
delete | -1 Q3 2013 HP Fortify Ssoftware Security Content Update -0:5-10-
delete | | Q2 2013 HP Fortify Software Security Content Update z20:5-05
delete || Q1 20132 HP Fortify Software Security Content Update -0:5-02-

o S Start an Enterprise Scan

| : Schedule an enterprise scam.

‘! BE=E Generate a Report
P - What's new in WeblInspect 10.11

Analyze a scan using system reports.

Start SmartU;hﬂ:g

il Update security checks and patches.

Introducing HP Weblnspect 10.1

/




Search and Analysis Heartbleed Vulnerabilityby &5
HP Fortify - Weblinspect

Policy Manager . = | B |- —
File | Edit wiew Tools Help
|_1 Mew > Aggressive SQL Injection Policy
f Mew Custom Check All Checks Policy
NEF Open Application Policy
STy performs a security assessment of your web -
'ﬁ"'_- Import Assault Policy beat read overrun vulnerability. This vulnerability
Blank Policy tical server and web application data residing in
= Save . i i izlicious user sending a malformed Heartbeat
S 0 Criticals and Highs Policy te.
Cross-Site Scripting Pelicy
Exit _ Alt+Fa Dev Policy
; 1% PHP Users Pa Mobile Policy
A
E:; E:E Esers za MoSQL and Mode.js Policy
oy sers
| 1% PHP Users Pa CpenssL Heartbleed Policy [~
[1* ' Password Fiel OWASE Top 10 Application Security Risks — 2007 Policy
-
E@' f:f::renigosl';f OWASP Top 10 Application Security Risks — 2010 Policy
| Possible Infor OWASP Top 10 Application Security Risks — 2013 Policy
E— :_'ﬂnO‘IE‘EHSSL "I'Eﬁ Passive Scan Policy -
= a’ raversa - . .
-] Predictable Resou Platform Policy
----- | Source Code Wiew QA Policy
¥
| Outlook .PST File Quick Policy
| ----- | % Installed Applicati R .
----- 1% squirrelmail Confid Safe Policy
----- [] i@ Installed Applicati SOAP Policy
----- | ¥ Installed Applicat y . . -
_____ ] MET Verbose Err SQL Injection Policy
| [ L e Standard Policy
« nr
— y
Ready




Search and Analysis Heartbleed Vulnerability by

HP Fortify - Weblinspect

Policy Manager

File Edit Wiew  Tools Help

1~ 5 =l ||s== Standard View Search View

Threat Classes -

PHP Users Page (user.php5) {11232) -

PHF Test Page (test.php4) {11233)

PHF Test Page (test.php) {11234)

PHF Test Page (test.php5) {11235)

PHP Password Page {passwords.php) {11238)

PHF Password Page {passwords.php3) {11237)

PHP Password Page {passwords.php4) {11238)

PHP Password Page {passwords.php5) {11239)

PHP Users Page (users.php] {11240)

PHP Users Page (users.php3) {11241)

PHF Users Page (users.php<4) {11242)

PHP Users Page (users.php5) {11243)

Password Field Auto Complete Active (11275)

Cached S5L Content {11308)

Information Leakage via BREACH Vulnerability {11352)

Possible Information Leakage via BREACH Vulnerability
®# OpenSsSL Heartbeat Read Owverrun {11360)

=~ 1[EH Path Traversal

[ ][R Predictable Resource Location

-] Source Code Viewing Example Application {10251)

-] Cutlook .PST File Disdosure {10263)

-] 00 Installed Application: Squirrelmail (1026-)

. ]#% sguirrelmail Configtest.php Information Disdosure {10265)

-] 00 Installed Application: Drupal (10267)

-] 00 Installed Application: Reller (10268) L

-] .MET Verbose Errors Enabled {10253)

sl ol | ] Sl Temirds i 0 m e diimim W0 i — il 4O T
- | (11 LS

Y SR URN ALN TN GRN SRN ALY RN LN AN SN ¥

Mame: OpenSSL Heartbleed
Drescription:

The OpensSsL Heartbleed policy performs a security assessment of your web
application for critical TLS Heartbeat read overrun vulnerability. This vulnerability
could potentially disdose the critical server and web application data residing in
server memory at the time to malicious user sending a malformed Heartbeat
request to server hosting the site.

Properties:
Auto Update
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