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HACKTIVIST 
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ORGANIZE 

SPECIALIZE 

MONETIZE 
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Challenges you are facing 

Nature and motivation of attacks 
(Fame to fortune, market adversary) 

1 
Research 

Infiltration Discovery 

Capture 
Exfiltration 

Transformation of enterprise IT 
(Delivery and consumption changes) 

2 
Consumption 

Traditional DC Private cloud Managed cloud Public cloud 

Virtual desktops Notebooks Tablets Smart phones 

Delivery 

Regulatory pressures 
(Increasing cost and complexity) 

3 Basel III 
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What’s so significant about these numbers? 

63, 68, 84, 

Mandiant, “M-Trend 2013: Attack the Security Gap” 

243  
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자사에 보안침해사고가 있었다는 것을 
“외부”에서 알려줌 
 
: 보안침해사고를 자체 인지하는  
  프로세스의 부재  

63% 



©  Copyright 2014 Hewlett-Packard Development Company, L.P.  The information contained herein is subject to change without notice. 

 
보안침해사고 선제대응을 위한 
크라우드소싱 연구조직 운영 
 
 
 
 

전문적인 자체 보안 연구인력 및  

글로벌 보안연구조직과의 협업을 통한 
선제적인 보안 인텔리전스 확보/관리 
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HP Security Research 

SANS, CERT, NIST, OSVDB, software, and reputation vendors 

• ~3,000  researchers 

• 2,000+ customers sharing data 

• 7,000+ managed networks globally 

Ecosystem 
partner 

ESS 

HP Security Research 

Innovative research 

Thought leadership 

• Automatically integrated into HP products 

• HP finds more vulnerabilities than the rest of the 
market combined 

• Top security vulnerability research organization 
for the past three years             - Frost & Sullivan 

Actionable security intelligence 
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Crowd-source actionable threat intelligence 
HP Threat Central 

Companies must collaborate to mitigate threats 

• Companies today spend time combatting the same threat 

• The adversary is collaborating in an effective eco-system 

Government alone can’t fix the problem  

• Can’t hire the right resources fast enough 

• Limited visibility: Need intelligence/data from industry 

Current information sharing models are ineffective  

• Manual and slow  

• Limited participation 

• Intel is not actionable 

Threat Central 

Threat Central enables 

• Bi-directional 
collaboration  

• Context  for actionable 
data in automated manner 

• Established community 
with existing ArcSight 
customer base 

• Integrated directly with 
mitigation engine (IPS) 
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Threat Central 

Feeds 

Open Source 

Threat DB 
Privacy 

Enhanced 
TC Forum  

 Threat Central 

HP Security Research 

TC Portal 

Private Community 

Sector Community 

Global Community 

 InQuest 

 Partners 



©  Copyright 2014 Hewlett-Packard Development Company, L.P.  The information contained herein is subject to change without notice. 18 

Automated Action Influenced by Context 

TC Portal 

Actionable Intel 

 
\ 
 
 
 
 
 

IP address 

Domain 

File Hash 

Signature 

URL 

Contextual Intel 

 
\ 
 
 
 
 
 

Actor 

Campaign 

Tools 

Techniques 

Procedures 

Collect Normalize Correlate Distribute / ACT 

Compare & 
Correlate 

 
 
\ 
 
 
 
 
 

IP address match? 

Domain match? 

File Hash match? 

Signature match? 

URL match? 

CHANGE SCORE 

Open Source 

Feeds 

HP Security Research 

TC Community 

HP ArcSight SIEM 

HP TippingPoint NGIPS 
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84% 의 공격이  

Application Layer 
에서 발생하고 있음 

68%  이상 증가하고 있음 

그 중에서도 특히 

Mobile App에 대한  

취약점 발견율이 
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애플리케이션/소스코드 취약점  
– 사이버공격의 근원 
 
 
 
 

소프트웨어/애플리케이션의 보안약점을 
코딩단계에서부터 원천 제거하여 공격의 
루트가 되는 Security Hole을 사전 차단 
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Source:  NIST 

소프트웨어 보안 품질 보증 

Design Code Test 
Integration 

- Staging 
Operate 

소프트웨어 보안 

Security Gate 

Secure SDLC 

애플리케이션이 실제 운영환경에 설치된 후 보안문제 해결비용은 SDLC상에서 초기에 보안성을 

탑재했을 때 대비 최대 30배 이상 소요! 

SDLC 애플리케이션 보안  소요비용 
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- HP Fortify Static Code Analyzer (SCA) 

정적분석을 통한 소스코드 보안취약점 발견 및 조치 

• 소스코드 정적보안취약점 분석 De facto standard 
제품 

• 500개 이상 보안카테고리 및 업계최다인  21개의 
개발 언어 대상 코드레벨 정적 보안 취약점 
분석지원(Java7, HTML5 포함) 

• 업계 유일 Mobile app 개발 언어 분석지원 (Apple 
Objective-C/Xcode, Android Java 모두 지원) 
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- HP WebInspect 

동적분석을 통한 웹 보안취약점 발견 및 조치 

• 네트워크를 통한 웹서버 대상 보안 스캐닝을 통해 짫은 
시간안에 고위험도 웹애플리케이션 보안취약점 탐지 및 
조치 가이드 

 

• 개발 프로젝트 진행 , “보안검수시점과 운영 중 
웹보안품질 측정”통해 보안취약점에 대한 상시 점검 

 

• 1Hybrid 분석 기술 채용을 통해 소스코드분석결과와 
동적분석결과 연계, 보안취약점에 대한 우선순위기반 
보안취약점관리방안 제공(WebInspect Agent) 

1Hybrid 분석 기술 : 정적분석기법인 소스코드 분석(Static code analysis)과  런타임 분석 기법인 프로그램 실행분석(WebInspect Agent), 동적분석기법인 웹 보안취약점 스캐너인 WebInspect를 상호 
연동, 애플리케이션 보안취약점에 대해 통합분석함으로써, 동적분석의 한계인 분석 범위를 확장하고 정적분석결과를 실제 공격이 가능한 순으로 분류하여 분석결과를 제공하므로 위험도와 실행 
가능성이 높은 보안취약점을 빠르게 식별 및 우선적으로 수정할 수 있도록하여 전체 개발비용과 소요시간을 급격히 절감 할 수 있는 新기술 
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차원이 다른 새로운 보안 인텔리전스 기반 
침입방지시스템 

 
Advanced Threats, 
Advanced Protect 
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新보안 인텔리전스를 통한 보안위협 선제 대응 
 레퓨테이션 활용을 통한 보안위협 식별 및 방어결정능력 향상 

Rep Database 

• IPv4 Addresses 

• IPv6 Addresses 

• DNS Names 

• Each refreshed  
every 2-24 hours 

• 70K+ IP / DNS Addresses 

• 600K+ DNS Names 

• Updates Every 2 Hr 

 취약점 연구소(DVLabs) 

 

•보안 전반에 걸친 알려진 “Bad” 트래픽 Reputation Database기반 탐지 제공, *별도의 패키지로 제공* 

•글로벌 #1 Security Research Team(DVLabs)에 의한 평판 분석 및 악성보안 지수화(오탐율 최소화, APT대응) 

Reputation Data Source  

• HP Tipping-Point light-house attack sensors 
• World-wide  HP TippingPoint IPS installations 
• Third-party Malware, Web, and E-Mail Research,  

Open Source Community ( eSoft, SANS, Malware 
Domain List, Sunbelt Border Patrol List, 
EmergingThreats, IPTrust.com,… ) 

Botnet C&C 

Scanner 

Spam 

Malware 

P2P 

Phishing  

Spyware 

TippingPoint  
NG IPS & NG Firewall 

약 110만개 Reputation 
DV 2시간 단위 업데이트 
: 외부 기관과의 공조(Malware Domain List, 

EmergingThreats, IPTrust.com, Sunbelt, 
Esoft, SANS..) 를 통한 레퓨테이션 데이터 추가 
확보 및 이를 ThreatLinQ를 통해 고객에게 전달 
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HP TippingPoint ATA - Advanced Threat API Alliance 
멀웨어 탐지 솔루션과의 연동 프로그램 가동 

• 멀웨어 탐지 솔루션과의 상호 연동을 통한 보안 에코 
시스템 파트너쉽  프로그램 

• 협력 파트너 : TrendMicro, Damballa, Lastline,  
BlueCoat 

• 탐지 : 멀웨어탐지 솔루션 

• 제어 : HP TippingPoint IPS, 멀웨어 확산 방지를 위해 
네트워크 상에서 방어 

Source : http://h30499.www3.hp.com/t5/HP-Security-Products-Blog/HP-TippingPoint-Advanced-Threat-API-debuts-at-RSA-2014/ba-p/6385091#.Uy7y2fl_t84 
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ATA Dev off SPAN port at perimeter, TippingPoint NGFW at Perimeter, IPS at Core, LAN 

Advanced Threat API: Deployment Example 

internet 

LAN 
Core 

Perimeter 

IPS 

NGFW 

IPS 

ATA Device 

SMS 

 네트워크 상에 멀웨어 탐지 솔루션은 Out of Band 형태로, 티핑포인트 네트워크 
보안시스템의 경우 Perimeter/Core/Internal 네트워크에 Inline 구성 

1 
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: Malware detonated by ATA Device but infects “patient-zero” 

Advanced Threat API: Deployment Example 

internet 

LAN 
Core 

Perimeter 

IPS IPS 

SMS 

ATA Device 

1 

1 
NGFW 

 멀웨어는 멀웨어 탐지 솔루션에 의해 탐지되나 짧은 시간내에 전체 네트워크상으로 
확산 

2 
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: ATA Device emits event to TippingPoint SMS 

Advanced Threat API: Deployment Example 

멀웨어 탐지 솔루션은 멀웨어 유발 IP정보를 TippingPoint SMS IPS/NGFW관리 시스템에 전달 3 

internet 

LAN 
Core 

Perimeter 

IPS IPS 

SMS 

ATA Device 

2 1 

1 
NGFW 
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: SMS updates policy to quarantine the infected host, block the malware source, CnC 

Advanced Threat API: Deployment Example 

internet 

LAN 
Core 

Perimeter 

IPS IPS 

SMS 

ATA Device 

2 1 

1 

3 

3 

3 

NGFW 

TippingPoint SMS IPS/NGFW관리 시스템는 해당 IP 격리명령을 TippingPoint 시스템 전달 4 
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기업에서 보안위협을 탐지/관찰하는데 소요되는 
평균시간 

243
 
days 

2013 January February March April May June July August September October November December 2014 January February March April  
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“마이너리티 리포트” 
 
 
 
 

상관관계 분석을 통한 비정상 행위 탐지 

외부C&C서버의 평판 관리를 통한 APT 방어 
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아크사이트 Correlation with Context 

Asset Context 

• Vulnerability 

• Attack History 

• Criticality 

Asset Context 

• Roles  

• Attributes 

• Accounts 

Location 

• Physical 

• Logical 

 

 

Actions 

• Badge swipes 

• Database queries 

• USB file saves 

• Files Accessed 

• Emails Sent 

• Screen prints 

• Web Surfing 

• Hosted Applications 

상관관계분석을 통한 실행가능한 Security/System Intelligence 제공 
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Comprehensive solution for data collection from 350+ log generating sources 
The #1 Real Time Security Correlation Platform 
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Protecting customers, mitigating risk, and supporting compliance requirements with 
leading technology for encryption and key management 

 

HP Atalla secures data and payments 

Secure 
Cryptographic keys and 
operations are protected by 
FIPS 140-2 validated solutions 

Reliable   
High performance 
cryptography and key 
management for card 
payments and data 
protection 

Compliant 
Solutions support 
government and financial 
industry standards  
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HP Information Security 

HP ESKM & Secure 
Encryption Encryption 

ESKM 4.0 

With KMIP 

Information Protection 
and Control 

Controller-based data encryption 
for HP ProLiant Gen8 servers  

 

ESKM Customer Benefits: 

• Broad Encryption Coverage 

• High Availability and Scalability 

• Provide credible Compliance and 
Audit Coverage 

• Simplified Deployment and 
management, no more SEDs 

Leading industry standard for 
key management across storage 

 
Manage the keys for all encryption 
devices with Atalla following OASIS 

standard 

New partner relationship – 
announcement to follow 

Visit the Atalla Booth at RSA to 
learn more about this new 

partner 

See us in the OASIS booth too! 
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HP HAVEn helps you monitor the assets that matter 
HP ArcSight – ESM with Big Data Platform (HP Autonomy – IDOL) 

IDOL 

ESM 

People 
generate 
data 

Machines 
generate 
data 
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130% 

Since 2009, time to resolve an attack has grown 
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Disrupt the adversary, manage risk, and extend your capabilities 

HP Security 

 

Disrupt the adversary 
Security technology 

Reduce cost & complexity 
Advisory & management 

5,000+ 

Manage risk 
Risk & compliance 
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HP Security’s industry-leading scale 

Global Security  
Operations Centers 

8  
Global SOC 
Planned regional SOC 

HP managed security customers 
900+ 

Monthly security events 

2.3bn 
HP Secured User Accounts 
47m 

HP Security Professionals 
5,000+ 

All major branches US Department of Defense 

9 out of 10 
Top software companies 

10 out of 10 
Top telecoms 

9 out of 10 
Major banks 
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“OpenSSL - Heartbleed” 
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Heartbleed Vulnerability Protection on Day 1 

Every second matters!  

• OpenSSL Vulnerability affecting 2/3 
of the world’s web servers 

• HP TippingPoint customers are 
protected on Day 1 via Digital Vaccine 

• Virtual patch stops attack and theft 
of critical customer information  

 
Follow our blog to learn more 

 

http://h30499.www3.hp.com/t5/HP-Security-Products-Blog/bg-p/sws-22
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2006 2007 2008 2009 2010 2011 2012 2013 

Every Second Matters for Security Effectiveness 
 Microsoft Vulnerability Acknowledgements 
• Over 8,700 filters 

published to date 

• Over 3,000 security 
researchers 

• Focused on 
vulnerabilities rather 
than exploits 

• Frost & Sullivan 
Market Share 
Leadership Award for 
Vulnerability Research  
 

Compiled from public data available at http://www.microsoft.com/technet/security/current.aspx and Adobe Advisories 

• 8x MSFT competitor over last 8 years 

• At any time, 200 to 300 zero day vulnerabilities 
only HP knows about 

• TP customers enjoy Zero Day “peace of mind” 

4 years in a row! 
 

http://www.microsoft.com/technet/security/current.aspx
http://www.microsoft.com/technet/security/current.aspx
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Effective: World Class Security Research 
 

DVLabs Research & QA 

2,000+ customers participating 

~3,000+ independent researchers 

Compiled from public data available at http://www.microsoft.com/technet/security/current.aspx 

HP 

[CATEGOR

Y NAME] 

[PERCENT

AGE] 

Fortinet 

9% 

IBM 

8% 

Palo 

Alto 

Networks 

8% 

McAfee 

Stonesoft 

3% 

Cisco/ 

SourceFire 

1% 

Checkpoint 

1% 
Radware 

0% 
Corero 

0% 

Juniper 

0% 

Microsoft Public  Vulnerability 

Acknowldgements 2006-2013 

HP 

[CATEGOR

Y NAME] 

[PERCENT

AGE] 
Fortinet 

29% 

IBM 

8% 

Palo 

Alto 

Networks 

7% 

McAfee 

Stonesoft 

3% 

Cisco/ 

SourceFire 

1% 

Checkpoint 

1% 
Radware 

0% 
Corero 

0% 

Juniper 

0% 

Adobe Public  Vulnerability 

Acknowldgements 2007-2013 

Compiled from Adobe Advisories 
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Search and Analysis Heartbleed Vulnerability by  
HP Fortify - WebInspect 
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Search and Analysis Heartbleed Vulnerability by  
HP Fortify - WebInspect 
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Search and Analysis Heartbleed Vulnerability by  
HP Fortify - WebInspect 



©  Copyright 2014 Hewlett-Packard Development Company, L.P.  The information contained herein is subject to change without notice. 52 ©  Copyright 2014 Hewlett-Packard Development Company, L.P.  The information contained herein is subject to change without notice. 



©  Copyright 2014 Hewlett-Packard Development Company, L.P.  The information contained herein is subject to change without notice. 53 ©  Copyright 2014 Hewlett-Packard Development Company, L.P.  The information contained herein is subject to change without notice. 



©  Copyright 2014 Hewlett-Packard Development Company, L.P.  The information contained herein is subject to change without notice. 

 
 
 
 
 
 
 

정보보안 강화 업무에 
유익한 시간이 되기를 
바랍니다. 

보안솔루션 관련 문의처: espkorea@hp.com 

한국HP  |  보안사업부(Enterprise Security Products)  


