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Mandiant In the News

&he New York Times
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International
China’s Army Seen as Tied to Hacking Against U.S.

Report Traces Attacks to Military Office’s Doorstep — Power Grid Is a Target

U S. security firm ties hacking attacks to
| Chinese military unit based in Shanghai
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International Mandiant goes viral after China hacking report

February 22, 2013

Hackers in China Attacked the Times for Last 4 Months

source, experts said, is that the attacks 2008, Chinese hackers began targeting West-

Tt wias 3wongerful report.” 53ic Michast Hayden, 3 former
airactor of e CIA 3G Naonal Securty Agancy, who's now
with tha Chartofé Croup. “EveryB0gy IS S3ying T 200t .

. Thsrepert 53 s sns, tne ks o AST ] or Manaanes
Computer Assaults Tied to computers. as part of an Cortorors thouaithe company sars b ket for dpout 40
. . usedby the Chinese military to attack United  and intimidate their sources and contacts, ercent of the Fortuns 500.
Reporting on Premier States military contractors in the past. and to anticipate swries that might damags
Security experts found evidence the the reputations of Chinese leaders. WWnen asked wiy e had decided to go PUDIiC with this report. P,
By NICOLE PERLROTH hackers swle the corporate passwords for  In 4 December intelligance report for cli- Mani, 2. tod Reuters, “There 5 mountng fustraton n ne {
every Times employee and used those to gain. ‘Mandiant said that over the course of private sector. Tolerance is shrinking. We also have a buncn of
SAN FRANCISCO  access to the personal computers of 53 em-  Several investigations it found evidence

or the last four months, Chinese hack-  ployees, most of them outside The Times’s  Chinese hackers had stolen e-mails, contacts. and 53i0, 'Let's push this out.™
ershave persistently attacked The New  newsroom. Experts found no evidence that  and files from mare than 30 journalists and.
Yark Thns, hﬂk.r-ilg its computer the intruders used the passwords to seek in-  executives at Western news organizations, The report COMEE 3Ne3a of next week s annual RS4 Conference
systems and getting passwords for its re- formation that was not related to the report- and had maintained a “'short list” of journal- ‘o security in 530 Francisco, where Mangiant will snowcase its
punmsanduhcrmﬂn}am ing on the Wen family. ists whose acoounts they repeatedly attack. (Reuters) - Gy proucts o BN Seturity brestnes
the fmrud- _ No customer data was stolen from The  While computer security experts say frOMits peers 30 MaGe froNt-0308 MBS 2round e world Ehiz
ersto myu.m ‘movements and helperect  Tifes, Security experts said. China s most active and persistent, it is not ek when it publiznen 3 rEpart Eat urportacly traced 3 seriat IPO IN THE CARDS? . _ I
better defenses to block them, The Times Asked about evidence that indicated the alone in using computer attacks for a vari- of cyberattacks on U.S. companies to a Shanghai-based unit of T
and computer security experts have expelled  hacking originated in China, and possibly ety of national purposes, including corporate tne Chinese amy. R
the attackers and kept them from breaking with the military, China’s Ministry of Na-  espionage. The United States, Israel, Russia it Nas developea that searches for infections by looking ]
back in., tional Defense said, “Chinese laws prohibit and [ran, among others, are suspected of de- per t [ |
‘The timing of the attacks coincided with any action including that damages. versions of its signatures 2 Ingicators of Compromise, or I0CS. I ’ -
the Teporting for a Times investigation, pub-  Intemet security” It added that “to accuse  The United States Israel have never Puter vinuses. - > iantisthego-to forcyber- ttacks
lished online on Oct. 25, that found that the the Chinese military of launching cyberat- MEW&LMHWMA s Critical |
relativesof Wen Jiaban, China‘snrimaminis.  tacks without snlid neanf is computer ) partoftne pemnum nat automates the in: wuganm p— - - — -
ter, had accumulated a for g Process ang. Manaiant <3z, enabies t P “It’'s areputational thing. They play wellwithlaw enforcement’
G Sre N0t DrE3CNGQ. 3NNt nas ok e attaciars faster than
Comeamisen 0 Eenpany 25 20 82 Corpedts D N N N -
o ® e ot T Company has housanas o 10CS s 83420356, which e The brand-new operations center of | who have written negative stories about
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Mandiant wat founded in 2004 by Kevin Mangia, 2 fortmer
US. A Force cyberforensics investigator who co-authered an
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Mandia, whe raised S70 million by selling stock to Silicon Valley
venture capitat firm Kieiner Perkins Caufiela & Byers ana One
Equity Pariners, the private invesiment anm of JPMorgan Chaze
&Co.said e sin N0 rush to go puBlic. | Go not Detievewe neea
more capital” he said.

Tea Scnlein, 3 pariner with Klsines Per
tol0 Reuters:

cectinea o say Fan

cybersecurity firm Mandiant is decep-
tively tranquil. Rooms in the third-floor
office, overlooking a lagoon in Redwood
City, Calif,, are playfully named after
locations on the Starship Enterprise
from Star Trek, including a kitchen
called 10-Forward.

In one large central control room,
dubbed the Bridge, a dozen security
analysts peer quietly at their computer
‘monitors, looking for anomalous activity
on the computer networks of Mandiant’s
hundreds of corporate clients around
the world. A large computer display on
the wall shows an image of the earth,
seen from space, that highlights in-
bound and outbound network activity
in each country, Mandiant menitors the
entire planet, vet a printout taped to the

the country or its government. After
detecting the breaches, papers in- —
cluding the Times and Post contacted
Mandiant, a 9-year-old Alexandria
(Va)-based company with a repu-
tation among industry insiders for
technical proficiency and large egos. It
also hasa budding business on the front
lines of U.S. companies’ intensifying war
‘with international cyberspies.

In a wave of cyberattacks beginning /- Wl
in 2009, dubbed Operation Auroraby |
security firm McAfee, sophisticated |
hackers based in China breached the |
corporate networks of Google,
Yahoo!, Juniper Networks,
Adobe Systems, and dozens
of other prominent technol-
P




Experts in Advanced Targeted Threats

- Expert Responders for Critical Security Incidents Gartner. 2013
« Incident responders to the biggest breaches CoolVendor
| [
« We train the FBI & Secret Service
« Our consultants wrote the book (literally) on incident response r N
» Clients include more than 40% of Fortune 100 b .
AWARDS
 Our Products Are Based on Our Experience 2@13
 Built to find and stop advanced attackers WINNER
. . . . Honoredinthe U.S.
« We use our own products in our investigations Best Security
« SC Magazine 2012 & 2013 “Best Security Company” Company
ER—— = Practical
- Global Reach & Presence NETWORX s /4

5

« 2000+ employees

« Offices in global regions: Asia-Pacific-Japan, Australia/NZ, l i) ’H[SP[INS[
Americas, Europe & META. ‘PRI S
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Overview

The Who

The How

What Led to APT1 Report

1 Year Later

APT1 Report Lessons Learned

)
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Targeted Attacks Routinely Bypass Preventive Defenses

Advanced Persistent Advanced
Threat (APT) Targeted Attacks
J
Commodity I /{\ONM’ PREVENTIVE so \ Worms
Threats )/}0\ ATe ext- -Gen” Prevent, /04\ " & Bots )
A\ : ‘. | ‘,\ ',;“

i--—

63% - 46%

Of Companies Learned Of Compromised

100%

Of Victims Had

1100%

Of Breaches Involved

Up-To-Date Anti-Virus ~ They Were Breached from Systems Had | Use of Stolen
Signatures an External Entity No Malware on Them Credentials
) [ ]
Source: Mandiant M-Trends 2012 and 2013 @ Fire Eye
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Breaking Down the Threat

Nuisance

123

i - Access &
Objective Propagation
EXampIe Botnhets &

Spam
Targeted x
Character Automated

© 2014, FireEye, Inc. All rights reserved.

Data Theft

(e

Economic, Political
Advantage

Advanced
Persistent Threat

V]

Persistent

| CONFIDENTIAL

Cyber Crime

&

Financial
Gain

Credit Card
Theft

V]

Opportunistic

Hacktivism

-l)

Defamation,
Press & Policy

Website
Defacements

V]

Conspicuous

Network Attack

\1/

Escalation,
Destruction

Destroy Critical
Infrastructure

V]

Conflict Driven

)
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Targeted Threat: Lifecycle Technique




Targeted Threat: Lifecycle Technique

Initial
Recon

» Social Engineering

$ > Spear phishing email

i
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Targeted Threat: Lifecycle Technique

Initial Initial Establish Escalate Internal Complete
Recon Compromise Foothold Privileges Recon Mission
Move Maintain
Laterally Presence

» Social Engineering
> Spear phishing email > Custom malware
» Command and Control
» 3rd party application
exploitation

N

i~




Targeted Threat: Lifecycle Technique

Initial Initial Establish Escalate Internal Complete
Recon Compromise Foothold Privileges Recon Mission
Move Maintain
Laterally Presence

» Social Engineering
> Spear phishing email > Custom malware
» Command and Control > Credential theft
» 3rd party application > Password Cracking
exploitation > “Pass-the-hash”
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Targeted Threat: Lifecycle Technique

Initial Initial Establish Escalate Internal Complete
Recon Compromise Foothold Privileges Recon Mission
Move Maintain
Laterally Presence

» Social Engineering
> Spear phishing email » Custom malware
» Command and Control > Credential theft
» 3rd party application > Password Cracking » Critical system recon
exploitation > “Pass-the-hash” » System, active directory
and user enumeration

» Net use commands
» Reverse shell access

C
C

» Backdoor variants
» VPN subversion
» Sleeper malware

C
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C
C

v

c
C

C
C

C
C




Targeted Threat: Lifecycle Technique

Initial Initial Establish Escalate Internal Complete
Recon Compromise Foothold Privileges Recon Mission
Move Maintain
Laterally Presence

» Social Engineering
> Spear phishing email > Custom malware
» Command and Control > Credential theft
» 3rd party application > Password Cracking » Critical system recon
exploitation > “Pass-the-hash” » System, active directory
A and user enumeration

p 7 Y » Net use commands

» Reverse shell access

- » Backdoor variants
W > VPN subversion
> Sleeper malware » Staging servers

» Data consolidation
» Data theft




The What
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Cyber Espionage “Real World” Examples

© 2014, FireEye, Inc. All rights reserved. | CONFIDENTIAL 17



Goophone “clone”

The Next
Big Thing

Is Almost Here

JFirecye
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Data Theft: A Lot More than R&D

« Chinese cyber theft of weapons and trade secrets makes front page
news...but there’s more to the story

 China wants to understand how US/Global businesses work—down to the
board room minutes and executives’ emails

WHAT MAKES THE HEADLINES... AND WHAT DOESN'T:

Compromised U.S. DoD weapons systems:® China-based APT data theft of a broader nature:
» PAC-3 » Executive emails
» F-35 » Business processes
» THAAD » Negotiations plans
» Navy's Aegis ballistic-missile defense system » Budgetary information
» F/A-18 » Organizational charts
»  V-22 Osprey »  Meeting minutes
» Black Hawk helicopter » Human resources records
» Littoral combat ship » Programs & initiatives

<wWrirecye
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Media Outlets Exploited

25 October 2012
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30 January 2013

€he New Pork Eimes

“All the News That's Fit to Print”

THURSDAY, JANUARY 31, 2013

International

Hackers in China Attacked the Times for Last 4 Months

Computer Assaults Tied to
Reporting on Premier
By NICOLE PERLROTH

said, is that the attacks

Mchhauhldm began

relativesof Wen Jiabao, China’s prime minis-
ter, a fortune worth several
Lillion dollars: 88

ered digital evidence that hackers,
using methods that some consultants have
with Chinese m in the

originating in China. More evidence of the

targeting W
ﬂ'ﬂ-"lﬁlneﬂmtni@mﬂy
And intimidate their and contacts,
mmdcbauwﬂasthatmighdmm
the reputations of Chinese leaders.
In a December intelligence repart for cli-

vuwhganddq;hyhgﬁbemmm
The United States Istael have never
m»mwwmuumwu&

The attacks appear to be part of a broader
computer espionage campaign against Amer-

worm starting around 2008 that attacked and
later caused damage at Iran’s main nuclear
enrichment

puter attacks during its war with Georgia
in 2008,

ulated by
mcllhasﬂupuadtmathadmw
Xi became general secretary of the Com-
munist Party in November and is expected
to become president in March. Ty Trippet,
a for

Signs of a Campaign
The of attacks that

mounting number
have been traced back to China suggest that
hackers there are behind a far-reaching spy-
ing campaign aimed at an expanding set of

account of the attack on The
Times — which is based on interviews with
Times executives, reporters and security ex-
perts — provides a glimpse into one such spy

campaign.
mmm;mdnawmlm
inese government officials that its inves-
t.balhnﬁthawua)thntur ‘Wen's relatives
would *have consequences” executives on
Oct. 24 asked AT&T, which monitors The
Times's computer network, to watch for un-

usual activity.

On Qct. 29, the day the article was pub-
lished online, ATET informed The Times
that it had noticed behavior that was consis-
tmt-nﬂlnﬂ-aratud:sbelhwdwhmbam

— worked with AT T to track the attackers
even as it tried to eliminate them from its
systems.

But on Nov. 7, when it became clear that
attackers were umhsi(hhsys.emsb-




China’s Response

“It is unprofessional and groundless to accuse |
the Chinese military of launching cyber attacks [
without any conclusive evidence.” )

— Chinese Defense Ministry, January 2013 (
/
|
j/ -t D ’j/f oy »
N —.
@FlreEye‘"

21
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Timeline

‘ 2013 TIMELINE OF EVENTS — APT1 AND APT12

JANUARY 30
New York Times article disclosing APT12 breach
JAN
A . FEBRUARY 4
@ APT12 activity briefly resumes
Q..
‘ ............. FEBRUARY 10
FEB Chinese New Year and Golden Week holiday begins
o

FEBRUARY 18
Mandiant releases a report attributing APT1 to the
Chinese military — Unit 61398
'FireEye

© 2014, FireEye, Inc. All rights reserved. | CONFIDENTIAL 22




APT1 Report

18 Feb 2013: Mandiant Released APT1 Intelligence Report

Linked APT1 to PLA unit 61398
5 minute video of APT1 in action

Released 3000+ Actionable

Indicators of Compromise (I0Cs)

'!!ﬁhhd[]lﬁkth“
OpenlOC format

Malware reports
IPs/domain names _—
MD5s A
SSL Certificates

APTL

Attribution Included:

Technical data from 140+ intrusions

Persona and Infrastructure registration
PLA and PRC Documents )
China Telecom information @FireEye‘"

© 2014, FireEye, Inc. All rights reserved. | CONFIDENTIAL 23




Accuracy

20 Feb 2013: CNN video of PLA chasing CNN vehicle at

building location
(https://www.youtube.com/watch?v=yG2ezzL HSDO)

“l read the Mandiant report. I've also read other reports, classified out of
Intelligence, and | think the Mandiant report, which is now unclassified,
it's public, is essentially correct”

-- Sen Feinstein, Chairwoman of Senate Intelligence Committee

)
<© FireEye
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APT1 — Reaction

« Monday 2/18 — Business as Usual
 Report released at 10 PM EST

 Tuesday 2/19 — Action Plan Invoked

Domains parked

WHOIS reqistry changed
Backdoor/tools removed
Staging/working directories cleared

20 Feb 2013: PLA guard at MUCD 61398

New backdoors implanted — ; ;
“There is still no internationally clear,

unified definition of what consists of a

 PRC Reaction: 'hacking attack'. There is no legal evidence

High-level public statements behind the report subjectively inducing that
the everyday gathering of online

(information) is online spying.”
-- 20 Feb 2013, PLA Defense Ministry

Unusual military presence

)
<© FireEye
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One Year After the APT1 Report:

OBSERVED GLOBAL APT1 AC TIMELINE OF APT1 COMPROMISES BY INDUSTRY SECTOR

) 20

115 Uried Stts

M=

FIGURE 11: Geographic location of APT1's victims. In th
location shown reflects either the branch of the organiza tic
location of the crganization's headquarters.

APT1 has demcastrated the capabifty and ntent fa steal from .
industnes wrtualy simukanacusly. Figure 12 provides a wewat .

the 141 wctims we idantied, organized by the 20 major industr:
mission is extremaly broad; the group does not farget industries sy
range of industries on a continucus basis. Since the organizations |

of APT] victims that we confirmed directly, the range of industries
findings suggest.

Further, the scope of APT1's parallel actmibes implies that the group ha
at s deposal In the first month of 2011, for example, Figure 12 shows
new victims cperating in 10 different industries. Since we have seen that
network for an average of neady a year after the inftial date= of compromiz.

new brmaches while si ) g access 0 and conti L) >
compramisad victims. =
~ —uons by industry. The dots within
8 rew ogganization within the industry.
Msndlant AFT1 22 www mandlant.com

)
<© FireEye
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Impact on APTs

= Short-Term Impacts w"—\'Mf/,
* Unreleased Indicators did not change :;:;;;-;;-;:-:’:;,;_‘
« NYT coverage did not stop intrusions...

- WEARUTH 4 ARA, #9100 = ARNS ZE_oRAUH
* .... ButAPT1 Report did
WNLRAINENANBN. RUCKRGHiEs. BNsitRTNT

MALCANITNRATEN, TEAZNNES

 ALL APT groups acted in coordination
following APT1 Report

= Long-Term Impacts: Erdiioh WEN
« All groups resumed normal activity levels |
* No changes in targeting

 No changesin TTPs China Telecom and 61398

Mandiant learned significant lessons about the nature of APT groups as a
collective entity following the APT1 Report. Mandiant considers the uniform
actions of ALL suspected China-based groups after the report confirms our
attribution as well as speak to the level of Chinese coordination and control.

)
<© FireEye
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APT1 Reacts

‘ NUMBER OF APT1’'S 2013 C2 SESSIONS COMPARED TO BASELINE ACTIVITY FROM 2010-12

| Chinese |

New Year

ﬁ
'l APT1 Report |

& P & & ¢ & S
\,\ X \\\*Q} Q&Q \,’Q ,\’} \,Q N’x
F L
& ¥
C{\\k\ Average — 2013

)
<© FireEye
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| essons Learned

What Did We Learn?

What Does It Mean?

APTs respond to a command structure
APTs follow media coverage

APT “Re-Tool” time is short

Only adjust disclosed portions

Public disclosures = difficult detection

APTs are resilient e
APTs are not going away

“Public shaming” # intrusion response
CCP role is critical

PRC/PLA beliefs are applicable to APTs

© 2014, FireEye, Inc. All rights reserved. | CONFIDENTIAL




Threat Landscape

Emergence of APT Events SEA Begins Iran Emerges
Two Factor Subversion
APT Target Expansion China
SEA
Cybercrime
Iran
Commodity
STUXNET DDOS on Banks
2005 2006 2007 2008 2009 2010 2011 2012 2013 2014

The Asian region faces an active cybercriminal element, encounters frequent

cyber threat to the region based on the importance of the Pacific to the PRC.

hacktivist events tied to international issues as well as country conflicts, and has
various nations possessing cyber capabilities. APT threats are the most significant

)
<© FireEye
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Implications

« Activity Likely to Worsen:
« All trends are upward
» Geopolitical situation is key driver

e
* Intrusions Matter:
» Data theft rapidly synthesized
» Used for actionable gains

* |ntrusion effects are cumulative

= Expected APT Actions:
» Valid access and trusted partners
« Maintenance activity
» Specific networks, users, data
« APTs at targets that matter

===

@llt‘Nl‘ll"ﬁork»@imm g/

)
<© FireEye
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Key Trends

‘ l Increased sophistication of network reconnaissance using custom

tools and targeting specific systems.

Attackers targeting outsourced service providers and business partners %,

(@) The use of publicly-available malware is on the rise, creating
‘k‘_s.‘ challenges for enterprise security teams.

Mandiant observed an increasing number of APT attacks which ;
were discovered during the M&A process. ,

Increase in targeted attackers using strategic web compromise
attacks.

-
In 2012, 38% of targeted companies continued to be a target after m
successful remediation. ) 0
<O FireEYe
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Still Phishing

44%

of observed phishing emails were IT related,
often attempting to impersonate the targeted
company’s IT department

93% of phishing emails were sent on weekdays

© 2014, FireEye, Inc. All rights reserved. | CONFIDENTIAL

Mon
Tue
Wed
Thur
Fri
Sat

Sun
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Undetected Presence

<‘\ <
Cowtas
median number of days that q

threat groups were present on a
victim’s network before detection

¢ 14 days less than 2012

Longest Presence: 2,287 days
)FireEye
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Increasingly Agile Attackers

Examples from recent investigations:

Extensive reconnaissance of victims

Deep knowledge of victim networks (sometimes better than
the organization’s own network team)

Aggressively fighting remediation

Shifted work schedule to victim’s 9-to-5 to counter activity in
real time

Switched to controlling victim PCs via VPN when proxy
servers were blocked

Completely upgraded tools and infrastructure in a two day
window

Attacker will find the path of least resistance

Adversary will only expose their deepest competencies as a
last resort

)
<© FireEye
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New Security Paradigm

Organizations Must Seek to Eliminate the Consequences
and Impact of Security Breaches

« Ability to Operate Through Compromise
« Holistic Visibility (Network & Endpoint)
« Actionable Threat Intelligence Uiz

_ _ _ Intelligence
« Shift to Threat Centric Security

Network-Based
Visibility

© 2014, FireEye, Inc. All rights reserved. | CONFIDENTIAL 37
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Preventing APT compromises

What's effective?

« Fast detection and response is a more effective approach
than trying to stop it

* Visibility into network AND endpoints!

 SIGNATURE BASED DETECTION IS DEAD (well, mostly)

* Intelligence is king

* The basics still apply: general system hygiene is important

« Removing admin rights for general users

« Whitelisting

* Privileged access management / IAM improvements

* Proxy “speed bump”

* Virtualize the browser/app/PC

)
<© FireEye
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Intelligence Is King

Indicators of Compromise (I0C)

= [ntel Mixology
1. “Tier 17 - Commodity (C2, sinkhole, open source, etc)
2. “Tier 27 — APT, State Sponsored. “Top Shelf”
3. Sharing — Partners, Co-opetition, Industry, Government

= Apply Threat Intel operationally to event data at
speed & scale

= Security Intel vs Threat Intel
= Structured vs Unstructured
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HANDIANT®

Contact Information:

Nick Essner
SOC/CIRT Strategic Solutions
nhick.essner@mandiant.com
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