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Gkamai

Categories of attackers Attacker motivation

Multiple Industrial espionage, Opportunistic

WHO IS %, e 4"
ATTACKING

Outsiders 23%
50%

YOUR AND WHY?
N ETW O R K S Dissatisfaction
with employetr/job
Malicious ‘ 15% .‘
insiders Social activism, civil
20% Inadvertent Actor disobedience  Other
50/:3 70/6 6‘%
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DISTRIBUTED DENIAL OF SERVICE G
ATTACKS ARE BEING USED AS A Alkamar
DISTRACTION
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There is good news... Gkamai

()/ of senior executives of companies employ
6 5 O are paying more security threat
attention to security Intelligence to stay on
Issues and plan to top of the changing
Increase spending risk landscape

Il_erév!Iu(ér;ivezfér;ngmation Security Officer Assessment, 2012; 2IBM Global Reputational Risk and ©201 3 AKAMAI I FASTER FOR WARDTM



...and not-so-good news. Gkamai

of companies employ O/ of companies rate
security threat I 8 O their ability to
Intelligence to stay on top manage IT risk as

of the changing risk very strong
landscape

TJFBSh/[\uz;iveszIrllfsormalion Security Officer Assessment, 2012; 21BM Global Reputational Risk and ©201 3 AKAMAI I FASTER FOR WARDTM



SKILLS ARE
ALMOST
IMPOSSIBLE
TO FIND

THE WORSE
NEWS?

Gkamai
'‘Concerns relating to managing

8 6% information risk are directly related to
staffing difficulties’

0/ 'Staffing challenges will either stay
8 1 O the same or get worse over the next
five to 10 years’

‘Technical security staff members

2 5% remain on the team for three or

more years’
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Attack on South Asian Customer — DD0S (ikamai
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Attack on South Asian Customer — multi-vector attack

f‘_\\
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G
What was important

Ability for the core organization to focus on more intelligent
attacks

Operational offload

Intelligence into the threats and attacks
Application layer mitigation
Comprehensive logging

Business as usual
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G

"How would an organization be more agile in its cyber defenses
in the face of escalating and more complex threats, manage its
OPEX, retain and grow the human talents, and be a key
strategic partner to the business. "
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A new paradigm shift to meeting tomorrow's cyber  (Giamai
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