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New Opportunities and Risks
in a Hyper Connected World
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loT Vertical Market Trends

Auto

Telematics

In-vehicle
entertainment

Navigation
Safety services

Concierge services

Remote diagnostics

Personalized
insurance

Industrials
Supply chain
management
Geo-fencing
Machine diagnostics
Inventory control
Industrial
automation control
Equipment
monitoring

Retail & Healthcare Consumer
Finance Home healthcare Smart home
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G TR, and hosp.ltal _patlent pp
cards monitoring Connected home
Point of sale Remote Video feed
terminals telemedicine & monitoring
ATM phy5|CIa_n Parental Controls
Vending machine consultation
monitoring Body sensor
Digital signage and monitoring

electronic billboards




Transport
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Lighting
Security

Access, etc

Equipment& personnel
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Planes
Telemedicine

o Tolls, etc.
Pumps, Valves, Vats, Conveyors, Pipelines
Meters, Drives, Converting, Fabrication

/ Assembly/Packaging, Vessels



Trends Related to the Internet of Things
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IPv6, 100 addresses for every atom

\ on face of the earth

-

Big data and analytics extracting

\ insights from collected information /

/
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There are millions of sensors, of

which are smaller, cheaper, faster...

\ and there are billions of them /

Security and management of all ‘things’

is essential to ensuring the data

vollected can be trusted /
v Symantec.







Complex system needs comprehensive security
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Solving End to End for Auto requires security, data tools and device
management

App and
Data
Source

Device
Management

Battery
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Backup + DLP + encryption +
App Wrapping

CAN bus processors need to be authenticated:
Authentication of Critical ECUs

_— t

Central processor can be compromised:
System Hardening + Secure boot
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Internet Of Vulnerability

Energy Management Subnet

SMART GRID HAN

Energy
Management GW | Utility

) X Backhaul
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' 3G/LTE
* 900 MHz wireless

Monitor and Control Subnet

X~ Fitn i Smoke
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Health  Security Cameras Light Switches Home GW (BB/AP)

Source: RTC magazine



Solving End to End for Industrial requires security, compliance, identity and
device management

Internet
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Identity,
Authentication
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Security, Management, Identity and Privacy are key
enablers for loT
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Multi-layer Problem Multiple Technology Layers
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Mobile, Embedded Data center needs to Segregate
be protected embedded &
Device Applications corporate
Critical data should
not be extracted or Detect deviations
lost

N 2N AN /

Internet of Things: A View from Symantec \/Syma ntec. B




Trust and Identity key to ensuring devices and data
can be relied upon

* When a device is contacted for the first time (a user,
another device), can it be identified

e Can a device be trusted?

e Can we ensure code, information coming from the device
has not been altered in transit

e Can we trust the data that is generated by the device

e Trust and Identity mechanisms are needed, like

— Certificate as a root of trust: MPKI

— Code signing .

— Secure communication between device and server eg:

11

— Ensuring that a device is reporting its true status: N
Anomaly Detection in Industrial Control Systems

Internet of Things: A View from Symantec fSyma ntec. n



Restricting access to the data and to the devices
and preventing data leakage key to privacy

e Privacy violation risks:

— “Things” (vehicle, power meter, wearable fitness
devices, and etc.) are pervasively collecting
massive amounts of data

— Collected data is uploaded to the cloud and
service providers

— Need to ensure that only authorized parties are
allowed access to data

* Privacy protections are required, including:

— Access control : Example: 2 Factor Authentication
— Data encryption
— Data Loss Prevention

— Obfuscation

Internet of Things: A View from Symantec




Management of devices , data and applications
important for overall loT market

e Data Management:

— Huge amount of data generated means data needs to
be handled carefully

— Backup, archiving, search all key issues but processing
of data real-time also needed

— Ensuring data is safely stored another key issues

e Device and application management

— How devices are managed important to ensuring a
secure embedded network

— As embedded devices become application platforms,
apps need to be handled as well

e Solutions are required, including:
— Backup, archiving, e-discovery, Information Fabric

— Device and Application Management

Internet of Things: A View from Symantec




Summary
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Awareness Security Confidence

Understand usage
Build formal programs

Networks and devices
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Thank you!

Copyright © 2011 Symantec Corporation. All rights reserved. Symantec and the Symantec Logo are trademarks or registered trademarks of Symantec Corporation or its affiliates in
the U.S. and other countries. Other names may be trademarks of their respective owners.

This document is provided for informational purposes only and is not intended as advertising. All warranties relating to the information in this document, either express or implied,
are disclaimed to the maximum extent allowed by law. The information in this document is subject to change without notice.



