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What’s VPN (Virtual Private Network) ?

m Intemet 2 =3l JMAO2 ARSTIS 2E5l0] DHIEO]

‘@ 0l = AI2AEE Software 2122 IPSec VPN 22 2 Al Networkllll Access 2t=

I
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Home Worker S E .

. hal P
with VPN software Seas .ﬁ_ ______
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with VPN software
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Home Worker 3

; . == Tele-worker

with VPN device |

Wireless Client
with VPN software
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D 212 2oARERS, 01S22)S 9I5H VPN Z
g 22
=

« 22 22X PC | IPSec SoftwareE & 7

Software Based IPSec VPN 2| 2 H|&

« Software HH= / £&| / €3 / ZHfA2| 2= HF =0t

* IPSec Protocol S22 2IEZ #2HHI M 2= 20 2228 (Firewall/ NAT /
MTU =H =)

- P>
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Ublqwtous HRE=E Flet E= J:r.-_"i"_-';: x

SSL VPN 2| &HH
. 'fan 2HEMHIAM VPN E=E '.3|ﬁ :
GRS =8 FIEEP] SSL Pro to
. 'f.: AHES| D = :
« Client / Group 2= I]H'—' '1|':”_

The remote access your workforce wants.
The security your business needs.
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15t Generati

SSL VPN 1HM|CH D] =

« Web Browser 2|22 2 2ZFHEF| Clientless Secure Access Service
o M=

- Simple & HTMLZ RHHE HTTP / H'I‘I'PS J12+2| Application A|&

¥ . Proxy 2t2IH| 2| =5 SMB File Access 2! E- mail Ml CHE Secure
Access Al &

|- C/S 2|Zt2| Application O] Al# == IPSec Software £ =l
CHA Al 22t
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2nd Generation

SSL VPN 24| CH 3|%

« Web Application _L||H|_|_ TCP 1[2he| ”"fC/S Appllcatlon A&
« NetBIOS protocol 2! Terminal Service Hl CHEF A&
« Network Layer .41 €| Full Connectivity 2t & & &t Application A|&

=2
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34 Generation

SSL VPN 3AM|CH J|= (&= tHH|)
* Network Layerll A Full Connectivity £ .Iﬂer:-'fEt:E L3VPN &

£ = Application M| CHEF Accessibility Al= &

- VDI 2= §THH ZIS= A=A 212 Desktop E2 H=
o CI2FeF Device & OS ZHAM| CHE! Support (Windows / Mac / Linux)
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Platform2| LI 2 & & Al =& 0l S}
Today's Mobile, Always on/Always connected LIFE

Number of mobile devices sold

Proliferation of Devices worldwide expected to reach 1.9
billionin 2012*

Connected Socialization

ROKM ¢ o

*Source: Gartner, Inc., Mobile Devices, Worldwide, 2008-2015, 4Q11 Update
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HOLRAE 2| St
THE NEW SECURITY LANDSCAPE

Attacker Threats
Attackers are using new Attackers gain control of
indirect techniques user devices

to bypass perimeter

security @ Malware

@0 T

A
.gov/i.com .me/.you = H E =
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Once inside, they go after
sensitive data and
intellectual property

Ei’g

2 ERP

Windows Server
ORACLE

Data Center Assets

Juniper
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4" Generation

e
b - e S
Y l'.';:"[".,f'-.".':-l-..\":"

RU Ready? &
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121 Support
H|+ (L3 VPN/ NAC / Application 2t / Security

|1
I

= Application( &
ME A2 Traffic % =

|| |'||'1 I

| Transition Al = Network Full Connectivity =
* Cloud EF; E'IHI Z5HEt Virtual Appliance EEH 2| Service HI-T-
- OI2Hel MZEZ Trend / Technique 2 =H| Z[HS
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XHMICH Secure Access =& A
Juniper MAG Series / Junos Pulse Client
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JuniperZt2| Xt HICH Secure Access =5 &

;;;;;

AppConnect Pulse

, 2 Gateway

‘ ool

AD,

| 4 (Y <
A ————.
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Juniper MAG Series Xl = Lineup
(Gateway Device)

MAG6610
MAG6611

MAG4610

Appliance Type
1U Rack Size, %-width , 30W power consumption.

| C 100 SSLVPN users

=== N MAG2600

Appliance Type
1U Rack Size, ¥-width

e & [} 1,000 SSLVPN users (or5000 NACusers)

MAG4610

» Chassis Type / Service module 2% &%+ 71

MAG 66 10 e 1URackSize

¢ Optional management module
© 20,000 SSL VPN users or 30,000 NAC users

« Chassis Type/ Service module 4% &% 315

MAG6E611 RUEES

¢ Optional management module.
¢ 40,000 SSL VPN users or 60,000 NAC users
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MAG Chassis + &

SM160 * MAG6610/ MAG6611 Chassis | Ttk
(Service module) ¢ 1,000SSLVPN/ 5,000 NACusers

Juniper

SM360

Jonper

SM360 « MAG6610/ MAG6611 Chassis M| &zt
Sl e 10,000 SSLVPN /15,000 NAC users

CMO60 * SM160/SM360 Module 0j| &z}

Management i
( Modgu|e) e Chassismanagement 2=

MAG

6610

O)uniper z22:(©) Juniper

v/ SSLVPN: 11,000 Users
v’ Chassis management

v/ SSLVPN : 20,000 Users
v'NAC : 5,000 Users
v’ Chassis management
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Juniper MAG 6600 Series = &

= A

=

Single =2H0|HE 2=, 52| Chassis il 41 SSL VPN & NAC Gate & TE.:.H gH_t2|

Single HIC|E2(0| EH| Client 2&(Junos Pulse) 2 SSL VPN & NAC Clie
— T

s ~2|& Service module LA 2= BHE 2=
(e.g., SSL VPNtoday, NAC tomorrow)

= Ty o2 [Basisn DAL QT AR (2} ChassisLHH| HHI -~ 2SS Crret

= Type= J 222 Z Mix & Match

S5} SHERA MAG6611 ChassisMl.*{ ZICH 40,000 SSL VPNUser £=
60,000 NAC User A 2 Jt=

Common access SSL VPN User 2t NAC Userll|Hl =£&t License HE

licenses

Third Party Integration Application 2t / Mobile Device Management

(Riverbed / Mobilelron / Airwatch / Samsung Knox)

: Juniper



License Server= 22| A| & &

v O} =k User License:= License

v 2t Member& 2 License 4 Hl ] Registration Serverf| & S5

v License Serverl] 2t Memberdl 2z o &
(Reserved User / Max User )
v ™40 = Reserved™ User License =22 ALE
vEMN @72 Reserved Userm i ad 33
&2} Licensem LIS & (upto Max User)
vVEN RN TY =FE2E 5 M
F2} License A5 dtd

License Server

10,000 user & &

7,000 User Reserved
3,000 User available

Member-1 Member-2 Member-3 Member-4

5,000 User Reserved 100 User Reserved 400 User Reserved 1,500 User Reserved

21 Copyright © 2013 Juniper Networks, Inc.  www.juniper.net -J UI’—] | pel"

LA et RN SR



What is JUNOS PULSE ?

HEE L H| A~ Access Control A{H| 2
(L3 VPN) (NAC)

Role-based, secure remote and Standards-based,
mobile access to networks, clouds, granular network access
and applications control

D HFY H O
(Anti-Virus/ Antl-Spam)

JUNIPEr

NETWORKS

riverhed

Think fast.

v SSL VPN/NAC/Mobile Security =£| 2|=& ZE&E! Client Module
v Mobile / Desktop 2| CHZFEt Platform £ Al (i
=)

22 v Mobilelron / Airwatch / Riverbed 2} Integration '"Samsung-Knox Al= J[_jﬂ”:ler

>
o
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>
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Junos Pulse 2} MA =35t A Hl A

JUNOS Pulse Single Client 2} MAG Single gateway = 7| = ¢t A{H| A
« SSLVPN AH|AZ E5H 2 HOEFE = (L3 VPN) ¥
+  UACE E 7t Network/LAN F == EF| (NAC)
o HE B2 Third Party =& =Tt Application Zh<5
« AppConnect SDK £ £ &t Per-APP VPN

(Application £F$ 2] VPN Tunneling)

-
or APV E
.P‘-\y\l.'l-’- P
o559
g D
qecdt
i Secy
] |-.H AC
MAG 4| 2| = €35 5ey
Junos Pulse | EF T
4{ :':H:'::':H:'::':H :':I'E:': H:’::’:H:’::’:§§;
c‘l&j‘ﬂ KHKKHKKH KHK HKKHKKHK}
- (\O
/)P,b/
‘%‘,7 3
'Co

1 2| JunosPulse | A X|HE| = A=

« HA3E/E 2|1 Mobile 05 CHEH X| &
o Cl=ChHH O J'«'I Z| Endpoint Security & A}
. Locatlon Awareness

* Session Migration (IF-MAP)
* Integrationwith Mobile Security / MDM
* Integrationwith Application Acceleration

- JuniPer
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Junos Pulse (on mobile device)
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IL:E

OIAR MO s HIEDI

1. 2821 SHAM 20U E- mail B 1} PCS &

gi %‘I!JIJI Remote K|l 21Ck= 1= Junos PulsellM

3. SSL VPN Access Type2 & MLl
LMK :
g PRITET TS

5. Junos Pulse= SSL VPN Tunne|™M¥&
6. Application 1= 5= St IlE W

. 2N AR N|Eo2 “HRwyz s = poz2 10 AM

. PC Wi Fill Al=™M3E

%‘I!JIJI Remote A%l 2L Ck= 2= Junos PuiseliM

4. SSL VPN Access TypeC & M ALl
5. JI= Sessionl] HELIH 20z =30
6. Junos Pulse= SSL VPN Tunnel ™3

3.
21

i

It
o

i
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Bt Rt R
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207 AISY 2 1S S PCE S AL B M Networkll 912
. Junos Puise WM 802.1X MI=0] B2 S 21 |

. NACII Access Type2 & S

4. NEJQ NS (Session B EIN IF-MAPS Sdl
miqration =)
5. Junos Pulse’= & Al Networkll ‘M2

1. AN HEEN EL2E 0=

2. YBEAH A0 "ojs Tl Al ERP A ASN 8% 22

gl'ﬂ:ad“” ERP'™ 2 (App Connect = Per-App VPN
=) \

4. ERP B WX NE2ANE

5. ERP'E it MAG?t SSL VPN Tunnel/™M3

6. iPad’s Soll Z| Al Email &% ERP A|2E0 B2 3= )
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S5/ H SR Traffic 2| =c|l& =l

— 1 L—

o HE Traffic @A

1 EHH S 2 Secure Tunnel = A E|
Split Tunnel mode o QB4 52| H| Y2 Traffict Local Network Traffic 2 &I
H £

. e ClientZ| B = TrafficE Secure TunnelZ A C
Non-Split Tunnel mode = = i 1)
2 5/HE R/ 2E H/Local =3)

Non-Split Tunnel
+ Local Access mode

e Local Network = 2l B / File Server= E| Local Network

AccessES H| 2| T} P &= Secure Tunnel 2 # |

26
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Split Tunnel mode

Unprotected Network

Direct |
Network

Indirect
Network ‘

~

=

Internet
Traffic

Split Tunnel On

HQ Protected Network

Network A

=

SSD VPN jTunneI

PIEA

v BA B Traffic Network C
: Tunneling

v’ Local Direct Network
. &3 Access (no-tunneling) |i| |i|
v Remote Indirect Network K

. =& Access (no-tunneling)
v Internet Traffic
97 : = Access (no-tunneling)
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Non- Split Tunnel mode

Network

Unprotected Network
/el N\
E Direct
Network
m_ Indirect ‘

Network A

1.70= Network B

I 4
)

Internet
Traffic

Split Tunnel Off

v 2A B R Traffic
: Tunneling

v Local Direct Network
: Tunneling

v Remote Indirect Network
: Tunneling

v’ Internet Traffic

28 : Tunneling

> —

==

SSD VPN jTunneI ;TW':: e

PIEA

HQ Protected Network

Network A

Network C

. =
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Non- Split Tunnel mode
(Local Subnet Access - Optional)

Unprotected Network

/ \
[ |
— Direct | |
Network .
Q Indirect
Network

~\

jt _ i }
I 4 .
G

J/

Internet ‘
Traffic

Split Tunnel Off + Local Subnet Access (Option)

IR

v 2AM BE Traffic
: Tunneling
v Local Direct Network
. =& Access (no-tunnel)
v Remote Indirect Network
: Tunneling
v Internet Traffic

: Tunnelin
o9 unneling
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Dashboard

Multiple
Login Page

Login Page
Customizing

Application
Acceleration

30

JuniperSSLVPN &= 2 J| =

Junos Pulse

L3 VPN, NAC, Mobile Security,

App Acceleration
Eud
Network Connect

(L3 Full Connectivity —all protocols)

Bookmark
Page

Admin Role
Delegation

VALY

(TCP application)

Client
Module
Design
Customizing

Core

(Web/File/Mail)

IPv6 Support
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Client £33t

Coordinated
Threat
Control

Host Checker

Malware
Protection

Mobile
Device
Support

Windows
Update
Checking

Cache
Cleaner

Secure
Virtual
Workplace

Rooting
Detection

JuniPer
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SSLVPN 14 CH 2 Ef

A| &S Lead5HH
R bl
JIENEE E6tY
MEZ E3Y
Xp1ora 74

PG AH| £ 2

[n]
—
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#| & SASeries
Ml A1 MAG Series =
FIgtere] aX|T
SSLVPN SolutionS

HS

= E bl
Juniper Security
Product Line Up 2}2]
AS Est ol
Halsolution =
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Benefit of Juniper SSL VPN Solution
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