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Software Supply Chain
Challenges & Attacks
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Root Organization

Policy Management

P Application Categories

P Policies
Legacy Violations
Continuous Monitoring
Proprietary Components
Component Labels

License Threat Groups
=+ New Licer

@ Banned

e 3

rmational
Source Control

Access

Edit License Threat Group

Group Name *

| |.1\J—Critical -

Available Licenses

. Y Filter

© (0BSD) BSD Zero Clause Lice...

© (10tec-Company-License-

© (123-050-MIT-PL-2.0) 123 Op...

|
|
|
|
|
1
|
|
|
|
|
1
|
|
|
1 © (2KSYS-EULA) 2KSYS End Use...
|

! © (3D

|

I . . .

1 @ (3D-slicer-1.0) 3D Slicer Licen...
|

| © (42-Unlicense) 42 Unlicense

1

: & (60East-API-LA) 60East API Li...
| _—

1 © (AAL) Attribution rance ...
|

1 @ (AB-CPSign-Commercial-EUL...
|

|

|

Liberal

IInl:\l.u:ler;l Licenses

|. T Filter

© (AbtAudio-AB-License) Abta
© (Accusoft-S| »ft Tool...

© (ACSL) tyle License No...

© (ACSL-1.4) Anti-Capitalist Soft...
© (AdGem-User-TOS-RD

© (AGPL) AGPL-Style License N...
© (AGPL-1.0) Affero General Pu...

© (AGPL-1.0-or-later) Affero Ge...

© (AGPL-2.0) Affero General Pu...

© (AGPL-3.0) GNU Affero Gener...

20| A #e|e] =84

= QEAMA EQXD|0|= 22 ol EF0] X S, 2fo|MA
ZS5 UIX| QUS (MIT, BSD, GPL/AGPL, M IIa)
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1. cross-env -> crossenv
2. express ->exprss

3. electron ->electorn

. File Syste
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1. YAl T2 HE (5244|2) X| Python APIs)
* Github : solana-py v0.34.3
« PyPI: solana

2. g ZEHZ
* PyPI:solana-py v0.34.5
o FXIX|Z QS 3| EfE|

£X : https://www.sonatype.com/blog/an-idea
typosquat-solana-py-is-here-to-steal-your-crypto-keys



somelib 69.69.69
not_a_ hacker
(external)

awesomelib 1.0
(internal)

) Dependency Confusion: How |
Hacked Into Apple, Microsoft
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Dependency Confusion

(elEY 25)

% Alex Birsan (2021%)
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= I|sH7|Y : Apple, Microsoft, Netflix, PayPal, Shopify, Tesla

and Uber 3|Al &
PyTorch

“*PyTorch (20224)
* PyTouch-nightly &

(torchtriton)E C}22H= o
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Malic
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Similar to other Maa$ offerings, they
promise fully undetectable malware
=
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Prices in euros

=X : https://blog.sonatype.com/malware-monthly-march-2023
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1 Ws users, revives malware ..

PyPI crypto-stealer targets Windows
users, revives malware campaign

May 29,2024 By Ax Sharma

7 minute read time

sefup. oy *

from setuptools import setup, find_packages
from setuptools.command. install import install
from pathlib import Path

import oq

VERSION = "1.8.1°

DESCRIPTION = "Cool package.'

this_directory = Path{__file__).parent

18  long_description = (this_directory / "README.md"}.read_text()

D0 s O L e R e

11

12

13 class InstallCommand{install):

14

15 def runlself):

16 try:

17 ,':rirlti""i

18 EXCEPLE

9 pass

28 install. run{self)

21

22

23 setupl

24 name="pytoileur",

5 version=vERSION,

26 author="HW",

27 author_email="",

28 description=DESCRIPTION,

9 long_description_content_types"text /markdown",

] long_description=1ong_description,

31 packages=find_packages{),

32 install_requires=[1,

33 keywords=[],

14 classifiers=[ 4_ |
35 "Development Status :: 1 - Planning”, a Se e n CO e pay Oa
36 "Intended Audience :: Developers™,

37 "Programming Language :: Python :: 3", o~

38 "Operating System :: Unix", AEI OH D:| E_:l O‘I
39 "Operating System :: MacO5 :: MacOS X,

B "Operating System :: Microsoft :: Windows", o o o
41 1

a2 cmdclass={

LE "install’: InstallCommand

44 }




350,000

300,000 More than
200,000 o o , o
Malicious packages discovered 2023|-=|o1|'— O| MM} X| et =
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100,000

50,000

2023 2024

Z£X : Sonatype Annual State of the Software Supply Chain

https://www.sonatype.com/state-of-the-software-supply-chain/open-source-supply-and-demand
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342,922

malicious versions

AEE AEATERN S 80%=
2 | Sonatype Database0||

; == =x |.
‘W .y =/
/ @ Phishing 96,465 File System Corruption 2,212

Data Exfiltration 73,008 Protestware 1,067

>
=
e
< |

Security Holding 64,779 Code Injection 911

Other 31,652 @ Denial of Service 848

PIl Exfiltration 19,772 Credential Exfiltration 600

Backdoor 13,065 Obfuscated Code 204

Research Project 8,421 Ransomware 37 h

PUA 7,669 Hijacker 19 | 1hr | F2hr +7hr |
Crypto Stealer/Miner 4,837 URL Redirector 8 ! ! ! !

Dropper 4,734




ATEQNH 22 vs. Anti-Virus

= Sonatype HOEIO|AM EFX|ot 2t/d PyPI I3 | X| (netfetcher, pyfetcher)

» £0§0| Q| © CEIF|E|Z DRI EX URLZEE otA Als sjole Z \"A RUSTOTAL
CI22E = 0| B4 (netflix_checker.exe)
Analyse suspicious files, domains, IPs and URLs to detect malware and other

. _SI_A_! NOdeJ S EJ_’_Q_l' EI-” El-l:-” O | E-I E_O;F_é_'-O:I _To'_A—! ]IH 9 | x|E j |-xo|- breaches, automatically share them with the security community.

» 2024'A 83 22 Tl C2A{H] Active &El

FILE URL SEARCH ﬂﬁ-
» Anti-Virus E0|M EFX| £|X| &S
N
R

[ | Choaose file ‘

() O o o e

pyfetcher 1.7.5

Released: Aug 5, 2024

[
0
ght Node js contributors. MIT licen
1B

£X : https://www.sonatype.com/blog/pyfetcher-netfetch-drop-
netflix-checker-on-windows
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1E2 HO[EH|O| A =tE 74

=1

Automated Vulnerability Detection Human Curation

Automated
Analysis

Xt=3HEl Open rioritization
Source ZZHNE

X =]
Fory 24 A

. J
) . : e h
Public Sources : Security Feeds & Others Sonatype 2@t 2| X X[&! Curation (+653F) ZJp A gl A|QFM It AFS 01|
T T XTI O o© [
s i o Ao BTt L - Al #forEof ofsl J1E THE AEAS0] 0Kl %%
- HQFZX|ALO|E (Security Advisories) - E20t0|sx(Defect)o| 2= =X =f¢ ESIEs
- D2HE =0 ZX| - EYX|(Discrepancy), 2= &H(Vagueness), £&stA e S "
= ' = g - - 0| 240| 2to|E2{2|0| WSS O|X|1
- FSISAC & Customer Report (Inaccuracy) X/ Zﬂsﬂ';; | =2l 20l =20 S2= AlAla
N i

- Email, Blog, OWASP, 0SSIndex - Secondary Expansion 2412 8 ix§7}x|

Deep Dive HE 7t 3,800207H9| oY HE 37t

Github 2& @EAA Commit / Event ZL|E& - Sonatype (HE AA) 1QHH It

- CVE, SQL Injection, XXE, RCE, XSS - Remediation =7} ot ux| mt

60017 Al 122 S3+ AI/ML 7|2+ Behavior 2LIE 20bEE 47 | FaseiNeoa s
- Public Repository (NPM, PyPIl, Maveng) 24X7 ZHA| - Github B! TZNME C}2ZE AO|E 24 Sl

- QI7|%, Release History, Declared License

XXE : XML External Entity, RCE : Remote Code Execution, XSS : Cross Site Scripting
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Breadth
270M  8Mny

QEAAJIEZD  Github/EHSX|

Speed
10 mins 1 Hour

OSS2IE =z Rl RPN

Depth
55M (PAY,

X|2%FH G|0JE|  Deep Dive (MSEA])

Accuracy
32%

Sonatype Of|A] =%t
HE2al Hotax|




Sonatype Data &2 B

spring-core-5.3.5.jar,

XTI REPOSITORY
Indexed Artifacts (35.3M)

|
1
\
\
1
\
\
\
\
A
o X
Veur N
\

2|

CVE-2023-20863
“CVE-2023-20861
CVE-2022-22971
CVE-2022-22970
CVE-2022-22968
CVE-2022-22965
CVE-2022-22950
CVE-2021-22118
CVE-2021-22096
CVE-2021-22060

K

Sonatype M Zzt

spring-expression
spring=expression
spring-messaging
spring-beans
spring-context
spring-beans
spring-expression
spring-web
spring-web
spring-webmvc, spring-webflux, spring-websocket

Search for groups, artifacts, cate

Home = org.springframework » spring-core » 53.5

Spring Core » 5.3.5

Search Categories | Popular | ContactUs

Basic building block for Spring that in conjunction with Spring Beans provides dependency injection and loC features.

License

Categories
Popular Categories

\

Android Packages
Logging Frameworks
Java Specifications
JSON Libraries

JVM Languages
Language Runtime
Core Utilities
Mocking

Web Assets
Annotation Libraries
HTTP Clients
Legging Bridges

Dependency Injection

XML Processing

MVN Repository Z&0&= Spring Core0f| CH$t CVEEO0| 7|20 QIO AH| 8T CVEES S
Public Ci|O|E{0f| 2F 2

Testing Frameworks & Tools ‘\‘
\

Tags

Organization

\
‘, HomePage
\

Pbate
\
\
Files
\

-
Repusbt\urles
\
\
\
Ranking |
\
\
.
\

Used By N
\

\
N

4

Vulnerabilities

Apache 2.0
Core Utilities
[oping Famenord

Spring IO

https://github.cem/spring-projects/spring-framework

Mar 16, 2021
pom (1 KB) | |jar (1.4 MB) View All

[central

#62 in MvnRepository (See Top Artifacts)

#4 in Core Utilities
8,385 artifacts

Direct vulnerabilities:
CVE-2023-20863
CVE-2023-20861
CVE-2022-22971
CVE-2022-22970
CVE-2022-22968
CVE-2021-22096
CVE-2021-22060

RO ELITE

2 Spring Core?} Of:l CHE
Z3t FICHS Seots 22 M0| B0 O (I : False Positive)2 R

False Positive

Vulnerability Lookup

Find Results on Specific Vulnerabilities

All'vulnerability lookups must use an exact match to surface a result.

CVE-2023-20863

\
v

Issue “‘
C\/E-ZUZB-Z‘)SEB =
‘\‘\
Severity \
CVE CVSS 3: 6.5,
Sonatype CVSS 3‘\\?\5\
'S

Weakness

CVE CWE: 917 ¢2

Source

National Vulnerability Database

Categories
Data

Operational

Deep Dive

Description from CVE

In spring framework versions prior to 5.2.24 release+ ,5.3.27+ and 6.0.8+, it is possible for a user to provide
a specially crafted SpEL expression that may cause a denial-of-service (DoS) condition.

Explanation

The spring-expression package is vulnerable to Denial of Service (DoS) attacks. The dcParseEupression()
method in the InternalspelzxpressionParser class fails to limit the length of SpEL expressions before
attempting to parse them. A remote attacker who can supply crafted SpEL expressions can leverage this
behavior to cause the application to exhaust its available resources and ultimately induce a DoS condition.

Detection

The application is vulnerable by using this component.

Recommendation

We recommend upgrading to a version of this component that is not vulnerable to this specific issue.
Note: If this component is included as a bundled/transitive dependency of another component, there may
not be an upgrade path. In this instance, we recommend contacting the maintainers who included the

vulnerable package. Alternatively, we recommend investigating alternative components or a potential
mitigating control.

Advisories

Project: https:/github.com/spring-projects/spring-framework/issues/30325 £

Project: https:/spring.io/security/cve-2023-20863 (4

CVSS Details
CVE CVSS3: 6.5
CVSS Vector: CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/I:N/AH

HmAE0]| cet CVESYILICh




Sonatype Data &2 E7I Atd| #1 (False Positive) - Cont.

NIST E——
- - Information Technology Laboratory
Known Affected Software Configurations switch AN, AN, AN, NIST |

Configuration 1 (f

1 cpe:2.3:arvmware:spring_framework:* e From (Including) Up to (excluding)
5.2.0 5.2.24
From (Including) Up to (excluding)
5.3.0 5.3.27

VULNERABILITIES

NOTICE UPDATE

NIST has updated the NVD prog ¢ with additional information regarding recent concerns and the tamporary detays in enrichment efforts.

AXCVE-2023-20863 Detail
Description
: . CVE Dictionsry Entrys

HVD Published Date:

Severity

V5SS 3.x Severity and Metrics:

W} Msmwo Base Score: [EEMEBN Vector: CVSS 3.

Ing._framewori: 2 From [Including)  Upta (excluding)
520 5224
pring_frame = From (Including)  Upto (excluding)
530

pring_ framework: %77 From (Including)
600

From (Including) Up to (excluding)
6.0.0

Change History

https://nvd.nist.gov/vuln/detail/CVE-2023-20863#range-9106059

Public Data?} £7g=ot i Z0f = 0{2{21X| 29I0| UOLt IF ofLh= CVE YEIt AUEIE A4 o= WHE(H 7| LT
B

SR Z2HE = Df7YorX| 2 ote] HREHE +F0f| M OHEE[X| fi= 212 0|0fX|= Lot BaLIth
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I3 | X| XFEF A] JHEEXF 2 X| : Self Remediation

Quarantine Report

LN N J B nnandivelugu — -zsh — 80x24

Last login: Fri Feb 18 16:01:53 on ttys@e3

nnandivelugu@Navyasanthis-MacBook-Pro ~ % npm install 1gallery(@0.0.8 Overview
npm G ENOENT: no such file or directory, open '/Users/nnandivelugu/pac

kage»;;on'

| nnandivelugu No description

npm "ﬂ» nnandlvelugu No repository field.
npm | Sooa it S noAnME Hos o
¢ il
on M5 RIS ofj2f X} SHR0YA &9l -> XX| URL H|2
npm E403
npm A 403 >>> REQUESTED ITEM IS QUARANTINED —-———————-
----------- >>> FOR DETAILS SEE —------>>> http://localhost:8072/ui/links/reposito

ries/quarantinedComponent/MWUL1YjRhYTA30DNmMNGEGOWE4OWNmYzAQYj1kNZEWMzQY <<<——————
- GET http://localhost:8081/repository/npm-proxy/lgallery/- /1gallery -0. 0 8.tgz

Risk Remediation

npm In most cases, you or one of your dependencig s B
npm )3 a package version that is forbidden by your
Version Explorer
npm A complete log of this run can be found in:
npm /Users/nnandivelugu/.npm/_logs/2022-02-18T22

nnandivelugu@Navyasanthis-MacBook-Pro ~ % Ji
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SCA (Software Composition Analysis) Vulnerability Risk Management

(Sonatype Lifecycle, Blackduck, Mend, Labrado, Sparrow SCA) (Nessus/Tenable, Rapid7, Qualys)




(T Sonatype

LL) iifecycle

Root organization Edit Policy

Palicy Management

» Application Categories Summary Actions

Pelicy Name *

CapPEFeih3

Loy vislations . DEVELOP  SOURCE BUILD STAGE RELEASE  OPERATE

No Action C (0]

Inheritance

This Palicy Inherits to: *
© Al Applicatior

Warn

o rail

Menitering

P — Notifications

CONTINUOUS

PROXY DEVELOP SOURCE BUILD STAGE RELEASE OPERATE MONITORING

jaykim@osckore... ] | [

Recipient Type * Email *

Email v ‘ ‘ thomas@osckorea.com ~/| ‘ + Add

) %o mTeamcity = ,.l-

by JetBrains

IntelliJ VS Code  Github Gitlab  Bitbucket Azure Jenkins Bamboo  CircleCl G'th.Ub TeamCity JIRA Slack
IDEA DevOps Action




JHEEX} IDE &4 x| =

Eclipse IntelliJ IDEA VS Code Visual Studio

Project Explorer §2 =0 B commons-collections:3.2.1 3

# Policy Violations

v 5= webgoat-smol
(B src/main/java Policy Constraint

src/main/resources
JRE System Library Security-High
\ Maven Dependencies

target

) buildoaml
pomxml
README.tbt

[] webgoat for SQL Server.bat Breaklng Changes :
[] webgoat_8080.bat (I):i-IlE_‘HO |EO‘” J:I_EI?I_:'DC:)' Ol

webgoat.bat ®
» webgoat.sh » License Analysis | -<‘5|.x = §_}-O |
vebscarab.bat -9- | 0:1 T
1 =iy Threat Level Declared License(s) Observed License(s) = [ e

I Architecture-Quality

Liberal A 2.0 Ap: >-2.0

IDE 2tF0 X Policy
V|O|at|0n9 OI:”-_(S_ i OSeCunlylssues . N
T A= Sto) = T Py e vy s Version ExplorerE Sof
‘ ) ¢ collections-unint -'—|—I'—| I:IEI_—I:HI_
A EH
L 1

|*] Problems (@ Javadoc [ Declaration <’ Search [ Console & Progress B Componentinfo §3
webgoat-smol, 21 components (21 shown, 0 filtered)
Component Group: commons-collections
axis-ant -

©

Artifact: commons.-collections
Version: 3.2.1
Declared License: Apache-2.0

commons-collections - 3.2.1
commons-fileupload -

j2h -

mail -

Observed License: Apache-2.0
Effective License: Apache-2.0
Highest Policy Threat: [JEl within 2 policies
axis - 1. Highest cvss score: [l
commons-logging - 1.0.4 Cataloged: 10 years ago 4
Match State: exact

Identification Source: Sonatype O n e — C | i C kgi EOI_I' $| O_FXE-I

Category: Programming Language Utilites

View Details -6H_+_% —?—l-cl)l-_l- D|'0|1E.'”O|+_:|

mailapi -

IENEEEENE»

activation -
axis-jaxrpc -

axis-533) -
commons-digester -
commons-discovery -
commons-io -

ecs -




Source Control (Fad2|A|AR) X[ &

: > 9
Commit0i| Ciel Xt& I| =84, Merge Blocking, At& Pull Request “>

Breaking Changes %! Transitive Dependency0| CHoH 22Xl =7 H1n0F Azure DevOps  Bitbucket — Github  Gitlab

Bump jackson-databind to 2.10.0 #4

& Conversation 0

All checks have failed Hide all checks

collinpeters commented 2 hou - editec i 1 failing check

Automated pull request to fix 1 Nexus 1Q Policy Violation 1Q Policy Evaluation — Components: Critical: 14, Severe: 8, Moderate: 2 LECTIELY Details
Description
« Component: com.fasterxmi.jackson.core : jackson-databind Required statuses must pass before merging

version (with vi )y Labels X . .
¢ Cumant.version: (Min vioiations): 29.9:3 - All required statuses and check runs on this pull request must run successfully to enable automatic

« New version (for remediation): 2.10.0 merging

Policy Projects

(T:'r::; — Constraint e Dl As an administrator, you may still merge this pull request.

Milestone

e Security- Critical risk Found security vuinerability CVE-2019 No milestone Merge pull request ~ | You can also open this in GitHub Desktop or view command line instructions.
10

/SS score with severity >= 9 (severily =
Gritical CVSS score with severity (severity = 9.8)

Notifications

Nexus |1Q Scan Detail «x Unsubscribe

Application: My App

Organization: My Organization o
Date: 2019-11-27 13:58:11 GMT-8

Staie bk 1 participant o parent 085bebl8 Fmaster

B
2

This PR was automatically created by your friendly neighbourhood B Lok soivermation

5

Automated pull request: Nexus IQ found 3 Policy Violations IQ Policy Evaluation -

. i . . (= ts: Critical: 14,
® Pipeline #75179799 failed with stage 0 Sl Sl

o Severe: 8, Moderate: 2
Description

» Component: org.apache.logging.logdj : logdj-core
= Current version (with violations): 2.4

\New version (for remediation): 2.13.3 Cha nges 1 Pipelines 1

» Il Multiple breaking changes - This version upgrade may require significant effort.




Integration (e.g. Jenkins

Jenkins Script (2

nexusPol icyEvaluat ion(

ighpplication: 'Samphpp',

iglnstanceld: "MyNexus|OSerwver!',

igScanPatterns: [[scanPattern: '++/+ js'], [scanPattern: '+=+/+. zip']],

“build',
'55040769ec08424234049356a3362407"

igstage:

iag0rganization:

i
ACTIONS ]

OPERATE

i
DEVELOP

OPERATE

Jenkins Build 2|2 E

Jild Report

Nexus 1Q Build Report

This report lists 1Q policy violatio

Application

test123

o 7 Build Failures
caused b mponents

jrjackson (java) 0.4.10
ACTION

O Fail

THREAT / POLICY NAME

10 Security-Critical

O Fail

urity-High

O Fail

urity-High

urity-High

org.springframework.data : spri
ACTION

O Fail

THREAT / POLICY NAME

w

CONSTRAINT

Critical risk CVSS score

High risk CVSS

High risk CVSS score

High risk C

High risk C

High risk CVSS score

CONDITION

Found security vulnerability CVE-2019-17267

Found security vul

curity vulne

rity vulnerability CVE

curity vulnerability CVE-2(

Found security vulnerability CVE

Found s rity vulnerability CVE-2

Found security vulnerability CVE-

Found rity vulne

Found security vulne

Found security vuln

g-data-rest-hal-browser : 3.1.10.RELEASE

CONSTRAINT

Critical risk CVSS sc:

Medium risk CVSS s

CONDITION

Found rity vulnerability

Found security vulnerability CVE-2018-1404;

Found security vulnerability CVE-2018-1404,

Full Report 2f2l

£t Policy Violation

See Policy Violations directly in your IDE

with severity 9.8.

ability CVE-2019-14540 with severity 7.5.

ility CVE-2019-14540 with severity 7.5.

with severity 7
with severity
371 with ty 8.5

371 with severity 8.5

115 with

with severity 6.1

with severity 6.1




nexus repository
repository firewall

HEXL AAZ Z[XO| HIELAE HEY

3p0c3p0: 0911

Component Info Palicy Licenses Vulnerabilities Labels

Version Graph Selected Version: 0.9.1.1

Popularity

Policy Threat
Detzis

LGPL-3.0, LGPL-2.1

[ETD within 3 policies

9.8 within 2 security issues

Not Applicable

ged: 15 years ago

]

2HHZ QI HEQHA

AR Accuracy

(gehd)

== Z|tf H|o|EH|0]A 2Y

Maven 2g2at2| FX|
NPM/PYPI Al/ML 2 L|E{Zl
+65HO| M2 HOroi1e
HMM|A £|CH Repo 35 At

util/Loader.class"
ifbbcleled40 "
5 ACTIONS

shalJB00
shalJC001="£65040a67 195454a68c5921"

5halJdD001="4£093c%bd65a0e6d233171b3362109ab5b372235" />
No Action

Warn

0 rail

S22+

ACTION PROXY

Age of Component

Certain
License Types

Popularity or
Unknown

o
IQ ] nexus IQ server

by sonatype

T XS et HH X

— O 1 "1

DEVELOP SOURCE BUILD STAGE

RELEASE




Beyond SDLC
SBOM Manager



Software Composition Analysis
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Software Composition Analysis
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B |dentify s
reats

| Contents

Software Bill of
Materials (SBOM)
makes this shareable Osonatype




Checking Your Work

Internal Checks

|dentify
Threats

External Checks

|ldentify
Threats

Osonatype



Regulations: You Need SBOM Manager If...

</>| UEIIEABAHOIHE XE X2 X HSots B2

e (PCl1 4.0)

EUO| 2ZEQ|07F L3t R XMES THfdts 32

(CRA)

EUOIIA CIXZAB|AS 2HoHL S8 HAS XHSt= B2

(NIS2)

287(20171Lt 38 XS Y 2L

(DORA)

O|2 YIS Hilot= 32

(FD&C Act / FDA)

0= ALHEO| AT ESQOE TSt 32

(CISA Attestation Form)

B B < B )|

QOsonatype



Regulations Are €Ceming Here

NIS2 Directive
Cyber Resilience Act
Product Liability Directive

NATIONAL
CYBERSECURITY
STRATEGY

) A N Quad Cybersecurity
. v ‘ - \ Partnership: Joint Principles
s | ; A

for Secure Software

MARCH 2023

e ’

No Analysis (@ EU @ United States @ Canada @ Japan
@ Australia United Kingdom Germany @ New Zealand India

(O sonatype



S B O M | —r—_I Sonatype Application Composition Report
L ‘Po\icy Violations for github-test Source Report

Mo Jun 17 2024 5t 11:13:25  c182c0938 2acacA5ToRs
Men Jun 17 2024 at 00:07:
SLOOUTONS e D) otecacy moLamons
Affecting omponents
THREAT POLICY NAME
10 Security Critical
Securiey Crivical y 2nobr - webhooks
Securiey Crivical y 2nabr - webhooks - 1.0 RELEASE
5 ity-Critical y obrl : webhooks : 1.0-RELEASE
Securiey Critical
o creal Security org springirameauort spring beans 5313
o e Dependency Tree o Crveal , org sringramauor - sprngusn 5313
LW jifecycle Sscury Crives! ; org yami - snal E
CERC Dot T chqos Jogback - logback.classic 1,27

Dashboard ch.qos.logback : logback-care - 1

& Re-Evaluate Report

Orgs and Policies

Reports Collapse &

Vulnerabilities for github-test Source Report
Mon jun 17 2024 st 1:1325 c
Mon Jun 17 2024 at 00-07:05

€182ec093822edac
2 commanexts 0LEGACY VIOLATIONS
ABILTY  CVSS SCORE COMPONENT
027 98 o github juianobr - webhooks - 1.0-RELEASE
CVE20161000027 98 mewark : saring-we : 5.3.13
a8 i github juiansbr] - webhooks - 1.0-RELEASE
akaysm
o github juiianobr - webhooks - 1.0-RELEASE
org springiramework - spring-beans : 53.13
.github.juiiancbr - webhooks - 1.0-RELEASE
org.springframework - spring-beans : 53.13
o github juianobr - webhooks - 1.0-RELEASE
org springiremework - spring web - 5.3.13
.github.juiiancbr - webhooks - 1.0-RELEASE
org.springframewor - spring web : 5.3.13
com fastarem jackson core : jackson databind -2 13.0

View Dependency Tree

ecurity-H ‘0 github juliancbr| - webhooks - 1.0-RELEASE

Security-H 20222 I ‘0.github.julianobr| : webhooks : 1.0 RELEASE

Licenses for github-test Saurce Report
5 Con c1822c09382 2edacds

Security Hi = FECTIY e 085ERVED COMPONENT
Security-High 023 22102 #pache20 Apache 20 com.fasterxm| jackson core - jackson-annotations :
Apacne 20 Apache 20 terxmi jackzon core < jackson-core 1 2.13.0

130

#pache 20 Apache 20 terximl jackson core - jackson databind : 2.13.0
Apache.20 Apache-20 com fastersem| jackson datatype - jac ranype jor310-:2130
Apache 2 org.zpache Joging logd - log2) 2oi
Apacha.20 ogging log - logdjto-s
Apathe 20 som 020 s tomcstembead-el: 9.0.55
#pache 20
Apache 2. org.springframework
Apache 20 org springframewark sutoconfigure
Apache 20 org.springframework beot : spring bootjarmode layertools
No Source com fasterurm| jackson datatype - jackson-gatstype-jok8 1 213.0
Licenss

com fastersm jackso
20

orgyaml

org springframework : spring a0

orgspringframewerk : spring beans 1 5.3.13
Apache-20

BSD 3 Clause. org springframawork : spring-context:5.3.13
Apache 20

85D.3.Clau: org springframework : spring core - 5.3.13

orgspringframewerk : spring-expreszion :5.3.13

orz springframework : spring el 5.3.13

org.springframewark : spring web : 5.3.13

BSD-3.Clauss. org springframework : spring webmc : 5.3
Apache 2

Apache 20, bed : tomest-embed-c
£C0-1.0,

CODL1.0, Public

Dems

[ o I o I - I - - I - I - I - I

eh.qes.logoack - logback classic

eh.qes.logoack - logback core

jakarta annotation - jakarta




Options

§ Export PDF

By Export CycloneDx

Application 241 Report= Export SPDX
CycloneDX EE= SPDX XBHe

- =L Y B View raw data
SBOM SEHZ2 AHAISH A ol |C} | viewtaw data
B View vulnerabilities

B View legacy report

CycloneDX (bom.xml)

.....

-~ sonatype
U ifecycle

# Dashboard
2 On

rrrrr

W= %3O0l F e
o ® - D> =
g 3 & 3 & &£

THREAT ~ POLICY

T

SPDX (bom.json) ‘
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(s} sonatype SBOM manager

NStz
2 E SBOMe| &
XA ojg

STORE % Ii; ﬁ CATALOG HA

4

2
ANALYZE@ r“’ @ SEARCH
S
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BRI <S55 formas 4={e]\ s
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7

SBOM &=
CycloneDX, SPDX Lo
- First Party Code

-

THIRD PARTY CODE

d
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- Binary Artifacts
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E VEX Workflow
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The essential duo of SCA and SBOM management

= OPERATE

DEVELOPERS @

DEVSECOPS PIPELINE SBOM COMPLIANCE



VEX Annotations

SELECT Annotate CVE-2021-42392

pk
In triage

CVSS Score  Verification Status
Exploitable ® 98 @ Sonatyp

Description

SELECT

False nositive

Disclosed Vulnerabilities
Existing vulnerabilities disclosed by the originator of this SBOM.
CVSS SCORE ISSUE VERIFIED STATUS ANALYSIS STATUS JUSTIFICATION ACTION

® 98 CVE-2021-42392 @ Sonatype Verified E_:O In Triage ' Requires configuration

Edit

® 938 CVE-2022-23221 @ Sonatype Verified Unannotated

sonatype-2018-0859 @ Sonatype Verified Unannotated

sonatype-2018-0863 @ Sonatype Verified Unannotated

rollback

workaround_available




Sonatype SBOM Manager vs. SCA

Part of the SDLC

JHet mo| = a2tQl0f| A Legal, security, Quality 2|A
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